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Foreword
Article 8 of the European Conven-

tion on Human Rights, the Council of
Europe’s key instrument, protects family
and private life. Private life encompasses
the protection of personal data.

We are also proud to have adopted
the first international Data Protection
Convention (commonly known as Con-
vention 108). It sets legally binding stand-
ards for privacy and facilitates transborder
flows of personal data, potentially
throughout the world as it is open to
accession by non-member states of the
Council of Europe, if their legislation
meets the Convention’s requirements.

On 28 January 2011 the 30th anni-
versary of Convention 108 will be cele-
brated. Today, it is recognised as a
benchmark for more than forty states in

Europe and offers protection to nearly 800
million people over the whole continent.

The Convention has been supple-
mented by an Additional Protocol and sev-
eral recommendations.

This compilation of texts aims at
acquainting the public with the work of the
Council of Europe in this field and pro-
moting public awareness of existing safe-
guards against the misuse of personal data.

In the 30 years since this first legal
instrument specifically targeting the pro-
tection of personal data was opened for
signature, many new questions and con-
cerns have been raised. Indeed, new infor-
mation and communication technologies
observe and store more easily, rapidly and
invisibly than ever before most day-to-day
human activities, allowing “profiles” to be

created which may affect the individual’s
access to goods, services or information.
With biometrics technologies, Radio Fre-
quency IDentification and CCTV cam-
eras, various data about an individual can
be collected, processed and used for differ-
ent purposes, often without the person’s
knowledge.

Each of these activities or technolo-
gies should comply with fundamental
rights and freedoms and the rule of law;
none should slip through the net of demo-
cratic control.

The Council of Europe strives
towards maintaining the level of its stand-
ards in response to the challenges faced by
our societies and is making concerted
efforts to reflect upon the future of pri-
vacy.

Thorbjørn Jagland
Secretary General of the Council of Europe
November 2010
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Introduction

The international legal instruments prepared by the Council of Europe in the field of data 
protection include to this day the Convention 108, the Amendments to this Convention and its 
Additional Protocol, as well as by the thirteen sectoral recommendations adopted by the 
Committee of Ministers.

Convention for the Protection of Individuals with regard to Automatic Processing of 
Personal Data [ETS No. 108, Strasbourg, 28.1.1981] 

In order to secure for every individ-
ual, whatever his/her nationality or resi-
dence, respect for his/her rights and
fundamental freedoms, and in particular
his/her right to privacy, with regard to
automatic processing of personal data
relating to him/her, the Council of Europe
elaborated the “Convention for the Protec-
tion of Individuals with regard to Auto-
matic Processing of Personal Data” which
was opened for signature on 28 January
1981. When it was opened for signature,
this Convention was the first binding
international legal instrument in this field.
Since it is open to member and non-mem-
ber States of the Council of Europe it still
remains the only binding international
legal instrument with a worldwide scope
of application in this field.

Convention 108 of the Council of
Europe is based on Article 8 of the Euro-
pean Convention on Human Rights and
Fundamental Freedoms (ECHR) of
November 1950, which states that “Every-
one has the right to respect for his private
and family life, his home and his corre-
spondence.” Convention 108 was, in fact,
prepared when it became apparent that
effective legal protection of personal data
would require more specific and system-
atic development of the general reference
to respect for private life in Article 8 of the
ECHR. This close relationship continues
through the case law of the European
Court of Human Rights which has contrib-
uted to the consolidation and expansion of

the European standards on protection of
personal data. This aspect was clearly
stated in the case of M.S. v. Sweden of 27
August 1997 in which the European Court
of Human Rights, “reiterates that the pro-
tection of personal data (...) is of funda-
mental importance to a person's
enjoyment of his or her right to respect for
private and family life as guaranteed by
Article 8 of the Convention”.

Under Convention 108, the Parties
are required to take the necessary steps in
their domestic legislation to apply the
principles it lays down in order to ensure
respect in their territory for the funda-
mental human rights of all individuals
with regard to processing of personal data.
The principles are particularly concerned
with data quality, namely:
• data must be obtained and automat-

ically processed fairly and lawfully;
• data must be recorded for specified

and legitimate purposes;
• data must not be used in a way in-

compatible with those purposes;
• data must be stored only for as long

as is required for these purposes;
• data must be recorded in an ade-

quate, relevant and non-excessive
(proportional) manner vis-à-vis the
said purposes; and

• data must be accurate.
Convention 108 also establishes

everyone’s right to have access to the data
concerning them and to obtain rectifica-
tion or deletion of these data if they have

been processed in violation of the data
protection legislation.

Convention 108 provides for special
protection of sensitive data (data related to
racial origin, religious or other beliefs,
political opinions as well as personal data
concerning health or sexual life and per-
sonal data relating to criminal convictions)
by prohibiting automated processing of
these data unless domestic law provides
appropriate safeguards.

Convention 108 also provides for
the free flow of personal data between Par-
ties to Convention 108. This free flow shall
not be restricted for the purposes of data
protection. However, parties can derogate
from these provisions in two cases: the
first enables a Party to derogate if its legis-
lation includes specific regulations for cer-
tain categories of data of a special nature
(unless the other Party provides equivalent
protection); the second covers a situation
where data are transferred by a Party to the
territory of a non-contracting State
through the intermediary of another Party
and where such transfer may result in cir-
cumvention of the originating Party’s leg-
islation.

As mentioned before, Convention
108 stipulates that Parties must adopt
measures in their domestic legal systems
to give effect to the data protection princi-
ples set out in Convention 108 before they
can become Parties to the Convention,
and so far 42 member states have ratified
it.

Amendments to the Convention for the Protection of Individuals with regard to Automatic 
Processing of Personal Data [ETS No. 108] allowing the European Communities to accede of 
15 June 1999

The Council of Europe Convention
108 was a source of inspiration in the elab-
oration of Directive 95/46/EC of the Euro-
pean Parliament and of the Council of 24

October 1995 on the protection of individ-
uals with regard to the processing of per-
sonal data and on the free movement of
such data.

In a letter dated 22 October 1997,
the Secretary General of the European
Commission notified the Secretary Gen-
eral of the Council of Europe of the appli-
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cation by the Communities to accede to
the Convention, and the decision of the
Council of the Union, on 22 July 1997, to
authorise the Commission to start negoti-
ations with a view to acceding to the Con-
vention as soon as possible. Accession by
the Communities reflects the European
Union's wish to develop co-operation with
the Council of Europe and help create a
stronger international forum on data pro-
tection, particularly vis-à-vis third coun-

tries. At that time, only states could be
Parties to the Convention. It was therefore
necessary to draft amendments allowing
the European Communities to accede.

The Consultative Committee drew
up the amendments in accordance with
Article 21 of the Convention. The Com-
mittee of Ministers of the Council of
Europe approved them at its 675th meet-
ing on 15 June 1999. Following their
approval by the Committee of Ministers,

the amendments have been submitted to
the Parties for acceptance. Under the pro-
visions of Article 21, paragraph 6, of the
Convention the amendments will come
into force on the thirtieth day after all Par-
ties have informed the Secretary General
of their acceptance thereof. Following
their entry into force, the European Com-
munities will be able to accede to the Con-
vention. So far, 36 Parties to Convention
108 have notified their acceptance.

Additional Protocol to the Convention for the Protection of Individuals with regard to 
Automatic Processing of Personal Data [ETS No. 108] regarding supervisory authorities and 
transborder data flows [ETS No. 181, Strasbourg, 08.11.01]

The purpose of this Protocol is to
improve the application of the principles
contained in the Council of Europe Con-
vention for the Protection of Individuals
with regard to Automatic Processing of
Personal Data [ETS No. 108] by adding
two substantive new provisions, one on
the setting up of one or more supervisory
authorities by each Party and one on trans-
border flows of personal data to countries
or organisations which are not parties to
the Convention.

These new provisions were added to
provide for the increase in the number of
exchanges of personal data across national
borders between states which are Parties
to the Convention and states or entities
which are not.

This increase in the flow of data
across national borders is a consequence
of the ever-growing volume of interna-
tional exchanges on a global scale,
together with technological progress and

its numerous applications. At the same
time, therefore, a constant effort is needed
to improve the effective protection of the
rights guaranteed by the Convention.
Effective protection in turn requires inter-
national harmonisation not only of the
basic principles of data protection but
also, to a certain extent, of the means of
implementing them in such a rapidly
changing, highly technical field and of the
conditions in which the transfers of per-
sonal data can be made across national
borders.

The flow of information is at the
very core of international co-operation.
However, the effective protection of pri-
vacy and personal data also means that
there should in principle be no transbor-
der flows of personal data to recipient
countries or organisations where the pro-
tection of such data is not guaranteed.

Effective application of the princi-
ples of the Convention necessitates the

adoption of appropriate sanctions and
remedies (Article 10). Most countries
which have data protection laws have set
up supervisory authorities, generally a
commissioner, a commission, an ombuds-
man or an inspector general. These data
protection supervisory authorities provide
for an appropriate remedy if they have
effective powers and enjoy genuine inde-
pendence in the fulfilment of their duties.
They have become an essential compo-
nent of the data protection supervisory
system in a democratic society.

Therefore, the Consultative Com-
mittee set up by virtue of Article 18 of
Convention 108 prepared this Additional
Protocol which was adopted by the Com-
mittee of Ministers on 23 May 2001 and
opened for signature on 8 November 2001.
It entered into force on 1 July 2004 and
counts at this day 29 ratifications1 and 12
signatures2 non followed by ratifications.

Recommendations by the Committee of Ministers to Council of Europe member states
In the 30 years since Convention

108 was opened for signature, the con-
formity of the collection and processing of
data in a specific sector (banking, insur-
ance, health, police, etc.) or carried out
using a specific technique or technology
(smart card, video surveillance, direct
marketing) or even relating to a specific
category of data (sensitive, biometric, etc.)
to the general principles of the Convention
has always had to be ensured. The Council
of Europe has produced thirteen recom-
mendations in relation to the protection of

personal data in the above-mentioned
areas.

Recommendation No. R (2002) 9 on 
the protection of personal data 
collected and processed for 
insurance purposes, adopted by the 
Committee of Ministers on 18 
September 2002

This recommendation is intended
to strike a balance between the interests of
insurance companies and normal business

operations on the one hand, and the pro-
tection of privacy on the other hand.

Insurance companies need to col-
lect and process data to ensure that they
have correctly identified and set the right
charges for the risks they are insuring. A
proper knowledge of the risks enables
them to operate in accordance with their
customers' needs. A lack of information
would inevitably impede their activities.
Data processing also plays a key role in
combating fraud: insurance companies
need to exchange and transfer information

1. Albania, Andorra, Austria, Bosnia and Herzegovina, Bulgaria, Croatia, Cyprus, Czech Republic, Estonia, France, Germany, Hungary, Ireland,
Latvia, Liechtenstein, Lithuania, Luxembourg, Moldova, Monaco, Netherlands, Poland, Portugal, Romania, Serbia, Slovakia, Spain, Sweden,
Switzerland and “the former Yugoslav Republic of Macedonia”.

2. Belgium, Denmark, Finland, Greece, Iceland, Italy, Moldova, Norway, Russia, Turkey, Ukraine and United Kingdom
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to counter fraud, which is prejudicial to
other insured parties. Insurers are
required to deal with personal data, partic-
ularly medical data, for example in the life
and sickness insurance fields. Collecting
and processing personal data for insurance
purposes requires supervision to ensure
that the data are not used unfairly or ille-
gally. Such supervision must also be
applied to international transfers to coun-
tries lacking a satisfactory level of protec-
tion. In particular, it is important to avoid
the risk that data collected and processed
for specific legitimate purposes will subse-
quently be used for purposes other than
the original ones. Special care must be
taken to prevent any processing resulting
in discrimination between insured parties
or categories of insured parties. The rec-
ommendation applies to all commercial
undertakings concerned with insurance,
whether insurance companies or brokers,
but does not apply to state social security
schemes, unless individual governments
decide to extend the scope of their domes-
tic law implementing the recommenda-
tion to make it applicable to their social
security schemes.

Recommendation No. R (99) 5 for 
the protection of privacy on the 
Internet: guidelines for the 
protection of individuals with 
regard to the collection and 
processing of personal data on 
information highways, adopted by 
the Committee of Ministers on 23 
February 1999

In view of the developments in new
technologies, new communications media
and on-line information services, which
enable increased possibilities for commu-
nication and exchange of information at
both national and international level, this
recommendation is intended to make
users of the Internet and Internet service
providers aware of the basic principles
contained in the provisions of Convention
108; it provides guidelines on fair privacy
practice for users and service providers
which may be included in codes of con-
duct or annexed to them.

Recommendation No. R (97) 18 
concerning the protection of 
personal data collected and 
processed for statistical purposes, 
adopted by the Committee of 
Ministers on 30 September 1997

Conducting state affairs, planning
the economy or undertaking many public

or private activities requires statistical
information on the situation of the popu-
lation, enterprises and administrations. It
is a necessary instrument for planning,
forecasts, decisions, management and
research.

Statistics provide in principle only
anonymous and aggregate results, but
there is a risk of personal data being used
for purposes relating to individuals. Their
analysis or recomposition may permit
identification of the individuals upon
whose data the results are based, in partic-
ular with regard to considerable commer-
cial interests or when statistics come into
contact with the administration and the
police.

The drafters agreed to draw up rec-
ommendations which apply generally, in
our democratic states, to all public and
private statistical activities, in particular
those concerning scientific research, mar-
keting, private management and public
opinion polls. This text sets out the appro-
priate procedures for reconciling the
interests of the parties concerned: on the
one hand, the interests of those producing
statistics to be able to generate representa-
tive statistics and, on the other, the inter-
ests of the data subjects to know that their
privacy is protected against intrusion.

Recommendation No. R (97) 5 on 
the protection of medical data, 
adopted by the Committee of 
Ministers on 13 February 1997

This text replaces and strengthens
Recommendation No. R (81) 1 on regula-
tions for automated medical data banks. It
had become necessary to update this text,
given the extensive computerisation of the
entire health sector (doctors, hospital and
public health management, research,
pharmacists) and of sectors other than
health (employment, insurance, and so
on), together with the progress made in
medical science, especially genetics, all of
which pose new problems for the protec-
tion of medical data. It provides that the
protection of privacy should apply, by
means of the appropriate safeguards, to all
medical data, whether processed by a doc-
tor or by another person. It protects any
information which might give an idea of a
persons’ medical situation, such as for
insurance purposes, for example data of
his or her behaviour, sex life, lifestyle, drug
consumption or alcohol or tobacco abuse.

Recommendation No. R (95) 4 on 
the protection of personal data in 
the area of telecommunication 
services, with particular reference 
to telephone services, adopted by 
the Committee of Ministers on 7 
February 1995

This recommendation provides
guiding principles to guarantee the pri-
vacy of the individual in the use of increas-
ingly sophisticated telecommunication
services and particularly new telephone
services. A balance is sought between the
advantages offered to users of these sys-
tems and the dangers presented to the
preservation of privacy.

Recommendation No. R (91) 10 on 
the communication to third parties 
of personal data held by public 
bodies, adopted by the Committee 
of Ministers on 9 September 1991

This recommendation addresses
such questions as how to determine the
conditions on which personal data may be
collected by public bodies and stored in
files accessible to third parties; the condi-
tions on which these data may be commu-
nicated to third parties and used by them,
in the context of electronic delivery of data
and telematic access.

Recommendation No. R (90) 19 on 
the protection of personal data 
used for payment and other related 
operations, adopted by the 
Committee of Ministers on 13 
September 1990

This recommendation deals with
the various issues raised by the impact of
data processing technology on personal
information generated by the supply and
use of payment media and the conse-
quences of the development of electronics
for the collection, storage and processing
of these data. The following points, among
others, are examined: the issues raised by
smart cards and electronic funds transfer,
technological means used for settlement
operations (home banking terminals,
automatic cash dispensers, and so on), as
well as measures aimed at minimising the
privacy risk caused by the transfer of per-
sonal data.

Recommendation No. R (89) 2 on 
the protection of personal data 
used for employment purposes, 
adopted by the Committee of 
Ministers on 18 January 1989

The increasing use of automatic
data processing in the relations between
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employers and employees should be
guided by principles which minimise the
risks that this could pose for the rights and
fundamental freedoms of employees, in
particular their right to privacy. This rec-
ommendation applies to both the public
and the private sectors and recognises that
the employment sector gives rise to both
individual and collective interests. The
data protection principles relate to
recruitment of employees, fulfilment of
the contract of employment, management,
including discharge of obligations laid
down by law or laid down in collective
agreements, as well as planning and organ-
isation of work. In addition to the basic
data protection principles, this recom-
mendation underlines that respect for the
privacy and human dignity of employees
should be safeguarded, in particular the
possibility of exercising social and individ-
ual relations at the place of work, and that
employees or their representatives should
be informed and consulted with regard to
the introduction or adaptation of auto-
mated systems for the collection and use
of personal data of employees or of new
technical devices designed to monitor the
movements or productivity of employees.
Employees should also be informed when
important decisions affecting them are to
be taken based on their personal data.

Recommendation No. R (87) 15 
regulating the use of personal data 
in the police sector, adopted by the 
Committee of Ministers on 17 
September 1987

In view of the increased activities of
police forces in the lives of individuals,
necessitated by new threats to society
posed by terrorism, drug delinquency and
the general increase in criminality, this
recommendation aims to establish a spe-
cial set of data protection principles for
the classic and crucial tasks of the police,
while at the same time adapting them to
take account of particular requirements,
notably in respect of the suppression of
criminal offences. The principles are
intended to regulate the crucial stages
where data protection becomes an issue –
collection, storage, use and communica-
tion of personal data. These activities are
linked to the finality of “police purposes”,
to ensure that the principles will treat dif-
ferently the tasks that the police must per-
form with regard to the suppression of
criminal offences and the tasks which they
must carry out at the level of prevention of
criminal offences and the maintenance of

public order. Specific provisions in
national law should govern the collection
of data by means of technical surveillance
or other automated means. Communica-
tion of data held by police services is struc-
tured to regulate separately the various
forms of data transfer: within the police
sector; outside the police sector; other
public bodies; private bodies in excep-
tional cases; and international transfer
between police bodies (understood in the
broad sense) and Interpol. This recom-
mendation has been subject to 3 periodic
evaluations by the Project Group on Data
Protection in 1994, 1998 and 2002.

Recommendation No. R (86) 1 on 
the protection of personal data 
used for social security purposes, 
adopted by the Committee of 
Ministers on 23 January 1986

In view of the volume of informa-
tion at the disposal of social security insti-
tutions, some of which is sensitive
information, and as the increased mobility
of labour necessitates co-operation
between social security institutions across
national borders, specific principles and
guidelines are recommended in this sec-
tor. Social security purposes are defined by
reference to the tasks carried out in regard
to the benefits listed in the European Code
of Social Security and its Protocol (16
April 1964) and the European Convention
on Social Security (14 December 1972).
The recommendation covers the use of
personal data in both the public and pri-
vate sectors and refers specifically to cer-
tain tasks performed by social security
institutions with regard to the administra-
tion of various categories of benefits; it
points out that the principles may be
extended to the social welfare field, includ-
ing medical assistance schemes, and to
other benefits administered on a contribu-
tory or non-contributory basis, as well as
to data processed manually. In addition to
the data protection principles set out in
Convention 108, particular emphasis is
laid on the principle that sensitive data
should not be collected unless absolutely
necessary for the administration of a par-
ticular benefit. The introduction or use of
a single social security number should be
accompanied by adequate safeguards pro-
vided for by domestic law.

Recommendation No. R (85) 20 on 
the protection of personal data 
used for the purposes of direct 
marketing, adopted by the 
Committee of Ministers on 25 
October 1985

With a view to protecting the pri-
vacy of the individual in the face of the
growing use of data processing in direct
marketing, while recognising that the use
of personal data is essential to the mainte-
nance and development of direct market-
ing and that the direct marketing sector is
developing its own rules to protect indi-
viduals’ rights and interests, this recom-
mendation aims at providing guidelines
designed to promote the development of
rules applicable to the direct marketing
sector. It covers the collection of names
and addresses of private persons from
other private persons for purposes of
enlarging marketing lists, which should
only be permissible if carried out in com-
pliance with appropriate safeguards
designed to protect the privacy of the per-
son concerned. It also addresses the ques-
tion of making marketing lists available to
third parties for direct marketing pur-
poses.

Recommendation No. R (83) 10 on 
the protection of personal data used 
for scientific research and statistics, 
adopted by the Committee of 
Ministers on 23 September 1983

(N.B. In so far as this recommenda-
tion applies to the collection and auto-
matic processing of personal data for
statistical purposes, it has been replaced
by Recommendation No. R (97) 18 on the
protection of personal data collected and
processed for statistical purposes.)

The field of research and statistics
requires a specific regime and the Recom-
mendation therefore emphasises the need
to strike a balance between the need for
research and the indispensable protection
of the privacy of the individual. The Rec-
ommendation covers personal data used
for research and statistics carried out in
both the public and private sectors. The
definition of personal data is made more
precise by adding to the definition in Con-
vention 108 that an individual should not
be regarded as “identifiable” if the identifi-
cation requires an unreasonable amount
of time, cost and manpower. Scientific
research includes pure science and social
science.

The use of personal data is only pos-
sible if other solutions are not possible,



and the recourse to the use of personal
data is not a choice but a necessity.
Informed consent is only required in cases
where the information is communicated
by the data subject himself when the infor-
mation is collected.

Access by researchers to public
population registers held by public author-
ities may be facilitated subject to any limi-
tations which may be imposed by national
authorities. Access by the data subject to
the data may be restricted where there are

manifestly no risks of intrusion on privacy
as stated in Article 9.3 of Convention 108.
As far as conservation of data is con-
cerned, researchers decide whether, on
completion of the project, the personal
data collected will be destroyed, rendered
anonymous or kept. It is important to
emphasise that research is a continuing
process and even if the specific objective
has been attained the database may be use-
ful for subsequent research and the data
may be kept on condition that the data are

deposited with institutions appointed by
the competent authorities.

Recommendation No. R (81) 1 on 
regulations for automated medical 
data banks, adopted by the 
Committee of Ministers on 23 
January 1981

This recommendation has been
replaced by Recommendation No. R (97) 5
on the protection of medical data.
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Studies prepared by the data protection committees of the Council of Europe

Model contract to ensure 
equivalent protection in the 
context of transborder data flows 
(1992)

The Consultative Committee, set
up under Article 18 of the Convention for
the Protection of Individuals with regard
to Automatic Processing of Personal Data,
has studied, together with the Commis-
sion of the European Communities and
the International Chamber of Commerce
(ICC), the possibilities of drawing up a
model contract for transborder data flows
which would ensure equivalent protection
of personal data transferred from one
country to another with different legal
rules.

This study has resulted in a number
of model clauses which could be included
in a contract between licensor and licensee
whenever they envisage a transborder data
flow. These model clauses appear in the
Appendix to this study.

The Consultative Committee
agreed that these clauses, together with
the explanatory memorandum, should be

tested on their practical value by those
who are involved in the transfer of per-
sonal data across the frontiers.

The introduction and use of 
personal identification numbers: 
the data protection issues (1991)

This study was prepared by the
Project Group on Data Protection (CJ-
PD). The growing use of computers in
society has led administrations to have
more recourse to identifiers. The personal
identification number (PIN), when used in
computers is liable to encroach upon pri-
vacy, especially in view of the risks linked
to interconnection of files. This study
passes in review the advantages of the use
of PINs, the risks for the data subjects, as
well as the safeguards for their use.

Data protection and the media 
(1990)

This study, prepared by the Project
Group on Data Protection (CJ-PD), deals
with the problems raised by the applica-
tion of data protection norms to the
processing of personal data by the differ-

ent bodies of the media and illustrates the
possible conflict which may result from
the opposition of two fundamental rights
– freedom of expression and right to pri-
vacy – recognised by the European Con-
vention on Human Rights.

New technologies: a challenge to 
privacy protection? (1989)

This study was prepared by the
Project Group on Data Protection (CJ-
PD). Concentrating on three specific tech-
nologies – remote collection of data by
automatic means (telemetry), interactive
media and electronic mail – the study puts
forward the situation in member states
and regulations or proposed regulations.
Specific data protection problems and
possible solutions are analysed, and the
common considerations for data protec-
tion and the continuing relevance and
validity of the concepts and terms used in
Convention 108 for new problems and
issues are discussed.

Reports prepared by the data protection committees of the Council of Europe

Progress report on the application 
of the principles of Convention 108 
to the collection and processing of 
biometric data (2005)

The progress report on the applica-
tion of the principles of the Convention for
the protection of individuals with regard
to automatic processing of personal data
(ETS No. 108, hereinafter Convention
108) to the collection and processing of
biometric data is the result of work com-
menced in 2003 by the Project Group on
Data Protection (CJ-PD) under the aegis of
the European Committee on Legal Co-
operation (CDCJ) and, further to the
restructuring of the data protection com-
mittees, pursued in 2004 and 2005 by the
Consultative Committee of the Conven-
tion for the Protection of Individuals with
regard to automatic processing of personal
data (T-PD).

The progress report has been
drafted based on the state of the arts of
biometrics at the time of its preparation. If
the T-PD deems it necessary in view of
new developments in the field of biomet-
rics, it may be complemented or further
progress reports may be issued in the
future.

The progress report contains four
parts:
• An introductory part
• A second part that seeks to identify

the specificities of biometrics
• A third part that proposes criteria

enabling the shaping of the archi-
tecture of biometrics systems

• A fourth part that builds on the ele-
ments of parts II and III to deter-
mine how Convention 108 should
be applied to biometric data. There-
fore, some notions may be found
both in parts II and III and in part
IV.

Guiding principles for the 
protection of personal data with 
regard to smart cards (2004)

These guiding principles, prepared
by the Project Group on Data Protection
(CJ-PD), are intended to set out basic prin-
ciples regarding the collection and
processing of personal data in systems
which use smart cards. They are primarily
aimed at the issues of the card which holds
primary responsibility for the protection
of personal data contained on the card.
They are also directed at all other partici-
pants involved in information systems –

project designers, managers, operators, as
well as the data subjects themselves.

Report containing Guiding 
principles for the protection of 
individuals with regard to the 
collection and processing of data by 
means of video surveillance (2003)

Prompted by the increased use of
video surveillance systems by many public
and private entities, this report was pre-
pared by the Project Group on Data Pro-
tection (CJ-PD). Video surveillance
systems raise specific data protection risks
both by themselves, such as the possibility
to identify individuals and monitor their
conduct, and by the possibility of combin-
ing these devices with other technologies,
including for example facial recognition
systems integrated with computerised
databases or infra-red and heat-recogni-
tion devices. The guiding principles cover
any type of video surveillance activity
allowing (by means of technical equip-
ment) the systematic observation, collec-
tion and/or storage of personal data
relating to one or more individuals in par-
ticular in respect of their conduct, pres-
ence and/or movement. They are intended
for the widest possible dissemination
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among individuals who may be the subject
of video surveillance and the users of video
surveillance systems, devices and tech-
niques. They are also addressed to mem-
ber States, manufacturers, dealers, service
and access providers and researchers with
a view to developing software and technol-
ogies that pay greater attention to data
subjects' fundamental rights with regard
to video surveillance. These guiding prin-
ciples could also serve as a framework for
other surveillance activities that are not
based on the use of video surveillance
devices.

Report on the Impact of Data 
Protection Principles on Judicial 
Data in Criminal Matters including 
in the framework of Judicial Co-
operation in Criminal Matters 
(2002)

This report, which was prepared by
the Project Group on Data Protection (CJ-
PD), examines the practical implementa-

tion of data protection principles on data
held by judicial authorities, including the
exchange of information across borders in
the framework of mutual legal assistance.
It builds upon the results of several confer-
ences organized under the aegis of the
Council of Europe, the European Union
and the “Fight Against Crime and Personal
Data Protection Project” (FALCONE Pro-
gramme) and aims at fulfilling the need for
specific provisions in this field.

Guide to the preparation of 
contractual clauses governing data 
protection during the transfer of 
personal data to third parties not 
bound by an adequate level of data 
protection (2002)

This Guide was prepared by the
Consultative Committee of the Conven-
tion for the Protection of Individuals with
Regard to Automatic Processing of Per-
sonal Data (T-PD) in view of the legislative
and technological developments which

had occurred in the field of data protection
since the preparation of the “Model Con-
tract to ensure equivalent data protection
in the context of transborder data flows” in
1992 (see point D above). The purpose of
this Guide is to assist parties in the draw-
ing up of contractual clauses conforming
to the protection requirements deriving
from Convention 108 and inform data
controllers and data subjects concerned by
transborder flows of what they need to
look out for as well as to provide assistance
for data subjects seeking to assert their
rights in the data protection field. This
Guide does not replace the contractual
clauses included in the model contract of
1992 but instead completes or specifies
them and therefore both documents
should be read together.
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Council of Europe treaties

Convention for the protection of individuals with regard to 
automatic processing of personal data1

Strasbourg, 28.I.1981

Preamble
The member states of the Council

of Europe, signatory hereto,
Considering that the aim of the

Council of Europe is to achieve greater
unity between its members, based in par-
ticular on respect for the rule of law, as
well as human rights and fundamental
freedoms;

Considering that it is desirable to
extend the safeguards for everyone's rights
and fundamental freedoms, and in partic-
ular the right to the respect for privacy,
taking account of the increasing flow
across frontiers of personal data undergo-
ing automatic processing;

Reaffirming at the same time their
commitment to freedom of information
regardless of frontiers;

Recognising that it is necessary to
reconcile the fundamental values of the
respect for privacy and the free flow of
information between peoples,

Have agreed as follows:

Chapter I – General provisions

Article 1 – Object and purpose
The purpose of this convention is to

secure in the territory of each Party for
every individual, whatever his nationality
or residence, respect for his rights and
fundamental freedoms, and in particular
his right to privacy, with regard to auto-
matic processing of personal data relating
to him (“data protection”).

Article 2 – Definitions
For the purposes of this convention:

a “personal data” means any informa-
tion relating to an identified or
identifiable individual (“data
subject”);

b “automated data file” means any set
of data undergoing automatic
processing;

c “automatic processing” includes the
following operations if carried out
in whole or in part by automated
means: storage of data, carrying out
of logical and/or arithmetical oper-

ations on those data, their altera-
tion, erasure, retrieval or dissemi-
nation;

d “controller of the file” means the
natural or legal person, public
authority, agency or any other body
who is competent according to the
national law to decide what should
be the purpose of the automated
data file, which categories of
personal data should be stored and
which operations should be applied
to them.

Article 3 – Scope
1 The Parties undertake to apply this

convention to automated personal
data files and automatic processing
of personal data in the public and
private sectors.

2 Any State may, at the time of signa-
ture or when depositing its instru-
ment of ratification, acceptance,
approval or accession, or at any later

time, give notice by a declaration
addressed to the Secretary General
of the Council of Europe:

a that it will not apply this convention
to certain categories of automated
personal data files, a list of which
will be deposited. In this list it shall
not include, however, categories of
automated data files subject under
its domestic law to data protection
provisions. Consequently, it shall
amend this list by a new declaration
whenever additional categories of
automated personal data files are
subjected to data protection provi-
sions under its domestic law;

b that it will also apply this conven-
tion to information relating to
groups of persons, associations,
foundations, companies, corpora-
tions and any other bodies
consisting directly or indirectly of
individuals, whether or not such
bodies possess legal personality;

1. For signatures and ratifications see: http://conventions.coe.int
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c that it will also apply this conven-
tion to personal data files which are
not processed automatically.

3 Any state which has extended the
scope of this convention by any of
the declarations provided for in
sub-paragraph 2.b or c above may
give notice in the said declaration
that such extensions shall apply only
to certain categories of personal
data files, a list of which will be
deposited.

4 Any Party which has excluded
certain categories of automated
personal data files by a declaration
provided for in sub-paragraph 2.a

above may not claim the application
of this convention to such catego-
ries by a Party which has not
excluded them.

5 Likewise, a Party which has not
made one or other of the extensions
provided for in sub-paragraphs 2b
and c above may not claim the
application of this convention on
these points with respect to a Party
which has made such extensions.

6 The declarations provided for in
paragraph 2 above shall take effect
from the moment of the entry into
force of the convention with regard
to the state which has made them if

they have been made at the time of
signature or deposit of its instru-
ment of ratification, acceptance,
approval or accession, or three
months after their receipt by the
Secretary General of the Council of
Europe if they have been made at
any later time. These declarations
may be withdrawn, in whole or in
part, by a notification addressed to
the Secretary General of the
Council of Europe. Such with-
drawals shall take effect three
months after the date of receipt of
such notification.

Chapter II – Basic principles for data protection

Article 4 – Duties of the Parties
1 Each Party shall take the necessary

measures in its domestic law to give
effect to the basic principles for data
protection set out in this chapter.

2 These measures shall be taken at the
latest at the time of entry into force
of this convention in respect of that
Party.

Article 5 – Quality of data
Personal data undergoing auto-

matic processing shall be:

a obtained and processed fairly and
lawfully;

b stored for specified and legitimate
purposes and not used in a way
incompatible with those purposes;

c adequate, relevant and not excessive
in relation to the purposes for which
they are stored;

d accurate and, where necessary, kept
up to date;

e preserved in a form which permits
identification of the data subjects
for no longer than is required for the
purpose for which those data are
stored.

Article 6 – Special categories of 
data

Personal data revealing racial ori-
gin, political opinions or religious or other
beliefs, as well as personal data concerning
health or sexual life, may not be processed
automatically unless domestic law pro-
vides appropriate safeguards. The same
shall apply to personal data relating to
criminal convictions.

Article 7 – Data security
Appropriate security measures shall

be taken for the protection of personal
data stored in automated data files against
accidental or unauthorised destruction or
accidental loss as well as against unauthor-
ised access, alteration or dissemination.

Article 8 – Additional safeguards 
for the data subject

Any person shall be enabled:
a to establish the existence of an auto-

mated personal data file, its main
purposes, as well as the identity and
habitual residence or principal place
of business of the controller of the
file;

b to obtain at reasonable intervals and
without excessive delay or expense
confirmation of whether personal
data relating to him are stored in the
automated data file as well as
communication to him of such data
in an intelligible form;

c to obtain, as the case may be, recti-
fication or erasure of such data if
these have been processed contrary
to the provisions of domestic law
giving effect to the basic principles
set out in Articles 5 and 6 of this
convention;

d to have a remedy if a request for
confirmation or, as the case may be,
communication, rectification or
erasure as referred to in paragraphs
b and c of this article is not
complied with.

Article 9 – Exceptions and 
restrictions
1 No exception to the provisions of

Articles 5, 6 and 8 of this convention

shall be allowed except within the
limits defined in this article.

2 Derogation from the provisions of
Articles 5, 6 and 8 of this convention
shall be allowed when such deroga-
tion is provided for by the law of the
Party and constitutes a necessary
measure in a democratic society in
the interests of:

a protecting state security, public
safety, the monetary interests of the
state or the suppression of criminal
offences;

b protecting the data subject or the
rights and freedoms of others.

3 Restrictions on the exercise of the
rights specified in Article 8, para-
graphs b, c and d, may be provided
by law with respect to automated
personal data files used for statistics
or for scientific research purposes
when there is obviously no risk of an
infringement of the privacy of the
data subjects.

Article 10 – Sanctions and 
remedies

Each Party undertakes to establish
appropriate sanctions and remedies for
violations of provisions of domestic law
giving effect to the basic principles for data
protection set out in this chapter.

Article 11 – Extended protection
None of the provisions of this chap-

ter shall be interpreted as limiting or oth-
erwise affecting the possibility for a Party
to grant data subjects a wider measure of
protection than that stipulated in this con-
vention.
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Chapter III – Transborder data flows

Article 12 – Transborder flows of 
personal data and domestic law
1 The following provisions shall apply

to the transfer across national
borders, by whatever medium, of
personal data undergoing auto-
matic processing or collected with a
view to their being automatically
processed.

2 A Party shall not, for the sole
purpose of the protection of
privacy, prohibit or subject to

special authorisation transborder
flows of personal data going to the
territory of another Party.

3 Nevertheless, each Party shall be
entitled to derogate from the provi-
sions of paragraph 2:

a insofar as its legislation includes
specific regulations for certain cate-
gories of personal data or of auto-
mated personal data files, because
of the nature of those data or those
files, except where the regulations

of the other Party provide an equiv-
alent protection;

b when the transfer is made from its
territory to the territory of a non
Contracting State through the inter-
mediary of the territory of another
Party, in order to avoid such trans-
fers resulting in circumvention of
the legislation of the Party referred
to at the beginning of this para-
graph.

Chapter IV – Mutual assistance

Article 13 – Co-operation between 
Parties
1 The Parties agree to render each

other mutual assistance in order to
implement this convention.

2 For that purpose,
a each Party shall designate one or

more authorities, the name and
address of each of which it shall
communicate to the Secretary
General of the Council of Europe;

b each Party which has designated
more than one authority shall
specify in its communication
referred to in the previous sub-
paragraph the competence of each
authority.

3 An authority designated by a Party
shall at the request of an authority
designated by another Party:

a furnish information on its law and
administrative practice in the field
of data protection;

b take, in conformity with its
domestic law and for the sole
purpose of protection of privacy, all
appropriate measures for furnishing
factual information relating to
specific automatic processing
carried out in its territory, with the
exception however of the personal
data being processed.

Article 14 – Assistance to data 
subjects resident abroad
1 Each Party shall assist any person

resident abroad to exercise the
rights conferred by its domestic law
giving effect to the principles set out
in Article 8 of this convention.

2 When such a person resides in the
territory of another Party he shall be
given the option of submitting his

request through the intermediary of
the authority designated by that
Party.

3 request for assistance shall contain
all the necessary particulars,
relating, inter alia, to:

a the name, address and any other
relevant particulars identifying the
person making the request;

b the automated personal data file to
which the request pertains, or its
controller;

c the purpose of the request.

Article 15 – Safeguards concerning 
assistance rendered by designated 
authorities
1 An authority designated by a Party

which has received information
from an authority designated by
another Party either accompanying
a request for assistance or in reply to
its own request for assistance shall
not use that information for
purposes other than those specified
in the request for assistance.

2 Each Party shall see to it that the
persons belonging to or acting on
behalf of the designated authority
shall be bound by appropriate obli-
gations of secrecy or confidentiality
with regard to that information.

3 In no case may a designated
authority be allowed to make under
Article 14, paragraph 2, a request
for assistance on behalf of a data
subject resident abroad, of its own
accord and without the express
consent of the person concerned.

Article 16 – Refusal of requests for 
assistance

A designated authority to which a
request for assistance is addressed under

Articles 13 or 14 of this convention may
not refuse to comply with it unless:
a the request is not compatible with

the powers in the field of data
protection of the authorities
responsible for replying;

b the request does not comply with
the provisions of this convention;

c compliance with the request would
be incompatible with the sover-
eignty, security or public policy
(ordre public) of the Party by which
it was designated, or with the rights
and fundamental freedoms of
persons under the jurisdiction of
that Party.

Article 17 – Costs and procedures 
of assistance
1 Mutual assistance which the Parties

render each other under Article 13
and assistance they render to data
subjects abroad under Article 14
shall not give rise to the payment of
any costs or fees other than those
incurred for experts and inter-
preters. The latter costs or fees shall
be borne by the Party which has
designated the authority making the
request for assistance.

2 The data subject may not be
charged costs or fees in connection
with the steps taken on his behalf in
the territory of another Party other
than those lawfully payable by resi-
dents of that Party.

3 Other details concerning the assist-
ance relating in particular to the
forms and procedures and the
languages to be used, shall be estab-
lished directly between the Parties
concerned.
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Chapter V – Consultative Committee

Article 18 – Composition of the 
committee
1 A Consultative Committee shall be

set up after the entry into force of
this convention.

2 Each Party shall appoint a repre-
sentative to the committee and a
deputy representative. Any member
State of the Council of Europe
which is not a Party to the conven-
tion shall have the right to be repre-
sented on the committee by an
observer.

3 The Consultative Committee may,
by unanimous decision, invite any
non-member State of the Council of
Europe which is not a Party to the
convention to be represented by an
observer at a given meeting.

Article 19 – Functions of the 
committee

The Consultative Committee:

a may make proposals with a view to
facilitating or improving the appli-
cation of the convention;

b may make proposals for amend-
ment of this convention in accord-
ance with Article 21;

c shall formulate its opinion on any
proposal for amendment of this
convention which is referred to it in
accordance with Article 21, para-
graph 3;

d may, at the request of a Party,
express an opinion on any question
concerning the application of this
convention.

Article 20 – Procedure
1 The Consultative Committee shall

be convened by the Secretary
General of the Council of Europe.
Its first meeting shall be held within
twelve months of the entry into
force of this convention. It shall

subsequently meet at least once
every two years and in any case
when one-third of the representa-
tives of the Parties request its
convocation.

2 A majority of representatives of the
Parties shall constitute a quorum
for a meeting of the Consultative
Committee.

3 After each of its meetings, the
Consultative Committee shall
submit to the Committee of Minis-
ters of the Council of Europe a
report on its work and on the func-
tioning of the convention.

4 Subject to the provisions of this
convention, the Consultative
Committee shall draw up its own
Rules of Procedure.

Chapter VI – Amendments

Article 21 – Amendments

1 Amendments to this convention
may be proposed by a Party, the
Committee of Ministers of the
Council of Europe or the Consulta-
tive Committee.

2 Any proposal for amendment shall
be communicated by the Secretary
General of the Council of Europe to
the member states of the Council of
Europe and to every non-member
State which has acceded to or has
been invited to accede to this

convention in accordance with the
provisions of Article 23.

3 Moreover, any amendment
proposed by a Party or the
Committee of Ministers shall be
communicated to the Consultative
Committee, which shall submit to
the Committee of Ministers its
opinion on that proposed amend-
ment.

4 The Committee of Ministers shall
consider the proposed amendment
and any opinion submitted by the

Consultative Committee and may
approve the amendment.

5 The text of any amendment
approved by the Committee of
Ministers in accordance with para-
graph 4 of this article shall be
forwarded to the Parties for accept-
ance.

6 Any amendment approved in
accordance with paragraph 4 of this
article shall come into force on the
thirtieth day after all Parties have
informed the Secretary General of
their acceptance thereof.

Chapter VII – Final clauses

Article 22 – Entry into force
1 This convention shall be open for

signature by the member states of
the Council of Europe. It is subject
to ratification, acceptance or
approval. Instruments of ratifica-
tion, acceptance or approval shall be
deposited with the Secretary
General of the Council of Europe.

2 This convention shall enter into
force on the first day of the month
following the expiration of a period
of three months after the date on
which five member states of the

Council of Europe have expressed
their consent to be bound by the
convention in accordance with the
provisions of the preceding para-
graph.

3 In respect of any member state
which subsequently expresses its
consent to be bound by it, the
convention shall enter into force on
the first day of the month following
the expiration of a period of three
months after the date of deposit of
the instrument of ratification,
acceptance or approval.

Article 23 – Accession by non 
member states
1 After the entry into force of this

convention, the Committee of
Ministers of the Council of Europe
may invite any state not a member
of the Council of Europe to accede
to this convention by a decision
taken by the majority provided for
in Article 20.d of the Statute of the
Council of Europe and by the unan-
imous vote of the representatives of
the Contracting States entitled to sit
on the committee.
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2 In respect of any acceding state, the
convention shall enter into force on
the first day of the month following
the expiration of a period of three
months after the date of deposit of
the instrument of accession with the
Secretary General of the Council of
Europe.

Article 24 – Territorial clause
1 Any state may at the time of signa-

ture or when depositing its instru-
ment of ratification, acceptance,
approval or accession, specify the
territory or territories to which this
convention shall apply.

2 Any state may at any later date, by a
declaration addressed to the Secre-
tary General of the Council of
Europe, extend the application of
this convention to any other terri-
tory specified in the declaration. In
respect of such territory the
convention shall enter into force on
the first day of the month following
the expiration of a period of three
months after the date of receipt of
such declaration by the Secretary
General.

3 Any declaration made under the
two preceding paragraphs may, in
respect of any territory specified in
such declaration, be withdrawn by a
notification addressed to the Secre-
tary General. The withdrawal shall
become effective on the first day of
the month following the expiration
of a period of six months after the
date of receipt of such notification
by the Secretary General.

Article 25 – Reservations
No reservation may be made in

respect of the provisions of this conven-
tion.

Article 26 – Denunciation
1 Any Party may at any time

denounce this convention by means
of a notification addressed to the
Secretary General of the Council of
Europe.

2 Such denunciation shall become
effective on the first day of the
month following the expiration of a
period of six months after the date
of receipt of the notification by the
Secretary General.

Article 27 – Notifications
The Secretary General of the Coun-

cil of Europe shall notify the member
states of the Council and any State which
has acceded to this convention of:
a any signature;
b the deposit of any instrument of

ratification, acceptance, approval or
accession;

c any date of entry into force of this
convention in accordance with Arti-
cles 22, 23 and 24;

d any other act, notification or
communication relating to this
Convention.
In witness whereof the under-

signed, being duly authorised thereto,
have signed this Convention.

Done at Strasbourg, the 28th day of
January 1981, in English and in French,
both texts being equally authoritative, in a
single copy which shall remain deposited
in the archives of the Council of Europe.
The Secretary General of the Council of
Europe shall transmit certified copies to
each member state of the Council of
Europe and to any state invited to accede
to this Convention.

Explanatory Report

I. The Convention for the Protection
of Individuals with regard to Auto-
matic Processing of Personal Data,
drawn up within the Council of
Europe by a committee of govern-
mental experts under the authority
of the European Committee on
Legal Co-operation (CDCJ), was
opened for signature by the
member States of the Council of
Europe on 28 January 1981 in Stras-
bourg, on the occasion of the third
part of the 32nd Session of the
Consultative Assembly.

II. The text of the explanatory report
prepared by the committee of
experts and submitted to the
Committee of Ministers of the
Council of Europe, as amended by
the CDCJ does not constitute an
instrument providing an authorita-
tive interpretation of the text of the
Convention, although it might be of
such nature as to facilitate the
understanding of the provisions
contained therein.

Introduction

Data protection
1. The object of this convention is to
strengthen data protection, i.e. the legal
protection of individuals with regard to
automatic processing of personal informa-
tion relating to them.

There is a need for such legal rules
in view of the increasing use made of com-
puters for administrative purposes. Com-
pared with manual files, automated files
have a vastly superior storage capability
and offer possibilities for a much wider
variety of transactions, which they can
perform at high speed.

Further growth of automatic data
processing in the administrative field is
expected in the coming years inter alia as a
result of the lowering of data processing
costs, the availability of “intelligent” data
processing devices and the establishment
of new telecommunication facilities for
data transmission
2. “Information power” brings with it
a corresponding social responsibility of
the data users in the private and public
sector. In modern society, many decisions
affecting individuals are based on infor-

mation stored in computerised data files:
payroll, social security records, medical
files, etc. It is essential that those respon-
sible for these files should make sure that
the undeniable advantages they can obtain
from automatic data processing do not at
the same time lead to a weakening of the
position of the persons on whom data are
stored. For this reason, they should main-
tain the good quality of the information in
their care, refrain from storing informa-
tion which is not necessary for the given
purpose, guard against unauthorised dis-
closure or misuse of the information, and
protect the data, hardware and software
against physical hazards.

3. The established legal systems of the
member states are not entirely devoid of
rules which can help to accomplish these
aims. They have laws on privacy, tort,
secrecy or confidentiality of sensitive
information, etc. However, there is a lack
of general rules on the storage and use of
personal information and in particular, on
the question of how individuals can be
enabled to exercise control over informa-
tion relating to themselves which is col-
lected and used by others.
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Action of the Council of Europe

4. In 1968, the Parliamentary
Assembly of the Council of Europe
addressed Recommendation 509 to the
Committee of Ministers asking it to
examine whether the European Human
Rights Convention and the domestic law
of the member states offered adequate
protection to the right of personal privacy
vis-à-vis modern science and technology.

A study carried out on instruction
of the Committee of Ministers in response
to that recommendation showed that the
present national legislations gave insuffi-
cient protection to individual privacy and
other rights and interests of individuals
with regard to automated data banks.

On the basis of these findings, the
Committee of Ministers adopted in 1973
and 1974 two resolutions on data protec-
tion. The first, Resolution (73) 22 estab-
lished principles of data protection for the
private sector and the second, Resolution
(74) 29 did the same for the public sector.

National legislation

5. The resolutions listed a number of
ground rules to be observed when per-
sonal information is stored in electronic
data banks. Although it was left to the dis-
cretion of the member states by what
means they would give effect to these
rules, it should be noted that practically all
those states have decided or are consid-
ering to do so by legislation.

Within five years after the passing of
the second resolution, general data protec-
tion laws have been enacted in seven
member states (Austria, Denmark, France,
Federal Republic of Germany, Luxem-
bourg, Norway and Sweden). In three
member States, data protection has been
incorporated as a fundamental right in the
Constitution (Article 35 of the 1976 Con-
stitution of Portugal; Article 18 of the 1978
Constitution of Spain; Article 1 of the 1978
Austrian Data Protection Act: Fundamen-
tal Right of Data Protection).

The Parliamentary Assembly of the
Council of Europe, taking the latter ten-
dency into account, has recommended the
Committee of Ministers in its Recommen-
dation 890 (1980) to study the possibility
of including in the Human Rights Conven-
tion a provision on the protection of per-
sonal data.

In many other member states (nota-
bly Belgium, Iceland, the Netherlands,
Spain and Switzerland) legislation on data

protection is in an advanced state of prep-
aration.
6. The general characteristics of this
legislation are in conformity with the prin-
ciples set out in the Committee of Minis-
ters' Resolutions (73) 22 and (74) 29. All
national data protection laws, as well as
the proposals for legislation which have
been made public, contain similar rules on
the substantive law relating to processing
of personal data, i.e. on the quality of the
data and on the way in which they may be
used.

While the procedural rules differ
from one country to another, in keeping
with its general system, there is a large
measure of agreement on the objectives to
be satisfied by these rules. All national
laws recognise: i. the principle of publicity,
i.e. that the existence of automated data
files should be publicly known; and ii. the
principle of control, i.e. that public super-
visory authorities as well as the individuals
directly concerned by the information can
require that the rights and interests of
those individuals are respected by the data
users.
7. In most countries the data protec-
tion law has, or will have, a wide scope and
apply to data processing in the public
sector as well as the private sector. In some
countries, moreover, not only automated
files but also certain categories of manual
files fall within its area of application. In all
countries the legislation covers data
relating to natural persons, but in some it
also covers data concerning legal persons.
Where, for reasons of public interest, cer-
tain restrictions or exceptions from the
general rules are necessary, these are gen-
erally spelled out by the law itself

Transborder flows of personal data

8. The question has arisen to what
extent national data protection laws afford
adequate protection to individuals when
data concerning them flow across borders.
Computers, in combination with telecom-
munications, are opening new prospects
for data processing on an international
scale. They help to overcome several types
of barrier to communication between
nations: distance, time, language and cost.
Distributed processing enables users to
disperse an information system or data
base over several countries. Networks help
users to have access to or link information
systems in distant countries. In several
sectors (for example banking, travel, credit
cards, etc.) such transfrontier data

processing applications are already com-
monplace.
9. In principle, it should make no differ-
ence for data users or data subjects
whether data processing operations take
place in one or in several countries. The
same fundamental rules should apply and
data subjects should be given the same
safeguards for the protection of their
rights and interests.

In practice, however, protection of
persons grows weaker when the geo-
graphic area is widened. Concern has been
expressed that data users might seek to
avoid data protection controls by moving
their operations, in whole or in part, to
“data havens”, i.e. countries which have less
strict data protection laws, or none at all.

In order to counter this risk some
countries have built into their domestic
law special controls, for example in the
form of a licence for export.

However, such controls may inter-
fere with the free international flow of
information which is a principle of funda-
mental importance for individuals as well
as nations. A formula had to be found to
make sure that data protection at the inter-
national level does not prejudice this prin-
ciple.

The need for an international 
agreement

10. Even between states which have a
very similar system of data protection law,
problems arise both with regard to the law
itself and its practical application. When
automatic processing of personal data
involves parties in different countries (for
example, a data bank in one country linked
to terminals in other countries) it may not
always be easy to determine which state
has jurisdiction and which national law
applies.

Furthermore, persons resident in
one country may encounter difficulties
when they want to exercise their rights
with regard to automated data files in
other countries. Such problems can only
be satisfactorily solved through interna-
tional co-operation.
11. More generally, having regard to the
rapid evolution of information handling
techniques and the development of inter-
national data traffic, it is desirable to
create mechanisms at the international
level which enable states to keep each
other informed and to consult each other
on matters of data protection.
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Terms of reference for the convention

12. In 1972, when a committee of
experts was preparing the resolutions on
data protection (see paragraph 5), it
emphasised that the next step after enact-
ment of national legislation based on these
resolutions should be the reinforcement of
these national rules by means of a binding
international agreement. A similar sugges-
tion was made by the 7th Conference of
European Ministers of Justice (Basel, 1972)
in its Resolution No. 3.

The committee considered two
models for such an agreement. The first
was based on reciprocity: one country
would not allow in its territory data
processing operations relating to persons
resident in another country if such opera-
tions would be illegal under the laws of
that country.

This model was based on the
assumption that each country would apply
its own data protection standards. Apart
from the practical implications which it
entailed, the model was contrary to the
idea that all persons should enjoy basically
the same rights. The committee therefore
expressed its preference for a second
model based on data protection principles
common to all Parties.
13. In 1976, the Committee of Minis-
ters instructed the Committee of Experts
on Data Processing, placed under the aegis
of the European Committee for Legal Co-
operation (CDCJ) “...to prepare a conven-
tion for the protection of privacy in rela-
tion to data processing abroad and trans-
frontier data processing” (Activity No.
21.20.1 of the Programme of Intergovern-
mental Activities).

Co-operation with OECD and the EEC

14. The committee was instructed to do
so in close collaboration with the Organi-
sation for Economic Co-operation and
Development, as well as the non-European
member countries of that organisation,
having regard to the activities which
OECD was carrying out in the field of
information, computer and communica-
tions policy. Close liaison was maintained
between the two organisations both at the
Secretariat level and at the level of the
Council of Europe's committee of experts
and the corresponding OECD committee,
the Data Bank Panel, which was succeeded
in 1978 by an expert group on transborder
data barriers. The latter group was
instructed by the OECD Council to
develop privacy protection guidelines, to

facilitate harmonisation of national legis-
lations of the OECD member countries,
without this precluding at a later date the
establishment of an international conven-
tion.
15. OECD, as well as four of its non-
European member countries (Australia,
Canada, Japan and the United States) were
represented by an observer on the Council
of Europe's committee. Observers from
Finland, the Hague Conference on Private
International Law and the European Com-
munities also took part in the work.
16. The Commission of the European
Communities, which carried out studies
concerning harmonisation of national leg-
islation within the Community in relation
to transborder data flows and possible dis-
tortions of competition, as well as prob-
lems of data security, kept in close touch
with the Council of Europe. The Commis-
sion decided to await the outcome of the
work on this convention before deciding
on its own action in the field of data pro-
tection. The European Parliament also
expressed a deep interest in data protec-
tion. At its May 1979 session it adopted a
resolution on the protection of the rights
of the individual in the face of technical
developments in data processing which it
forwarded to the Committee of Ministers
of the Council of Europe.

The work of the Committee of Experts 
on Data Protection

17. From November 1976 to May 1979,
the Committee of Experts on Data Protec-
tion held four meetings, first under the
chairmanship of Mr L. Joinet (France), and
subsequently under that of Mr R. A. Har-
rington (United Kingdom). A working
party composed of the experts from Aus-
tria, Belgium, France, Federal Republic of
Germany, Italy, Netherlands, Spain,
Sweden, Switzerland and the United
Kingdom, met several times between the
plenary committee meetings, to work out
the general philosophy as well as the
details for the draft convention.

In April 1980 another committee of
experts, chaired by Mr J. Voyame (Switzer-
land), revised and finalised the text. This
was approved by the CDCJ at its 33rd
meeting and adopted by the Committee of
Ministers, which decided to open it for sig-
nature on 28 January 1981.

Chief characteristics of the convention

18. The convention consists of three
main parts:

• substantive law provisions in the
form of basic principles;

• special rules on transborder data
flows;

• mechanisms for mutual assistance
and consultation between the Par-
ties.

19. The convention’s point of departure
is that certain rights of the individual may
have to be protected vis-à-vis the free flow
of information regardless of frontiers, the
latter principle being enshrined in interna-
tional and European instruments on
human rights (see Article 10, European
Human Rights Convention; Article 19,
International Covenant on Civil and Polit-
ical Rights). Where the present convention
imposes certain restrictions or conditions
on the exercise of freedom of information,
it does so only to the extent strictly justi-
fied for the protection of other individual
rights and freedoms, in particular the right
to respect for individual privacy (see
Article 8, European Human Rights Con-
vention).

It does not seem advisable, however,
to rely solely on the European Human
Rights Convention for data protection,
inter alia because it is a “closed” instru-
ment, which does not permit the partici-
pation of non-European and non-member
states.
20. The central part of the convention is
Chapter II, in which are laid down basic
principles for data protection. Each Party
should take the necessary steps to give
effect to this “common core” in its
domestic legislation. The point of depar-
ture for these provisions is the principles
laid down earlier in the Committee of
Ministers’ Resolutions (73) 22 and (74) 29,
these principles being completed, where
appropriate, in the light of subsequent leg-
islative developments in the member
states.

It should be noted that the conven-
tion gives clear and precise indications on
the purpose to be achieved by each princi-
ple, but leaves to each Party, the manner of
implementing it in its domestic law.

The “common core” principles
guarantee to data subjects in all countries
where the convention is in force a certain
minimum protection with regard to auto-
matic data processing of personal data. By
undertaking to apply these principles the
Parties tend mutually to renounce restric-
tions to transborder data flows and thus
they avoid that the principle of free flow of
information would be jeopardised by any
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form of protectionism. Moreover, the
“common core” will result in a harmonisa-
tion of the laws of the Contracting States
and hence decrease the possibility of con-
flicts of law or jurisdiction.

21. Chapter III (concerning trans-
border data flows) aims at reconciling the
simultaneous and sometimes competing
requirements of free flow of information
and data protection, the main rule being
that transborder data flows between Con-
tracting States should not be subject to any
special controls. This provision should be
seen in close conjunction with Chapter II
which ensures that the processing of per-
sonal data is subject in all countries con-
cerned to the same fundamental rules
(“common core”).

22. Chapters IV and V provide mecha-
nisms for co-operation between the Con-
tracting States, both in individual cases
(Chapter IV, mutual co-operation between
authorities and assistance to data subjects
abroad) and with regard to the convention
as a whole (Chapter V).

The formula used here permits
restricting the contents of the convention
to the basic principles and relying on co-
operation between states, in the frame-
work of a consultative committee, for the
implementation and harmonisation of
these principles in their domestic law.

23. The committee of experts has also
given attention to the question whether
the convention should lay down rules with
regard to problems of applicable law.
These problems may arise when data
processing operations are carried out on
the territory of two or more States (con-
tracting or non-contracting) or when par-
ties concerned by data processing, partic-
ularly the data subjects and the data users,
reside in different countries. The com-
mittee decided that it was premature to
include in the convention specific rules on
this subject. The presence of a “common
core” of substantive law (Chapter II), parts
of which harmonise procedure, will help
to reduce the risk of conflict of laws or
legal lacunae. The committee agreed,
however, that the problem of applicable
law should be kept under review and that
at a later stage provisions relating to it
should, if necessary, be laid down in a pro-
tocol to the convention.

Commentary on the provisions of 
the Convention

Title

24. The title describes this instrument
as “Convention”, not as “European Con-
vention” in order better to underline that
there ought to be ample scope for acces-
sion to it by non-European states.

Preamble

25. The preamble reaffirms the com-
mitment of the signatory states to human
rights and fundamental freedoms. More-
over, it acknowledges that the unfettered
exercise of the freedom to process infor-
mation may, under certain conditions,
adversely affect the enjoyment of other
fundamental rights (for example privacy,
non-discrimination, fair trial) or other
legitimate personal interests (for example
employment, consumer credit). It is in
order to maintain a just balance between
the different rights and interests of indi-
viduals that the convention sets out cer-
tain conditions or restrictions with regard
to the processing of information. No other
motives could justify the rules which the
Contracting States undertake to apply in
this field.

It is also underlined that the con-
vention should not be interpreted as a
means to erect non-tariff barriers to inter-
national trade or to restrain the exchange
of scientific and cultural information.

Chapter 1 – General provisions

Article 1 – Object and purpose
26. The first article is devoted to a
description of the convention's object and
purpose.

The guarantees set out in the con-
vention are extended to every individual
regardless of nationality or residence. This
provision is in accordance with the general
principle of the Council of Europe and its
member states with regard to the protec-
tion of individual rights. Clauses restrict-
ing data protection to a state’s own
nationals or legally resident aliens would
be incompatible with the convention.

Article 2 – Definitions
27. Definitions used in this convention
are meant to cover, where necessary, dif-
ferent terms or concepts used in national
legislation to express certain fundamental
concepts. The terms and definitions gen-
erally follow those used in Resolutions (73)
22 and (74) 29. Some modifications and
additions have been made in view of

recent national legislation and having
regard to the special problems called forth
by transfrontier data flows.

Litt. a
28. “Identifiable persons” means a
person who can be easily identified: it does
not cover identification of persons by
means of very sophisticated methods.
29. The notion of “data subject”
expresses the idea that a person has a sub-
jective right with regard to information
about himself, even where this is gathered
by others.

Litt. b
30. The definition covers not only data
files consisting of compact sets of data, but
also sets of data which are geographically
distributed and are brought together via
computer links for purposes of processing.

The term “automated data file” has
replaced the term “electronic data bank”,
previously used in Resolutions (73) 22 and
(74) 29 and in some national laws. “Data
bank” is used today in a more specialised
sense: a pool of data accessible to several
users.

Litt. c
31. Subject to the provisions of Articles
5.a and 12, the collection of information
falls outside the notion of “processing”.

In view of the rapid development of
data processing technology it was found
advisable to formulate a fairly general def-
inition of “automatic data processing”,
capable of flexible interpretation.

“Dissemination” is a broad term
which covers both disclosure of informa-
tion to a person (or several persons) and
enabling persons to consult the informa-
tion.

Litt. d
32. By “controller of the file” the con-
vention means only the person or body
ultimately responsible for the file, not per-
sons who carry out the operations
according to the instructions given by the
controller of the file.
The reference to the “national law” takes
into account the fact that the various
national data protection laws contain pre-
cise criteria for determining who is the
competent person.
Under the terms of Article 8.a, it should
always be possible to discover the identity
of the controller of the file.

Article 3 – Scope
33. According to paragraph 1 the con-
vention applies to the public as well as the
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private sector. Although most interna-
tional data traffic occurs in the private
sector, the convention is nevertheless of
great importance for the public sector and
this for two reasons. First, Article 3
imposes obligations on the member states
to apply data protection principles even
when they process public files - as is usu-
ally the case - entirely within their national
borders. Secondly, the convention offers
assistance to data subjects who wish to
exercise their right to be informed about
their record kept by a public authority in a
foreign country.

The distinction public sector/pri-
vate sector is not found in the other provi-
sions of the convention, especially since
these terms may have a different meaning
in different countries. But it may play a
role in the declarations which the Parties
may make with regard to the scope of the
convention (paragraph 2).
34. Paragraph 2.a. It should be empha-
sised that exclusions from the scope of the
convention are permitted only with
respect to those categories of data files
which are not or not yet subject to data
protection legislation domestically.

As for categories of data files which
are subject to such legislation, derogations
are permitted only under Article 9.
35. It is understood that any exceptions
must be clearly specified. Otherwise,
problems of interpretation would arise for
other Contracting States to determine the
scope of an exception, thus seriously ham-
pering the application of the convention.
36. Paragraphs 2.b and c. These para-
graphs enable states to extend the protec-
tion offered under the convention to data
subjects who are not physical persons and
to manual data files. These states may
invoke the rule of reciprocity with regard
to states who have not made such exten-
sions (paragraph 4).
37. Paragraph 5 determines the
moment at which the declarations referred
to in this article will take effect and also the
procedure to be followed for their with-
drawal.

Chapter II – Basic principles of data 
protection

Article 4 – Duties of the Parties
38. As this article indicates, the conven-
tion obliges Parties to incorporate data
protection provisions into their domestic
legislation. The convention was not
designed to be self-executing, with the

result that individual rights cannot be
derived from it.
39. The “measures within its domestic
law” can take different forms, depending
on the legal and constitutional system of
the State concerned: apart from laws they
may be regulations, administrative guide-
lines, etc. Such binding measures may use-
fully be reinforced by measures of volun-
tary regulation in the field of data
processing, such as codes of good practice
or codes for professional conduct. How-
ever, such voluntary measures are not by
themselves sufficient to ensure full com-
pliance with the convention.

It is further stipulated that the
measures giving effect to the convention
should be in force at the time when the
convention takes effect with regard to the
country concerned in order to avoid a legal
vacuum between the date of entry into
force of the convention and the date on
which the domestic measures will take
effect. If for valid reasons, the domestic
law does not yet apply to certain kinds of
records, an exclusion should be made
under Article 3.a.

Article 5 – Quality of data
40. The provisions of this article are
largely identical to the corresponding
principles laid down in Resolutions (73) 22
and (74) 29 and can also be found in very
similar terms in the national data protec-
tion laws enacted prior to this convention.
The different provisions of this article aim
at the fulfilment of two fundamental legal
standards. On the one hand the informa-
tion should be correct, relevant and not
excessive in relation to its purpose. On the
other hand its use (gathering, storage, dis-
semination) should likewise be correct.
41. The reference to “purposes” in sub-
paragraphs b and c indicates that it should
not be allowed to store data for undefined
purposes. The way in which the legitimate
purpose is specified may vary in accord-
ance with national legislation.
42. The requirement appearing under
littera e concerning the time-limits for the
storage of data in their name-linked form
does not mean that data should after some
time be irrevocably separated from the
name of the person to whom they relate,
but only that it should not be possible to
link readily the data and the identifiers.

Article 6 – Special categories of data
43. While the risk that data processing
is harmful to persons generally depends
not on the contents of the data but on the

context in which they are used, there are
exceptional cases where the processing of
certain categories of data is as such likely
to lead to encroachments on individual
rights and interests. Categories of data
which in all member States are considered
to be especially sensitive are listed in this
article.
44. The expression “revealing ... polit-
ical opinions, religious or other beliefs”
covers also activities resulting from such
opinions or beliefs.
45. The meaning of the term “personal
data concerning health” has been carefully
studied by the Committee of Experts on
Data Protection in connection with its
work on medical data banks. It includes
information concerning the past, present
and future, physical or mental health of an
individual. The information may refer to a
person who is sick, healthy or deceased.
This category of data also covers those
relating to abuse of alcohol or the taking of
drugs.
46. In the same way as under Article 4
(paragraph 39 above) the expression
“domestic law” may be taken in a wide
sense, i.e. not only legislation but also
appropriate or specific regulations or
administrative directives, as long as the
necessary level of protection is secured.
47. By “criminal convictions” in the
sense of this article should be understood:
convictions based on criminal law and in
the framework of a criminal procedure.
48. The list of this article is not meant
to be exhaustive. A Contracting State may,
in conformity with Article 11, include in
its domestic law other categories of sensi-
tive data, the processing of which is pre-
scribed or restricted. The degree of sensi-
tivity of categories of data depends on the
legal and sociological context of the
country concerned. Information on trade
union membership for example may be
considered to entail as such a privacy risk
in one country, whereas in other countries
it is considered sensitive only in so far as it
is closely connected with political or reli-
gious views.

Article 7 – Data security
49. There should be specific security
measures for every file, taking into
account its degree of vulnerability, the
need to restrict access to the information
within the organisation, requirements
concerning long-term storage, and so
forth. The security measures must be
appropriate, i.e. adapted to the specific
function of the file and the risks involved
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They should be based on the current state
of the art of data security methods and
techniques in the field of data processing.

Article 8 – Additional safeguards for the 
data subject
50. The provisions set out in this article
are designed to enable a data subject to
defend his rights vis-à-vis automated data
files. Although in domestic legislation the
contents of Article 8 clearly correspond to
subjective rights, the present text
expresses them in the form of safeguards
which Contracting States offer to data sub-
jects, in view of the non self-executing
character of the convention. These safe-
guards include four main elements:
• knowledge about the existence of an

automated data file;
• knowledge about the contents of the

information, if any, stored about
data subjects in a file;

• rectification of erroneous or inap-
propriate information;

• a remedy if any of the previous ele-
ments are not respected.

51. In order that these rights can be
effective, the convention requires that
with regard to every automated record it
should be stated clearly who is the con-
troller (littera a). The wording of this lit-
tera takes into account the variety of rules
of domestic law giving effect to this prin-
ciple. There are states where the name of
the controller of the file is listed in a public
index. In other states which have no such
publicity rule, the law will provide that the
name of the controller of the file must be
communicated to a person at his request.
52. In subparagraphs b and c it has not
been specified from whom a data subject
may obtain confirmation, communication,
rectification, etc. In most states this will be
the controller of the file, but in some states
this right is exercised through the interme-
diary of the supervisory authority.
53. The wording of littera b is intended
to cover various formulas followed by
national legislation: communication at the
request of the data subject or at the initia-
tive of the controller of the file; communi-
cation free of charge at fixed intervals as
well as communication against payment at
any other time, etc. The term “expense”
means the fee charged to the data subject,
not the actual cost of the operation.
54. In the case of rectifications
obtained in conformity with the principle
set out in littera c, national law or practice
provides usually that where appropriate

those rectifications should be brought to
the recipients of the original information.

Article 9 – Exceptions and restrictions
55. Exceptions to the basic principles
for data protection are limited to those
which are necessary for the protection of
fundamental values in a democratic
society. The text of the second paragraph
of this article has been modelled after that
of the second paragraphs of Articles 6, 8,
10 and 11 of the European Human Rights
Convention. It is clear from the decisions
of the Commission and the Court of
Human Rights relating to the concept of
“necessary measures” that the criteria for
this concept cannot be laid down for all
countries and all times, but should be con-
sidered in the light of the given situation in
each country.
56. Littera a in paragraph 2 lists the
major interests of the state which may
require exceptions. These exceptions are
very specific in order to avoid that, with
regard to the general application of the
convention, states would have an unduly
wide leeway.
States retain, under Article 16, the possi-
bility to refuse application of the conven-
tion in individual cases for important rea-
sons, which include those enumerated in
Article 9.
The notion of “state security” should be
understood in the traditional sense of pro-
tecting national sovereignty against
internal or external threats, including the
protection of the international relations of
the state.
57. The term “monetary interests of the
State” covers all the different means of
financing a state's policies. Accordingly,
the term refers in particular to tax collec-
tion requirements and exchange control.
The term “suppression of criminal
offences” in this littera includes the inves-
tigation as well as the prosecution of crim-
inal offences.
58. Littera b concerns major interests of
private parties, such as those of the data
subject himself (for example psychiatric
information) or of third parties (for
example freedom of the press, trade
secrets, etc.).
59. Paragraph 3 leaves the possibility of
restricting the exercise of the data subjects'
rights with regard to data processing oper-
ations which pose no risk. Examples are
the use of data for statistical work, in so far
as these data are presented in aggregate
form and stripped of their identifiers. Sim-
ilarly, and in conformity with a recom-

mendation of the European Science Foun-
dation, scientific research is included in
this category.

Article 10 – Sanctions and remedies
60. In order that this convention can
guarantee effective data protection, the
duties of the data users and the rights of
data subjects should be reflected in the
national legislation of member states by
corresponding sanctions and remedies.
In keeping with the non self-executing
character of the convention, it should be
left to each state to determine the nature of
these sanctions and remedies (civil,
administrative, criminal).

Article 11 – Extended protection
61. This article has been based on a
similar provision, Article 60, of the Euro-
pean Human Rights Convention. The con-
vention confirms the principles of data
protection law which all Contracting
States are ready to adopt. It is underlined
in the text that these principles constitute
only a basis on which states may build a
more advanced system of protection.

Chapter III – Transborder data flows

Article 12
62. The aim of this article is to reconcile
the requirements of effective data protec-
tion with the principle of free flow of infor-
mation, regardless of frontiers, which is
enshrined in Article 10 of the European
Human Rights Convention.
63. Paragraph 1, specifying the scope of
transborder data flows, has been so
worded as to take into account the wide
variety of factors determining the way in
which data are transferred: mode of repre-
sentation of the data (plain text, encoded
text); their storage medium (paper,
punched card, punched tape, magnetic
tape, disk, etc.); way of transport (physical
transport, mail, circuit-switched or
packet-switched telecommunications
link); interface (computer to terminal,
computer to computer, manual to com-
puter, etc.); the circuit followed (direct
from country of origin to country of desti-
nation, or via one or more countries of
transit); the relations between the sender
and recipient (within one organisation or
different organisations) etc.
64. According to paragraph 1, the pro-
visions of Article 12 also apply to data col-
lection. This extension was considered
indispensable in order to avoid that data
gathered in one country and processed in
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another would escape the rules set out in
this convention.
65. This paragraph sets out clearly that
the provisions of Article 12 apply only to
transborder data flows of personal data. It
is understood, however, that if two or
more Contracting States have declared the
convention applicable to information on
legal persons (according to the option they
have under Article 3, paragraph 2.b),
Article 12, and indeed all other articles of
the convention, apply to such information,
but only between the States who have
exercised this option. On the other hand a
Contracting State, which has excluded
from the scope of the convention, on the
basis of Article 3, paragraph 2.a, certain
categories of data shall be, in fact, so far as
those data are concerned in the same posi-
tion as a non-Contracting State.
66. So far as the data transfers men-
tioned in paragraph 1 are concerned,
Article 12 actually will affect only the
export of data, not their import. The latter
presents no problems because imported
data are in any case covered by the data
protection regime of the importing State.
Some problems might, however, arise in
case of re-import of data processed abroad
in violation of certain provisions of the law
of the country of origin Party to the con-
vention. But it is clear in such cases that it
is up to the country of origin to take,
before export, the necessary measures
according to Article 12.
67. Paragraphs 2 and 3 deal with the
measures which States may apply in order
to ensure that transborder data flows
should not result in eroding the protection
of persons, at home or abroad, vis-à-vis
data processing carried out partly or
wholly in their territory.
The main rule (paragraph 2) is that in prin-
ciple there shall not be permitted between
Contracting States obstacles to trans-
border data follows in the form of prohibi-
tions or special authorisations of data
transfers. The rationale for this provision
is that all Contracting States, having sub-
scribed to the common core of data pro-
tection provisions set out in Chapter II,
offer a certain minimum level of protec-
tion.
This rule does not mean that a Con-
tracting State may not take certain meas-
ures to keep itself informed of data traffic
between its territory and that of another
Contracting State, for example by means
of declarations to be submitted by control-
lers of data files.

The expression “for the sole purpose of the
protection of privacy” adds an important
clarification, namely that a Contracting
State may not invoke this convention to
justify interference with transborder data
flows for reasons which have nothing to do
with the protection of privacy (for
example, hidden trade barriers).
Paragraph 2 of this article does not affect
the possibility for a Party to lay down in its
domestic data protection law provisions
which, in particular cases, do not permit
certain transfers of personal data irrespec-
tive of whether such transfers take place
within its territory or across the borders.
68. In some cases transfers will be made
from an automated data file in a Party
simultaneously to several foreign coun-
tries, some of which are Parties to the con-
vention whereas others are non-con-
tracting States. In those cases, the origi-
nating Party which has a procedure of
export licences may not be able to avoid
applying those procedures also to the data
destined for a Party, but it should then pro-
ceed in such a way as to ensure that a
licence for data transfers to the latter Party
is agreed.
69. The categories of data or data files
mentioned in paragraph 3.a may be those
referred to in Article 6, as well as other cat-
egories. So far as data mentioned in
Article 6 are concerned (for example racial
origin, political opinions), a Contracting
State may make a derogation under Article
12, paragraph 3.a, if its specific measures
protecting those data are substantially dif-
ferent from the legal provisions of other
Contracting States on those data, and par-
ticularly if those measures offer a level of
protection, in accordance with Article 11,
going beyond the minimum rules set out
in Chapter II. A further justification for
derogation arises where categories of data
or data files not specifically mentioned in
Article 6 are subject to special safeguards.
It is obvious however that a derogation
from paragraph 2 is not allowed if the
recipient Party provides an equivalent
protection. This means, inter alia, that a
Contracting State which subjects trans-
border data flows to special authorisation
may not deny such authorisation on the
ground of protection of privacy if the
recipient country provides equivalent pro-
tection.
70. Littera b of this paragraph concerns
data flows to a non-Contracting State
passing through the intermediary of a
Contracting State. The wording of this

sub-paragraph indicates that the deroga-
tion may be invoked only when it is clearly
established that the data transferred are
actually only passing through the Con-
tracting State. It should not be applied on
the mere presumption or expectation that
the data transferred to another Con-
tracting State may eventually be passed on
to a non-Contracting State. Nor will a
State which has a system of authorisations
necessarily invoke derogation b for all data
traffic to non-Contracting States. It may
decide to renounce such authorisations for
example because the non-Contracting
State in question has a satisfactory data
protection regime.

Chapter IV – Mutual assistance

Article 13 – Co-operation between Parties

71. The main provisions of this chapter
are based on the two recent European con-
ventions relating to mutual assistance in
administrative matters: the European
Convention on the Service Abroad of Doc-
uments relating to Administrative Matters
of 24 November 1977, and the European
Convention on the Obtaining Abroad of
Information and Evidence in Administra-
tive Matters of 15 March 1978. So far as
the Parties to these conventions are con-
cerned, the conclusion of a special agree-
ment in the field of data protection is in
conformity with a provision of these con-
ventions according to which the general
co-operative framework they have estab-
lished may be supplemented by separate
agreements in specific fields.

72. Among the reasons why in the
present case a separate agreement is pre-
ferred, there should be mentioned the fact
that the present convention is expected to
attract a larger number of non-member
states than the two conventions men-
tioned above. Moreover, having regard to
the special nature of data protection, many
states may in practice wish to entrust
mutual assistance in data protection mat-
ters to authorities specialised in this field.
Most countries having a data protection
law also have a special protection
authority. It is not unlikely that in many
states this authority will be designated as
the liaison authority under paragraph 2.a.

73. It should be underlined, however,
that while the convention requires the des-
ignation of an authority by each Con-
tracting State, this does not mean that the
convention requires each state to have a
data protection authority. A Contracting
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State may designate an authority for the
purposes of the convention only.
74. According to Article 13, the author-
ities will render each other general assist-
ance for controls a priori (for example cer-
tifying whether terminals in one country,
linked to a computer centre in another
country meet data security requirements)
as well as specific assistance for controls a
posteriori (for example to verify the activ-
ities of a specific computer centre). The
information may be of a legal or factual
character.
75. With regard to the legal information
exchanges between states in conformity
with paragraph 3.a, it has been suggested
that such exchanges might be organised
not only bilaterally between states con-
cerned but also multilaterally through the
Council of Europe’s Secretariat. A pro-
posal to that effect has been elaborated
separately, in Recommendation No. R (80)
13 on exchange of legal information
relating to data protection which was
adopted by the Committee of Ministers on
18 September 1980.
76. With regard to factual information,
paragraph 3.b specifies that states may not
reveal to each other the contents of data
contained in data files. This provision is an
obvious data protection safeguard for the
protection of the privacy of the people
concerned.

Article 14 – Assistance to data subjects 
abroad
77. Paragraph 1 ensures that subjects
residing abroad, whether in a Contracting
State or in a third country will be enabled
to exercise their right to know, and where
necessary to rectify, information stored
about them in a data file. This is a practical
consequence of Article 1, securing protec-
tion to “every individual, whatever his
nationality or residence...”.
78. According to paragraph 2, where
the data subject resides in another Con-
tracting State he is given the option to
pursue his rights either directly in the
country where information relating to him
is processed, or indirectly, through the
intermediary of that country's designated
authority.
Moreover, it goes without saying that data
subjects residing abroad always have the
opportunity to pursue their rights with the
assistance of the diplomatic or consular
agents of their own country.
Paragraph 3 specifies in order to expedite
the procedure and prevent abuse, that
requests be as specific as possible.

Article 15 – Safeguards concerning 
assistance
79. This article ensures that data pro-
tection authorities shall be bound by the
same obligation to observe discretion and
confidentiality toward foreign data protec-
tion authorities and persons residing
abroad, as they have to observe in their
own country.
This provision is of fundamental impor-
tance for mutual trust, on which mutual
assistance is based.

Article 16 – Refusal of requests for 
assistance
80. This article states first that Parties
are bound to comply with requests for
assistance. The grounds for refusal to
comply are enumerated exhaustively. They
correspond generally with those provided
for by other international treaties in the
field of mutual assistance.
These grounds are either that the request
is incompatible with the powers of the
authority or the terms of the convention
and particularly with Article 3 regarding
the extensions and exclusions every
member State may have made to the scope
of the convention or that it is at variance
with overriding interests of the requested
state or the data subject concerned.
81. The term “compliance” which is
used in littera c should be understood in
the broader sense as covering not only the
reply to the request, but also the action
preceding it. For example, a requested
authority might refuse action not only if
transmission to the requesting authority of
the information asked for might be
harmful for the fundamental rights of the
individual, but also if the very fact of
seeking the information might prejudice
his fundamental rights.

Article 17 – Costs and procedures of 
assistance
82. The provisions of this article are
analogous to those found in other interna-
tional conventions on mutual assistance.
83. “Experts” in the sense of paragraph
1 covers data processing experts whose
intervention is required to make test runs
or check the data security of an automated
data file.
84. With a view to not burdening the
convention with a mass of implementing
details, paragraph 3 of this article provides
that procedure, forms and language to be
used can be agreed between the states
concerned. The text of this paragraph does
not require any formal procedures but

allows also administrative arrangements
which may even be confined to specific
cases. It is moreover advisable that states
leave to the designated authorities the
power to conclude such arrangements.
The forms of assistance may also vary
from case to case. It is obvious that the
transmission of a request for access to sen-
sitive medical information will require a
different form than routine inquiries
about entries in a population record.

Chapter V – Consultative committee

85. The purpose of Articles l8, 19 and
20 is to facilitate the smooth running of
the convention and, where necessary, to
perfect it.
86. Since the convention contains a new
type of law, created to deal with new prob-
lems posed by automatic data processing,
it can be expected that questions will arise
both with regard to the practical applica-
tion of the convention (Article 19, littera a)
and with regard to its meaning (same
article, littera d).
A Consultative Committee, composed of
representatives of all Parties, will
endeavour to formulate proposals or
render advice to those Parties for the solu-
tion of these problems.
Where necessary, this committee will itself
propose amendments to the convention or
examine such proposals formulated by a
Party or the Committee of Ministers in
conformity with Article 21.
87. The nature of the committee and
the procedure followed by it are similar to
those set up under the terms of other con-
ventions concluded in the framework of
the Council of Europe.
It was not held desirable that the com-
mittee should take the form of an interna-
tional data protection authority. Nor was it
considered appropriate to entrust to the
committee the formal settlement of dis-
putes arising over the application of the
convention. Of course, the committee may
help to solve difficulties arising between
Parties.

Chapter VI – Amendments

Article 21 – Amendments
88. The Committee of Ministers, which
adopted the original text of this conven-
tion, is also competent to approve any
amendments.
In accordance with paragraph 1 the initia-
tive for amendments may be taken by the
Committee of Ministers itself, by the Con-
sultative Committee and by a Party
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(whether a member state of the Council of
Europe or not).

Any proposal for amendment which has
not originated with the Consultative Com-
mittee should be submitted to it, in
accordance with paragraph 3, for an
opinion.

Chapter VIl – Final clauses

Article 22 – Entry into force

89. Since for the effectiveness of the
convention a wide geographic scope is
considered essential, paragraph 2 fixes at
five the number of ratifications by member
states of the Council of Europe necessary
for the entry into force.

Article 23 – Accession by non-member 
states
90. The convention is destined to be an
“open” one with a wide geographic scope
(see paragraphs 14 and 15). The conven-
tion was elaborated in close co-operation
with OECD and the non-European
member countries of that organisation and
it is in particular those countries which
one had in mind when this article was
drafted.

Article 24 – Territorial clause
91. The application of the convention
to remote territories under the jurisdiction
of Parties or on whose behalf a Party can
make undertakings is of practical impor-
tance in view of the use that is made of dis-
tant countries for data processing opera-
tions either for reasons of cost and man-

power or in view of the utilisation of
alternating night and daytime data
processing capability.

Article 25 – Reservations
92. The rules contained in this conven-
tion constitute the most basic and essen-
tial elements for effective data protection.
For this reason the convention allows no
reservations to its provisions, which are,
moreover, reasonably flexible, having
regard to the possibility offered by Article
3 (scope) and derogations permitted under
certain other articles.

Article 26 – Denunciation

Article 27 – Notification
93. These provisions are in conformity
with the customary final clauses contained
in European conventions.
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Amendments to the Convention for the protection of individuals 
with regard to automatic processing of personal data (ETS No. 108) 

allowing the European Communities to accede

adopted by the Committee of Ministers, in Strasbourg, on 15 June 1999

Article 1
Paragraphs 2, 3 and 6 of Article 3 of

the Convention shall read as follows:
“2. Any state or the European Commu-
nities may, at the time of signature or when
depositing their instrument of ratification,
acceptance, approval or accession, or at
any later time, give notice by a declaration
addressed to the Secretary General of the
Council of Europe:
a that they will not apply this Conven-

tion to certain categories of auto-
mated personal data files, a list of
which will be deposited. In this list
they shall not include, however,
categories of automated data files
subject under their domestic law to
data protection provisions. Conse-
quently, they shall amend this list by
a new declaration whenever addi-
tional categories of automated
personal data files are subjected to
data protection provisions under
their domestic law;

b that they will also apply this
Convention to information relating
to groups of persons, associations,
foundations, companies, corpora-
tions and any other bodies
consisting directly or indirectly of
individuals, whether or not such
bodies possess legal personality;

c that they will also apply this
Convention to personal data files
which are not processed automati-
cally.

3 Any state or the European Commu-
nities which have extended the scope of
this Convention by any of the declarations
provided for in sub-paragraph 2.b or c
above may give notice in the said declara-
tion that such extensions shall apply only
to certain categories of personal data files,
a list of which will be deposited.
6 The declarations provided for in
paragraph 2 above shall take effect from
the moment of the entry into force of the
Convention with regard to the State or the
European Communities which have made
them if they have been made at the time of
signature or deposit of their instrument of

ratification, acceptance, approval or acces-
sion, or three months after their receipt by
the Secretary General of the Council of
Europe if they have been made at any later
time. These declarations may be with-
drawn, in whole or in part, by a notifica-
tion addressed to the Secretary General of
the Council of Europe. Such withdrawals
shall take effect three months after the
date of receipt of such notification.”

Article 2
1 A new paragraph 3, reading as fol-
lows, shall be inserted in Article 20 of the
Convention:

“Every Party has a right to vote.
Each State which is a Party to the Conven-
tion shall have one vote. Concerning ques-
tions within their competence, the
European Communities exercise their
right to vote and cast a number of votes
equal to the number of member states that
are Parties to the Convention and have
transferred their competencies to the
European Communities in the field con-
cerned. In this case, those member states
of the Communities do not vote, and the
other member states may vote. The Euro-
pean Communities do not vote when a
question which does not fall within their
competence is concerned.”
2 Paragraphs 3 and 4 of Article 20 of
the Convention shall be renumbered as
paragraphs 4 and 5, respectively, of the
same article.

Article 3
Article 21, paragraph 2 of the Con-

vention shall read as follows:
“Any proposal for amendment shall

be communicated by the Secretary Gen-
eral of the Council of Europe to the mem-
ber states of the Council of Europe, to the
European Communities, and to every
non-member state which has acceded to
or has been invited to accede to this Con-
vention in accordance with the provisions
of Article 23.”

Article 4
Article 23 of the Convention shall

read as follows:

“Article 23 – Accession by non-member 
States or the European Communities
1 After the entry into force of this
Convention, the Committee of Ministers
of the Council of Europe may invite any
non member state of the Council of
Europe to accede to this Convention by a
decision taken by the majority provided
for in Article 20.d of the Statute of the
Council of Europe and by the unanimous
vote of the representatives of the Con-
tracting States entitled to sit on the com-
mittee.
2 The European Communities may
accede to the Convention.
3 In respect of any acceding state, or
of the European Communities on acces-
sion, the Convention shall enter into force
on the first day of the month following the
expiration of a period of three months
after the date of deposit of the instrument
of accession with the Secretary General of
the Council of Europe.”

Article 5
Article 24 of the Convention shall

read as follows:

“Article 24 – Territorial Clause
1 Any state or the European Commu-
nities may at the time of signature of when
depositing their instrument of ratification,
acceptance, approval or accession, specify
the territory or territories to which this
Convention shall apply.
2 Any state or the European Commu-
nities may at any later date, by a declara-
tion addressed to the Secretary General of
the Council of Europe, extend the applica-
tion of this Convention to any other terri-
tory specified in the declaration. In respect
of such territory the Convention shall
enter into force on the first day of the
month following the expiration of a period
of three months after the date of receipt of
such declaration by the Secretary Gen-
eral.”

Article 6
Article 27 of the Convention shall

read as follows:



Convention pour la protection des personnes à l’égard du traitement automatisé des données à caractère personnel

Compilation of Council of Europe texts 29

“Article 27 – Notifications

The Secretary General of the Coun-
cil of Europe shall notify the member
states of the Council of Europe, the Euro-
pean Communities, and any state which
has acceded to this Convention of:

a any signature;
b the deposit of any instrument of

ratification, acceptance, approval or
accession;

c any date of entry into force of this
Convention in accordance with
Articles 22, 23 and 24;

d any other act, notification or
communication relating to this
Convention.”

Explanatory Memorandum

Introduction and background

1. The Convention for the Protection
of Individuals with regard to Automatic
Processing of Personal Data (hereinafter
referred to as “the Convention”) was
opened for signature on 28 January 1981.
It entered into force on 1 October 1985.

2. In accordance with Article 18 of the
Convention, a Consultative Committee
was set up in 1986 and has since reviewed
the implementation of the Convention by
the Parties, in particular with regard to the
economic, technical and political develop-
ments in so far as they are of relevance to
data protection.

3. Among the important develop-
ments of relevance to the Convention was
the adoption of Directive 95/46/EC of the
European Parliament and of the Council of
24 October 1995 “on the protection of
individuals with regard to the processing
of personal data and on the free movement
of such data” within the European Com-
munities. The Directive drew much inspi-
ration from the Convention, and aimed at
spelling out and expanding on the princi-
ples it enshrines. On the basis of the trea-
ties establishing the European Communi-
ties, and taking into account in particular
the Directive, the European Communities
are henceforth empowered to enter into
international agreements in the fields it
covers. Member states are required to
bring into force the laws, regulations and
administrative provisions necessary to
comply with this Directive at the latest by
24 October 1998. The provisions are also
to be applied to the institutions and organ-
isations of the European Communities.

4. In a letter dated 22 October 1997
the Secretary General of the European
Commission notified the Secretary Gen-
eral of the Council of Europe of the appli-
cation of the Communities to accede to
the Convention, and the decision of the
Council of the Union, on 22 July 1997, to
authorise the Commission to start negoti-

ations with a view to acceding to the Con-
vention as soon as possible. Accession by
the Communities reflects the European
Union's wish to develop co-operation with
the Council of Europe and help create a
stronger international forum on data pro-
tection, particularly vis-à-vis third coun-
tries.

5. As it stands at present, only states
may be Parties to the Convention. It was
therefore necessary to draft amendments
allowing the European Communities to
accede.

6. The Consultative Committee drew
up the amendments in accordance with
Article 21 of the Convention. The Com-
mittee of Ministers of the Council of
Europe approved them at its 675th
meeting on 15 June 1999. Following their
approval by the Committee of Ministers,
the amendments will be submitted to the
Parties for acceptance. Under the provi-
sions of Article 21, paragraph 6, of the
Convention the amendments will come
into force on the thirtieth day after all Par-
ties have informed the Secretary General
of their acceptance thereof. Following
their entry into force, the European Com-
munities will be able to accede to the Con-
vention.

Comments on the amendments

Articles 1, 3, 5 and 6

7. The amendments to Article 3, para-
graphs 2, 3 and 6, Article 21, paragraph 2,
Article 24 and Article 27 of the Conven-
tion are formal amendments, adding the
expression “the European Communities”
to all the provisions of the Convention
which refer only to states.

Article 2

8. The amendment to Article 20 of the
Convention aims at regulating voting
rights on the Consultative Committee.
The new paragraph 3 of Article 20 of the
Convention contains a flexible clause

taking into account the evolution in the
distribution of competencies between the
European Communities and its member
states. It is modelled on similar provisions
contained, inter alia, in Article 13.2 of the
European Convention for the Conserva-
tion of European Wildlife and Natural
Habitats (ETS 104, 1979) and Article 20.2
of the European Convention on Trans-
frontier Television (ETS 132, 1989). It also
takes account of the provisions of the
Treaty of Amsterdam which modifies the
treaties setting up the European Commu-
nities. While this treaty transfers certain
fields, in particular visas, asylum and
immigration, to the field of competence of
the European Communities, it also pro-
vides that certain member states of the
Communities will not be bound by Com-
munity measures taken in these fields.

9. As a result, within the Consultative
Committee, in the fields of their compe-
tence, the European Communities will
exercise the right to vote and will have the
same number of votes as the number of
their member states which are Parties to
the Convention and which have trans-
ferred their competence in the fields con-
cerned to the European Communities.
Moreover, the European Communities
will not be able to exercise the right to vote
when the member states vote and con-
versely.

Article 4

10. The amendment to Article 23 of the
Convention contains a provision permit-
ting the European Communities to
become a Party to the Convention. It pro-
vides for the European Communities to
express their consent to be bound by the
Convention by way of accession. Acces-
sion shall be secured by the deposit of an
instrument of accession with the Secretary
General of the Council of Europe.
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Additional Protocol to the Convention for the protection of individuals 
with regard to automatic processing of personal data (ETS No. 108) 

regarding supervisory authorities and transborder data flows

Strasbourg, 8.XI.2001

Preamble 
The Parties to this additional Proto-

col to the Convention for the Protection of
Individuals with regard to Automatic
Processing of Personal Data, opened for
signature in Strasbourg on 28 January
1981 (hereafter referred to as “the Con-
vention”);

Convinced that supervisory author-
ities, exercising their functions in com-
plete independence, are an element of the
effective protection of individuals with
regard to the processing of personal data; 

Considering the importance of the
flow of information between peoples;

Considering that, with the increase
in exchanges of personal data across
national borders, it is necessary to ensure
the effective protection of human rights
and fundamental freedoms, and in partic-
ular the right to privacy, in relation to such
exchanges of personal data,

Have agreed as follows:

Article 1 – Supervisory authorities
1. Each Party shall provide for one or
more authorities to be responsible for
ensuring compliance with the measures in
its domestic law giving effect to the princi-
ples stated in Chapters II and III of the
Convention and in this Protocol.
2.a. To this end, the said authorities
shall have, in particular, powers of investi-
gation and intervention, as well as the
power to engage in legal proceedings or
bring to the attention of the competent
judicial authorities violations of provisions
of domestic law giving effect to the princi-
ples mentioned in paragraph 1 of Article 1
of this Protocol.
b. Each supervisory authority shall
hear claims lodged by any person con-
cerning the protection of his/her rights
and fundamental freedoms with regard to
the processing of personal data within its
competence.
3. The supervisory authorities shall
exercise their functions in complete inde-
pendence.
4. Decisions of the supervisory
authorities, which give rise to complaints,
may be appealed against through the
courts.

5. In accordance with the provisions of
Chapter IV, and without prejudice to the
provisions of Article 13 of the Convention,
the supervisory authorities shall co-
operate with one another to the extent
necessary for the performance of their
duties, in particular by exchanging all
useful information.

Article 2 – Transborder flows of 
personal data to a recipient which 
is not subject to the jurisdiction of a 
Party to the Convention 
1. Each Party shall provide for the
transfer of personal data to a recipient that
is subject to the jurisdiction of a state or
organisation that is not Party to the Con-
vention only if that state or organisation
ensures an adequate level of protection for
the intended data transfer.
2. By way of derogation from para-
graph 1 of Article 2 of this Protocol, each
Party may allow for the transfer of per-
sonal data:
a. if domestic law provides for it
because of: 

– specific interests of the data sub-
ject, or

– legitimate prevailing interests, es-
pecially important public interests,
or

b. if safeguards, which can in partic-
ular result from contractual clauses, are
provided by the controller responsible for
the transfer and are found adequate by the
competent authorities according to
domestic law.

Article 3 – Final provisions
1. The provisions of Articles 1 and 2 of
this Protocol shall be regarded by the Par-
ties as additional articles to the Conven-
tion and all the provisions of the Conven-
tion shall apply accordingly. 
2. This Protocol shall be open for sig-
nature by States Signatories to the Con-
vention. After acceding to the Convention
under the conditions provided by it, the
European Communities may sign this Pro-
tocol. This Protocol is subject to ratifica-
tion, acceptance or approval. A Signatory
to this Protocol may not ratify, accept or
approve it unless it has previously or

simultaneously ratified, accepted or
approved the Convention or has acceded
to it. Instruments of ratification, accept-
ance or approval of this Protocol shall be
deposited with the Secretary General of
the Council of Europe. 
3.a. This Protocol shall enter into force
on the first day of the month following the
expiry of a period of three months after the
date on which five of its Signatories have
expressed their consent to be bound by the
Protocol in accordance with the provisions
of paragraph 2 of Article 3.
b. In respect of any Signatory to this
Protocol which subsequently expresses its
consent to be bound by it, the Protocol
shall enter into force on the first day of the
month following the expiry of a period of
three months after the date of deposit of
the instrument of ratification, acceptance
or approval.
4.a. After the entry into force of this
Protocol, any state which has acceded to
the Convention may also accede to the
Protocol.
b. Accession shall be effected by the
deposit with the Secretary General of the
Council of Europe of an instrument of
accession, which shall take effect on the
first day of the month following the expiry
of a period of three months after the date
of its deposit.
5.a. Any Party may at any time
denounce this Protocol by means of a noti-
fication addressed to the Secretary Gen-
eral of the Council of Europe.
b. Such denunciation shall become
effective on the first day of the month fol-
lowing the expiry of a period of three
months after the date of receipt of such
notification by the Secretary General.
6. The Secretary General of the
Council of Europe shall notify the member
states of the Council of Europe, the Euro-
pean Communities and any other state
which has acceded to this Protocol of:
a. any signature;
b. the deposit of any instrument of rat-
ification, acceptance or approval;
c. any date of entry into force of this
Protocol in accordance with Article 3;
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d. any other act, notification or com-
munication relating to this Protocol. 

In witness whereof the under-
signed, being duly authorised thereto,
have signed this Protocol.

Done at [Strasbourg], this [8th day
of November 2001], in English and in
French, both texts being equally authentic,
in a single copy which shall be deposited in
the archives of the Council of Europe. The
Secretary General of the Council of

Europe shall transmit certified copies to
each member state of the Council of
Europe, the European Communities and
any state invited to accede to the Conven-
tion.

Explanatory Report
The text of this explanatory report

does not constitute an instrument provid-
ing an authoritative interpretation of the
Protocol, although it might be of such a
nature as to facilitate the application of the
provisions contained therein. This Proto-
col has been open for signature in Stras-
bourg, on 8 November 2001, on the
occasion of the 109th Session of the Com-
mittee of Ministers of the Council of
Europe.

Introduction 
1. The purpose of this Protocol is to
improve the application of the principles
contained in the Council of Europe Con-
vention for the Protection of Individuals
with regard to Automatic Processing of
Personal Data (ETS No.108, “the Conven-
tion”) by adding two substantive new pro-
visions, one on the setting up of one or
more supervisory authorities by each
Party and one on transborder flows of per-
sonal data to countries or organisations
which are not parties to the Convention.

2. The Consultative Committee set up
by virtue of Article 18 of the Convention
prepared this draft Protocol at its 15th
meeting held from 16 to 18 June 1999. It
was submitted to the Committee of Minis-
ters on the proposal of the Consultative
Committee for transmission to the Parlia-
mentary Assembly. The Consultative
Committee considered the draft in the
light of the Opinion adopted by the
Assembly, on 5 April 2000, and then
adopted the draft Protocol at its 16th
meeting, from 6 to 8 June 2000. The Com-
mittee of Ministers adopted the additional
Protocol on 23 May 2001.

Remarks concerning the provisions 
of the Protocol

Preamble

3. Improving the application of the
principles set forth in the Convention has
become necessary because of the increase
in exchanges of personal data across
national borders between states which are
Parties to the Convention and states or
entities which are not. 

4. This increase in the flow of data
across national borders is a consequence
of the ever-growing volume of interna-
tional exchanges on a global scale,
together with technological progress and
its numerous applications. At the same
time, therefore, a constant effort is needed
to improve the effective protection of the
rights guaranteed by the Convention.
Effective protection in turn requires inter-
national harmonisation not only of the
basic principles of data protection but
also, to a certain extent, of the means of
implementing them in such a rapidly
changing, highly technical field and of the
conditions in which the transfers of per-
sonal data can be made across national
borders.
5. Effective application of the princi-
ples of the Convention necessitates the
adoption of appropriate sanctions and
remedies (Article 10). Most countries
which have data protection laws have set
up supervisory authorities, generally a
commissioner, a commission, an
ombudsman or an inspector general.
These data protection supervisory author-
ities provide for an appropriate remedy if
they have effective powers and enjoy gen-
uine independence in the fulfilment of
their duties. They have become an essen-
tial component of the data protection
supervisory system in a democratic
society.
6. The flow of information is at the
very core of international co-operation.
However, the effective protection of pri-
vacy and personal data also means that
there should in principle be no trans-
border flows of personal data to recipient
countries or organisations where the pro-
tection of such data is not guaranteed.

Article 1 – Supervisory authorities

Article 1.1 
7. Article 10 of the Convention
requires the establishment of appropriate
remedies in the relevant legal provisions of
each Party in respect of violations of provi-
sions of domestic law giving effect to the
principles of the Convention. However, it

does not explicitly require the Parties to
establish supervisory authorities to mon-
itor compliance on their territory with the
measures giving effect to the principles set
forth in Chapters II and III of the Conven-
tion and in this Protocol. The first article
of this Protocol has in this context a dual
aim.
8. It aims to enforce the effective pro-
tection of the individual by requiring the
Parties to create one or more supervisory
authorities that contribute to the protec-
tion of the individual’s rights and freedoms
with regard to the processing of personal
data. More than one authority might be
needed to meet the particular circum-
stances of different legal systems. These
authorities may exercise their tasks
without prejudice to the competence of
legal or other bodies responsible for
ensuring respect of domestic law giving
effect to the principles of the Convention.
The supervisory authorities should have
the necessary technical and human
resources (lawyers, computer experts) to
take prompt, effective action in a person’s
favour.
9. The article also aims to achieve
improved harmonisation of the rules gov-
erning the supervisory authorities already
established in respect of Parties to the
Convention. In principle, all the Parties to
the Convention shall provide in their
domestic legislation for the establishment
of one or more supervisory authorities.
Depending on the national legal system,
however, their composition, powers and
modus operandi differ considerably from
one country to another.
10. The aforementioned harmonisation
not only aims at improving the level of
data protection in the Parties but also aims
at achieving closer co-operation between
the Parties, without prejudice to the co-
operation system set up by the Conven-
tion.

Article 1.2 
11. Parties have considerable discretion
as to the powers which the authorities
should be given for carrying out their task.
According to the Protocol, however, they
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must at least be given powers of investiga-
tion and intervention, as well as the power
to engage in legal proceedings or bring to
the attention of the competent judicial
authorities any violations of the relevant
provisions.
12. The authority shall be endowed
with powers of investigation, such as the
possibility to ask the controller1 for infor-
mation concerning the processing of per-
sonal data and to obtain it. Such informa-
tion should be accessible in particular
when the supervisory authority is
approached by a person wishing to exer-
cise the rights provided for in domestic
law, by virtue of Article 8 of the Conven-
tion.
13. The supervisory authority's power
of intervention may take various forms in
domestic law. For example, the authority
could be empowered to oblige the con-
troller of the file to rectify, delete or
destroy inaccurate or illegally collected
data on its own account or if the data sub-
ject is not able to exercise these rights him-
self/herself. The power to issue injunc-
tions on controllers who are unwilling to
communicate the required information
within a reasonable time would be a par-
ticularly effective manifestation of the
power of intervention. This power could
also include the possibility to issue opin-
ions prior to the implementation of data
processing operations, or to refer cases to
national parliaments or other state institu-
tions. The supervisory authority should
have the power to inform the public
through regular reports, the publication of
opinions or any other means of communi-
cation.
14. Whilst contributing to the protec-
tion of individual rights, the supervisory
authority also serves as an intermediary
between the data subject and the con-
troller. In this context, it seems particu-
larly important that the supervisory
authority should be able to provide infor-
mation to individuals or data users about
the rights and obligations concerning data
protection. Moreover, every person
should have the right to lodge a claim with
the supervisory authority concerning his/
her rights and liberties in respect of per-
sonal data processing. For the reasons
referred to in paragraph 7 of this Explana-

tory Report, this lodging of a claim helps
to guarantee people's right to an appro-
priate remedy, in keeping with Article 10
and Article 8 paragraph d. of the Conven-
tion. It is recalled that every person has a
judicial remedy. However, domestic law
may provide for the lodging of a claim with
the supervisory authority as a condition of
this judicial remedy.
15. The Parties should give to the
supervisory authority the power either to
engage in legal proceedings or to bring any
violations of data protection rules to the
attention of the judicial authorities. This
power derives in particular from the
power to carry out investigations, which
may lead the authority to discover an
infringement of a person's right to protec-
tion. The Parties may fulfil the obligation
to grant this power to the authority by ena-
bling it to make judgments.
16. The supervisory authority’s compe-
tences are not limited to the ones listed in
Article 1 paragraph 2. It should be borne in
mind that the Parties have other means of
making the task of the supervisory
authority effective. It could be possible for
associations to lodge complaints with the
authority, in particular when the rights of
the persons that it represents are
restricted in accordance with Article 9 of
the Convention. The authority could be
entitled to carry out prior checks on the
legitimacy of data processing operations
and to keep a data processing register
open to the public. The authority could
also be asked to give its opinion when leg-
islative, regulatory or administrative
measures concerning personal data
processing are in preparation, or on codes
of conduct.

Article 1.3
17. Supervisory authorities cannot
effectively safeguard individual rights and
freedoms unless they exercise their func-
tions in complete independence.2 A
number of elements contribute to safe-
guarding the independence of the supervi-
sory authority in the exercise of its func-
tions. These could include the composi-
tion of the authority, the method for
appointing its members, the duration of
exercise and conditions of cessation of
their functions, the allocation of sufficient
resources to the authority or the adoption

of decisions without being subject to
external orders or injunctions.

Article 1.4 
18. As a counterpart to this independ-
ence it must be possible to appeal against
the decisions of the supervisory authori-
ties through the courts in accordance with
the principle of the rule of law when these
decisions give rise to complaints. 
19. Moreover, in cases where the super-
visory authority does not itself have judi-
cial competence, the intervention of a
supervisory authority shall not constitute
an obstacle to the possibility for the indi-
vidual to have a judicial remedy.

Article 1.5 
20. Strengthening co-operation
between the supervisory authorities must
contribute to the development of the level
of protection in the Parties’ practice under
the Convention. This co-operation is in
addition to the mutual assistance provided
for in Chapter IV of the Convention and
the work of the Consultative Committee.
Its purpose is to provide improved protec-
tion to the people concerned. With
increasing frequency people are directly
affected by data processing operations
which are not confined to one country and
therefore involve the laws and authorities
of more than one country. The develop-
ment of international electronic networks
and increasing cross-border flows in the
service industries and the work environ-
ment are examples. In such a context
international co-operation between super-
visory authorities ensures that people are
able to exercise their rights on an interna-
tional as well as a national level.

Article 2 – Transborder flows of 
personal data to a recipient which is not 
subject to the jurisdiction of a Party to 
the Convention

21. Article 12 of the Convention estab-
lishes the principle of the free flow of per-
sonal data between the Parties subject to
the possibilities for derogation provided
for in sub-paragraph 3. This implies, in
particular, that the principles of the Con-
vention have been implemented.
22. Transborder flows of personal data
to a recipient which is not subject to the
jurisdiction of a Party are only indirectly

1. Or “controller of the file”.
2. In respect of the procedural guarantees set forth in Article 8 of the European Convention on Human Rights, the case law of the organs of this

Convention already considers the intervention of an independent body, in certain circumstances, as a guarantee of “effective supervision” of the
need for an interference by a public authority with the exercise of the rights provided by Article 8 (cf Gaskin v. United Kingdom, decision of 7 July
1989, series A no. 160, § 49).
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concerned. According to Article 12 para-
graph 3b, a country may derogate from the
principle of the free circulation of data
between its territory and a recipient which
is not subject to the jurisdiction of a Party
via another Party, in order to avoid such
transfers resulting in circumvention of the
legislation of the Party of origin. There is
therefore no specific provision on trans-
border flows of data in respect of states or
organisations which are not Parties to the
Convention.
23. It follows that the Parties to the
Convention might make provision in their
legal systems for the explicit authorisation
of transfers of personal data to a recipient
which is not subject to the jurisdiction of a
Party with a different level of protection to
the Convention. At the time this Protocol
was drafted, even though they were under
no explicit obligation to do so, some Par-
ties had introduced rules into their
domestic law concerning the transfer of
data to a recipient which was not subject
to the jurisdiction of a Party. Differences in
practice, particularly in the light of the
above-mentioned Article 12 paragraph 3b,
could lead to substantial restrictions on
the free circulation of data between the
Parties, which would also be contrary to
the purpose of the Convention. It is there-
fore necessary, in the light of specific pro-
visions in Council of Europe Recommen-
dations on data protection, to establish
common rules concerning transborder
flows of personal data to a recipient which
is not subject to the jurisdiction of a Party.
24. Such a measure is determined on
the one hand by the will to guarantee
effective protection of personal data out-
side national borders and, on the other, by
the Parties' determination to ensure the
free circulation of information between
peoples, in accordance with the wording of
the Preamble to the Convention.

Article 2.1 
25. Transborder flows of data to a
recipient which is not subject to the juris-
diction of a Party are subject to the condi-
tion of an adequate level of protection in
the recipient country or organisation. Par-
agraph 70 of the explanatory report to the
Convention refers to “non-Contracting
States (having) a satisfactory data protec-
tion regime”. A recipient which is not sub-
ject to the jurisdiction of a Party to the
Convention could only be regarded as
having a satisfactory data protection
regime if it afforded an adequate level of
protection.

26. The adequacy of the level of protec-
tion must be assessed in the light of all the
circumstances relating to the transfer.
27. The level of protection should be
assessed on a case-by-case basis for each
transfer or category of transfers made.
Thus the circumstances of the transfer
should be examined and, in particular, the
type of data, the purposes and duration of
processing for which the data are trans-
ferred, the country of origin and the
country of final destination, the general
and sectoral rules of law applicable in the
state or organisation in question and the
professional and security rules which
obtain there.
28. An assessment of adequacy can
similarly be made for a whole state or
organisation thereby permitting all data
transfers to these destinations. In that
case, the adequate level of protection is
determined by the competent authorities
of each Party.
29. The assessment of an adequate level
of protection must take into account the
principles of Chapter II of the Convention
and of this Protocol and the extent to
which they are met in the recipient
country or organisation - as far as they are
relevant for the specific case of transfer -
and how the data subject can defend his or
her interests in case of non compliance in a
specific case.
30. The Consultative Committee of the
Convention may, at the request of one of
the Parties, give an opinion on the ade-
quacy of the level of data protection in a
third country or organisation.

Article 2.2, a
31. The parties have discretion to
determine derogations from the principle
of an adequate level of protection. The rel-
evant domestic law provisions must never-
theless respect the principle inherent in
European law that clauses making excep-
tions are interpreted restrictively, so that
the exception does not become the rule.
Domestic law exceptions can therefore be
made for a legitimate prevailing interest.
That interest may be to protect an impor-
tant public interest, such as is specified in
the context of Article 8 paragraph 2 of the
European Convention on Human Rights
and Article 9 paragraph 2 of Convention
ETS No. 108; the exercise or defence of a
legal claim; or the extraction of data from a
public register. Exceptions may also be
made for the specific interest of the data
subject as for the fulfilment of a contract
with the data subject or in his interest, or

for protecting his vital interest or when he
has given his consent. In this case, before
consenting, the data subject would have to
be informed in an appropriate way about
the intended transfer.

Article 2.2, b
32. Each party may provide for the
transfer of personal data to a recipient
which is not subject to the jurisdiction of a
Party and does not ensure an adequate
level of protection, provided that the
person in charge of the transfer supplies
sufficient safeguards. These safeguards
must be found adequate by the competent
supervisory authorities according to
domestic law. Such safeguards may in par-
ticular be the result of contractual clauses
binding the controller who makes the
transfer and the recipient who is not sub-
ject to the jurisdiction of a Party.
33. The content of the contracts con-
cerned must include the relevant elements
of data protection. Moreover, in proce-
dural terms, contract terms could be such,
for example, that the data subject has a
contact person on the staff of the person
responsible for the transfer, whose respon-
sibility it is to ensure compliance with the
substantive standards of protection. The
subject would be free to contact this
person at any time and at no cost and,
where applicable, obtain assistance in
exercising his or her rights.

Article 3 – Final provisions 

34. According to the conventional prac-
tice of the Council of Europe, an additional
Protocol to a Convention can only be
signed by the Signatories to the Conven-
tion itself. The European Communities,
which have participated in the elaboration
of the present Protocol, may sign this Pro-
tocol after acceding to the Convention
under the conditions provided by it.
35. Paragraph 2 of Article 3 only applies
to Council of Europe member States and
to the European Communities. Paragraph
4 only applies to non-member states of the
Council of Europe, which can only accede
to the Protocol as well as to the Conven-
tion.
36. Paragraph 3 fixes at five the number
of ratifications necessary for the entry into
force of the Protocol, corresponding to the
provisions of Article 22 of the Convention.
37. The provisions in paragraphs 3 to 6
are in conformity with the final clauses of
the Convention and with the customary
final clauses contained in Council of
Europe conventions and protocols.
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Committee of Ministers’ recommendations 
to member states

Recommendation CM/Rec(2010)13 on the protection of individuals with 
regard to automatic processing of personal data in the context of profiling1

Adopted by the Committee of Ministers on 23 November 2010 
at the 1099th meeting of the Ministers’ Deputies

The Committee of Ministers,
Considering that the aim of the

Council of Europe is to achieve ever closer
union among its members;

Noting that information and com-
munication technologies (ICTs) allow the
collection and processing on a large scale
of data, including personal data, in both
the private and public sectors; noting that
ICTs are used for a wide range of purposes
including uses for services widely accepted
and valued by society, consumers and the
economy; noting at the same time that
continuous development of convergent
technologies poses new challenges as
regards collection and further processing
of data;

Noting that this collection and
processing may occur in different situa-
tions for different purposes and concern
different types of data, such as traffic data
and user queries on the Internet, con-
sumer buying habits, activities, lifestyle
and behaviour data concerning users of
telecommunication devices including geo-
location data, as well as data stemming in
particular from social networks, video sur-
veillance systems, biometric systems and
radio frequency identification (RFID)
systems foreshadowing the “Internet of
things”; noting that it is desirable to assess

the different situations and purposes in a
differentiated manner;

Noting that data thus collected are
processed namely by calculation, compar-
ison and statistical correlation software,
with the aim of producing profiles that
could be used in many ways for different
purposes and uses by matching the data of
several individuals; noting that the devel-
opment of ICTs enables these operations
to be performed at a relatively low cost;

Considering that, through this
linking of a large number of individual,
even anonymous, observations, the profil-
ing technique is capable of having an
impact on the people concerned by
placing them in predetermined categories,
very often without their knowledge; 

Considering that profiles, when
they are attributed to a data subject, make
it possible to generate new personal data
which are not those which the data subject
has communicated to the controller or
which she or he can reasonably presume to
be known to the controller;

Considering that the lack of trans-
parency, or even “invisibility”, of profiling
and the lack of accuracy that may derive
from the automatic application of pre-es-
tablished rules of inference can pose sig-

nificant risks for the individual’s rights and
freedoms; 

Considering in particular that the
protection of fundamental rights, in par-
ticular the right to privacy and protection
of personal data, entails the existence of
different and independent spheres of life
where each individual can control the use
she or he makes of her or his identity;

Considering that profiling may be in
the legitimate interests of both the person
who uses it and the person to whom it is
applied, such as by leading to better
market segmentation, permitting an anal-
ysis of risks and fraud, or adapting offers to
meet demand by the provision of better
services; and considering that profiling
may thus provide benefits for users, the
economy and society at large;

Considering, however, that profil-
ing an individual may result in unjustifia-
bly depriving her or him from accessing
certain goods or services and thereby
violate the principle of non-discrimina-
tion;

Considering furthermore that pro-
filing techniques, highlighting correlations
between sensitive data in the sense of
Article 6 of the Convention for the Protec-
tion of Individuals with regard to Auto-
matic Processing of Personal Data (ETS

1. 1. When this recommendation was adopted:
– in accordance with Article 10.2.c of the Rules of Procedure of the Ministers' Deputies, the Representative of the United Kingdom reserved the
right of her Government to comply with it or not.
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No. 108, hereafter “Convention No. 108”)
and other data, can enable the generation
of new sensitive data concerning an identi-
fied or identifiable person; further consid-
ering that such profiling can expose
individuals to particularly high risks of dis-
crimination and attacks on their personal
rights and dignity;

Considering that the profiling of
children may have serious consequences
for them throughout their life, and given
that they are unable, on their own behalf,
to give their free, specific and informed
consent when personal data are collected
for profiling purposes, specific and appro-
priate measures for the protection of chil-
dren are necessary to take account of the
best interests of the child and the develop-
ment of their personality in accordance
with the United Nations Convention on
the Rights of the Child;

Considering that the use of profiles,
even legitimately, without precautions and
specific safeguards, could severely damage
human dignity, as well as other fundamen-
tal rights and freedoms, including eco-
nomic and social rights;

Convinced that it is therefore neces-
sary to regulate profiling as regards the
protection of personal data in order to
safeguard the fundamental rights and
freedoms of individuals, in particular the
right to privacy, and to prevent discrimi-
nation on the basis of sex, racial and ethnic
origin, religion or belief, disability, age or
sexual orientation;

Recalling in this regard the general
principles on data protection in Conven-
tion No. 108; 

Recalling that every person shall
have the right of access to data relating to
him or her and considering that every
person should know the logic involved in
profiling; whereas this right should not
affect the rights and freedoms of others,
and in particular not adversely affect trade
secrets or intellectual property or the cop-
yright protecting the software;

Recalling the necessity to comply
with the already existing principles set out
by other relevant recommendations of the
Council of Europe, in particular Recom-
mendation Rec(2002)9 on the protection
of personal data collected and processed
for insurance purposes and Recommenda-
tion Rec(97)18 concerning the protection
of personal data collected and processed
for statistical purposes; 

Taking into account the Council of
Europe Convention on Cybercrime (ETS
No. 185 – Budapest Convention) which
contains regulations for the preservation,
collection and exchange of data, subject to
conditions and safeguards providing for
the adequate protection of human rights
and liberties;

Taking into account both Article 8
of the European Convention on Human
Rights (ETS No. 5), as interpreted by the
European Court of Human Rights, and
new risks created by the use of informa-
tion and communication technologies;

Considering that the protection of
human dignity and other fundamental
rights and freedoms in the context of pro-
filing can be effective if, and only if, all the
stakeholders contribute together to a fair
and lawful profiling of individuals;

Taking into account that the mobil-
ity of individuals, the globalisation of
markets and the use of new technologies
necessitate transborder exchanges of in-
formation, including in the context of pro-
filing, and require comparable data
protection in all the member states of the
Council of Europe,

Recommends that the governments
of member states:

1. apply the appendix to the present
recommendation to the collection and
processing of personal data used in the
context of profiling notably by taking
measures to ensure that the principles set
out in the appendix to this recommenda-
tion are reflected in their law and practice;

2. ensure the broad dissemination of
the principles set out in the appendix to
this recommendation among persons,
public authorities and public or private
bodies, particularly those which partici-
pate in and use profiling, such as designers
and suppliers of software, profile design-
ers, electronic communications service
providers and information society service
providers, as well as among the bodies re-
sponsible for data protection and the
standardisation bodies;

3. encourage such persons, public au-
thorities and public or private bodies to in-
troduce and promote self-regulation
mechanisms, such as codes of conduct,
ensuring respect for privacy and data pro-
tection, and put in place the technologies
found in the appendix to this recommen-
dation.

Appendix to Recommendation CM/Rec(2010)13

1. Definitions
For the purposes of this recommen-

dation:
a. “Personal data” means any informa-
tion relating to an identified or identifiable
individual (“data subject”). An individual is
not considered “identifiable” if identifica-
tion requires unreasonable time or effort.
b. “Sensitive data” means personal
data revealing the racial origin, political
opinions or religious or other beliefs, as
well as personal data on health, sex life or
criminal convictions, as well as other data
defined as sensitive by domestic law.
c. “Processing” means any operation
or set of operations carried out partly or
completely with the help of automated
processes and applied to personal data,

such as storage, conservation, adaptation
or alteration, extraction, consultation, uti-
lisation, communication, matching or in-
terconnection, as well as erasure or de-
struction. 

d.  “Profile” refers to a set of data char-
acterising a category of individuals that is
intended to be applied to an individual.

e. “Profiling” means an automatic data
processing technique that consists of ap-
plying a “profile” to an individual, particu-
larly in order to take decisions concerning
her or him or for analysing or predicting
her or his personal preferences, behav-
iours and attitudes.

f. “Information society service” refers
to any service, normally provided for re-

muneration, at a distance, by electronic
means.
g. “Controller” means the natural or
legal person, public authority, agency or
any other body which alone, or in collabo-
ration with others, determines the pur-
poses of and means used in the collection
and processing of personal data.
h. “Processor” means the natural or
legal person, public authority, agency or
any other body which processes personal
data on behalf of the controller.

2. General principles
2.1. The respect for fundamental rights
and freedoms, notably the right to privacy
and the principle of non-discrimination,
shall be guaranteed during the collection



Compilation of Council of Europe texts 37

and processing of personal data subject to
this recommendation. 
2.2. Member states should encourage
the design and implementation of proce-
dures and systems in accordance with
privacy and data protection, already at
their planning stage, notably through the
use of privacy-enhancing technologies.
They should also take appropriate meas-
ures against the development and use of
technologies which are aimed, wholly or
partly, at the illicit circumvention of tech-
nological measures protecting privacy.

3. Conditions for the collection and 
processing of personal data in the 
context of profiling

A. Lawfulness 

3.1. The collection and processing of
personal data in the context of profiling
should be fair, lawful and proportionate,
and for specified and legitimate purposes.
3.2. Personal data used in the context of
profiling should be adequate, relevant and
not excessive in relation to the purposes
for which they are collected or for which
they will be processed.
3.3. Personal data used in the context of
profiling should be stored in a form that
allows the identification of the data sub-
jects for a period no longer than is neces-
sary for the purposes for which they are
collected and processed.
3.4. Collection and processing of per-
sonal data in the context of profiling may
only be performed:
a. if it is provided for by law; or 
b. if it is permitted by law and:
– the data subject or her or his legal rep-

resentative has given her or his free,
specific and informed consent; 

– is necessary for the performance of a
contract to which the data subject is a
party or for the implementation of pre-
contractual measures taken at the
request of the data subject; 

– is necessary for the performance of a
task carried out in the public interest or
in the exercise of official authority
vested in the controller or in a third
party to whom the personal data are
disclosed; 

– is necessary for the purposes of the le-
gitimate interests of the controller or
the third party or parties to whom the
profiles or data are disclosed, except
where such interests are overridden by
the fundamental rights and freedoms
of the data subjects; 

– is necessary in the vital interests of the
data subject. 

3.5. The collection and processing of
personal data in the context of profiling of
persons who cannot express on their own
behalf their free, specific and informed
consent should be forbidden except when
this is in the legitimate interest of the data
subject or if there is an overriding public
interest, on the condition that appropriate
safeguards are provided for by law.

3.6. When consent is required it is in-
cumbent on the controller to prove that
the data subject has agreed to profiling on
an informed basis, as set out in Section 4.

3.7. As much as possible, and unless the
service required necessitates knowledge of
the data subject’s identity, everyone should
have access to information about goods or
services or access to these goods or serv-
ices themselves without having to commu-
nicate personal data to the goods or serv-
ices provider. In order to ensure free, spe-
cific and informed consent to profiling,
providers of information society services
should ensure, by default, non-profiled
access to information about their services.

3.8. The distribution and use, without
the data subject’s knowledge, of software
aimed at the observation or the monitor-
ing in the context of profiling of the use
being made of a given terminal or elec-
tronic communication network should be
permitted only if they are expressly pro-
vided for by domestic law and accompa-
nied by appropriate safeguards.

B. Data quality

3.9. Appropriate measures should be
taken by the controller to correct data in-
accuracy factors and limit the risks of
errors inherent in profiling.

3.10. The controller should periodically
and within a reasonable time reevaluate
the quality of the data and of the statistical
inferences used.

C. Sensitive data

3.11. The collection and processing of
sensitive data in the context of profiling is
prohibited except if these data are neces-
sary for the lawful and specific purposes of
processing and as long as domestic law
provides appropriate safeguards. When
consent is required it shall be explicit
where the processing concerns sensitive
data.

4. Information 

4.1. Where personal data are collected
in the context of profiling, the controller
should provide the data subjects with the
following information: 
a. that their data will be used in the
context of profiling;
b. the purposes for which the profiling
is carried out;
c. the categories of personal data used;
d. the identity of the controller and, if
necessary, her or his representative;
e. the existence of appropriate safe-
guards;
f. all information that is necessary for
guaranteeing the fairness of recourse to
profiling, such as:
– the categories of persons or bodies to

whom or to which the personal data
may be communicated, and the pur-
poses for doing so;

– the possibility, where appropriate, for
the data subjects to refuse or withdraw
consent and the consequences of with-
drawal;

– the conditions of exercise of the right of
access, objection or correction, as well
as the right to bring a complaint before
the competent authorities;

– the persons from whom or bodies from
which the personal data are or will be
collected;

– the compulsory or optional nature of
the reply to the questions used for per-
sonal data collection and the conse-
quences for the data subjects of not
replying;

– the duration of storage;
– the envisaged effects of the attribution

of the profile to the data subject.
4.2. Where the personal data are col-
lected from the data subject, the controller
should provide the data subject with the
information listed in Principle 4.1 at the
latest at the time of collection.
4.3. Where personal data are not col-
lected from data subjects, the controller
should provide the data subjects with the
information listed in Principle 4.1 as soon
as the personal data are recorded or, if it is
planned to communicate the personal data
to a third party, at the latest when the per-
sonal data are first communicated. 
4.4. Where the personal data are col-
lected without the intent of applying pro-
filing methods and are processed further
in the context of profiling, the controller
should have to provide the same informa-
tion as that foreseen under Principle 4.1.
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4.5. The provisions under Principles 4.2,
4.3 and 4.4 to inform the data subjects do
not apply if:
a. the data subject has already been in-
formed;
b. it proves impossible to provide the
information or it would involve dispropor-
tionate effort;
c. the processing or communication of
personal data for profiling is expressly pro-
vided for by domestic law.

In the cases set out in b and c, ap-
propriate safeguards should be provided
for.
4.6. Information provided to the data
subject should be appropriate and adapted
to the circumstances.

5. Rights of data subjects

5.1. The data subject who is being, or
has been, profiled should be entitled to
obtain from the controller, at her or his re-
quest, within a reasonable time and in an
understandable form, information con-
cerning:
a. her or his personal data;
b. the logic underpinning the process-
ing of her or his personal data and that was
used to attribute a profile to her or him, at
least in the case of an automated decision;
c. the purposes for which the profiling
was carried out and the categories of
persons to whom or bodies to which the
personal data may be communicated.
5.2. Data subjects should be entitled to
secure correction, deletion or blocking of
their personal data, as the case may be,
where profiling in the course of personal
data processing is performed contrary to
the provisions of domestic law which
enforce the principles set out in this rec-
ommendation.
5.3. Unless the law provides for profiling
in the context of personal data processing,
the data subject should be entitled to
object, on compelling legitimate grounds
relating to her or his situation, to the use of
her or his personal data for profiling.
Where there is justified objection, the pro-
filing should no longer involve the use of
the personal data of the data subject.
Where the purpose of the processing is
direct marketing, the data subject does not
have to present any justification.
5.4. If there are any grounds for restrict-
ing the rights set out in this section in ac-
cordance with 
Section 6, this decision should be commu-
nicated to the data subject by any means

that allows it to be put on record, with a
mention of the legal and factual reasons
for such a restriction.

This mention may be omitted when
a reason exists which endangers the aim of
the restriction. In such cases, information
should be given to the data subject on how
to challenge this decision before the com-
petent national supervisory authority, a ju-
dicial authority or a court.
5.5. Where a person is subject to a deci-
sion having legal effects concerning her or
him, or significantly affecting her or him,
taken on the sole basis of profiling, she or
he should be able to object to the decision
unless:
a. this is provided for by law, which
lays down measures to safeguard data sub-
jects’ legitimate interests, particularly by
allowing them to put forward their point
of view;
b. the decision was taken in the course
of the performance of a contract to which
the data subject is party or for the imple-
mentation of pre-contractual measures
taken at the request of the data subject and
that measures for safeguarding the legiti-
mate interests of the data subject are in
place.

6. Exceptions and restrictions
Where it is necessary in a demo-

cratic society for reasons of state security,
public safety, the monetary interests of the
state or the prevention and suppression of
criminal offences, or protecting the data
subject or the rights and freedoms of
others, member states need not apply the
provisions set out in Sections 3, 4 and 5 of
the present recommendation, where this is
provided for in law. 

7. Remedies
Domestic law should provide ap-

propriate sanctions and remedies in cases
of breach of the provisions of domestic law
giving effect to the principles laid down in
this recommendation.

8. Data security
8.1. Appropriate technical and organi-
sational measures should be taken to
ensure the protection of personal data
processed in accordance with the provi-
sions of domestic law enforcing the princi-
ples set out in this recommendation, to
guard against accidental or unlawful de-
struction and accidental loss, as well as un-
authorised access, alteration, communica-
tion or any other form of unlawful
processing.

These measures should ensure a
proper standard of data security having
regard to the technical state of the art and
also to the sensitive nature of the personal
data collected and processed in the
context of profiling, and evaluating the po-
tential risks. They should be reviewed pe-
riodically and within a reasonable time. 

8.2. The controllers should, in accord-
ance with domestic law, lay down appro-
priate internal regulations with due regard
to the relevant principles of this recom-
mendation.

8.3. If necessary, the controllers should
appoint an independent person responsi-
ble for the security of information systems
and data protection, and qualified to give
advice on these matters.

8.4. Controllers should choose processors
who offer adequate safeguards regarding
the technical and organisational aspects of
the processing to be carried out, and
should ensure that these safeguards are
observed and that, in particular, the
processing is in accordance with their in-
structions.

8.5. Suitable measures should be intro-
duced to guard against any possibility that
the anonymous and aggregated statistical
results used in profiling may result in the
re-identification of the data subjects.

9. Supervisory authorities

9.1. Member states should mandate one
or more independent authorities to ensure
compliance with the domestic law imple-
menting the principles set out in this rec-
ommendation and having, in this respect,
the necessary powers of investigation and
intervention, in particular the power to
hear claims lodged by any individual
person.

9.2. Furthermore, in cases of processing
that use profiling and entail special risks
with regard to the protection of privacy
and personal data, member states may
foresee either:

a. that controllers have to notify the
supervisory authority in advance of the
processing; or

b. that this processing is subject to
prior checking by the supervisory author-
ity. 

9.3. The above authorities should
inform the public of the application of the
legislation implementing the principles set
out in this recommendation.
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Recommendation No. R (2002) 9 on the protection of personal data col-
lected and processed for insurance purposes 

Adopted by the Committee of Ministers on 18 September 2002
at the 808th meeting of the Ministers' Deputies

Preamble
The Committee of Ministers, under

the terms of Article 15.b of the Statute of
the Council of Europe;
1. Considering that the aim of the
Council of Europe is to achieve greater
unity among its members;
2. Recalling the general principles re-
lating to data protection of the Convention
for the Protection of Individuals with
regard to Automatic Processing of Per-
sonal Data (ETS No. 108), and in particu-
lar Article 6, which states that personal
data categorised as sensitive may not be
processed unless domestic law provides
appropriate safeguards;
3. Aware of the fact that automated
processing of personal data for insurance
purposes is increasingly widespread, not
only for the preparation, conclusion, im-
plementation and termination of insur-
ance, but also to facilitate rational and eco-
nomic management of insurance and to
fight against fraud;

4. Aware of the fact that insurance is
provided by various economic entities, in
particular by insurance companies;
5. Convinced of the importance that
the quality, integrity and availability of
personal data have for insured persons;
6. Noting that virtually the entire pop-
ulation of the member states is affected by
one or more insurance contracts and that,
for this reason, insurance professionals are
in possession of a large volume of personal
data, some of which are sensitive;
7. Convinced that it is desirable to reg-
ulate the collection and processing of per-
sonal data for insurance purposes, to guar-
antee their confidential character and data
security and to ensure that the use to
which they are put respects fundamental
human rights and freedoms, notably the
right to privacy;
8. Taking into account the fact that the
mobility of individuals and the globalisa-
tion of markets and commercial activities

necessitate a transborder exchange of in-
formation in the insurance sector also and
require equivalent data protection in all
the member states of the Council of
Europe,

Recommends that governments of
member states:
1. take measures to ensure that the
principles contained in the appendix to
this recommendation are reflected in their
law and practice;
2. ensure wide circulation of the prin-
ciples contained in the appendix to this
recommendation among persons, public
authorities and public or private bodies
that collect and process personal data for
insurance purposes, as well as to bodies
with competence in data protection;
3. promote the acceptance and imple-
mentation of the principles contained in
the appendix to this Recommendation,
notably by adopting legal provisions or en-
couraging the drafting of a code of ethics.

Appendix to the recommendation

1. Definitions
For the purposes of this recommendation:
a. Personal data covers any informa-
tion relating to an identified or identifiable
individual (“data subject”). An individual
should not be regarded as “identifiable” if
identification requires an unreasonable
amount of time and manpower.
b. Sensitive data means personal data
revealing racial origin, political opinions,
religious or other beliefs, as well as per-
sonal data concerning health and sexual
life. Data concerning criminal proceedings
and convictions and other data defined as
sensitive by domestic law are also consid-
ered to be sensitive data.
c. For insurance purposes comprises
any operation involving the collection and
processing of personal data relating to
cover for a risk, in particular under a
policy or an insurance contract.
d. Processing means any operation or
set of operations carried out partly or
completely with the help of automated

processes and applied to personal data,
such as recording, conservation or altera-
tion, extraction, consultation, utilisation,
communication, matching or intercon-
nection and erasure or destruction.
e. Communication refers to the act of
making personal data accessible to third
parties, regardless of the means or media
used.
f. Controller means the natural or
legal person, public authority, agency, or
any other body which, alone, or in collabo-
ration with others, determines the pur-
poses of and means used in the collection
and processing of personal data.
g. Processor means a natural or legal
person, public authority, agency or any
other body which processes personal data
on behalf of the controller.

2. Scope
2.1. This recommendation applies to
personal data collected and processed for
insurance purposes. It does not apply to

the collection and processing of personal
data used for social security purposes.

2.2. Member states are encouraged to
extend the application of this recommen-
dation to non-automated processing of
personal data for insurance purposes.

2.3. No personal data should be proc-
essed in a non-automated manner in order
to avoid applying the principles of this rec-
ommendation.

2.4. Member states may extend the ap-
plication of the principles set out in this
recommendation to the collection and
processing of data relating to groups of
persons, associations, foundations, com-
panies, corporations and any other bodies
consisting directly or indirectly of individ-
uals, whether or not such bodies possess
legal personality.

2.5. Member states may extend the prin-
ciples set out in this recommendation to
the protection of personal data used for
social security purposes.
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3. Respect for privacy
3.1. Respect for fundamental rights and
freedoms, particularly the right to private
life, must be safeguarded when personal
data are collected and processed for insur-
ance purposes. 
3.2. Persons who, in the course of an in-
surance activity, have access to personal
data must, in accordance with domestic law
and practice, be subject to rules of confiden-
tiality. Moreover, the collection and
processing of medical data must only be un-
dertaken by health professionals or in con-
formity either with confidentiality rules
comparable to those applicable to health-
care professionals or with equally effective
safeguards provided for in domestic law.

4. Collection and processing of 
personal data for insurance pur-
poses

Essential conditions for the collection 
and processing of personal data

4.1. The collection and processing (in-
cluding communication) of personal data
should be carried out fairly and lawfully
and for specified and lawful purposes, 

Personal data should be
• adequate, relevant and not excessive

in relation to the purposes for which
they are collected or for which they
are to be further processed;

• accurate and, if necessary, kept up
to date.

Source of personal data

4.2. Personal data collected and proc-
essed for insurance purposes should, in
principle, be collected from the data
subject or his/her legal representative.

Lawfulness

4.3. Personal data may be collected and
processed for insurance purposes:
a. if provided for by law; 
b. for the performance of an insurance
contract to which the data subject is party,
as well as for the preparation of such a con-
tract at the request of the data subject;
c. if the data subject or his/her legal
representative or an authority or any other
person or body provided for by law has
given his/her consent as provided for in
Chapter 6; or
d. if the data are necessary in the
pursuit of the controller’s legitimate inter-
ests, provided that these are not overrid-
den by the interests of the data subject.

Purpose

4.4. Subject to the provisions of Princi-
ples 4.6 to 4.8, 8.1 and 13.1, personal data
may only be collected and processed for
the purposes of:
a. preparing and issuing insurance;
b. collecting premiums and submit-
ting other bills;
c. settling claims or paying other ben-
efits;
d. reinsurance;
e. co-insurance;
f. preventing, detecting and/or prose-
cuting insurance fraud;
g. establishing, exercising or defend-
ing a legal claim;
h. meeting another specific legal or
contractual obligation; 
i. prospecting new insurance mar-
kets;
j. internal management;
k. actuarial activities.

These data may not be processed
further for purposes incompatible with the
original purpose of the collection.

Unborn children

4.5. Personal data concerning unborn
children should enjoy a protection compa-
rable to the protection of the personal data
of a minor.

Unless otherwise provided for by
domestic law, the holder of the parental re-
sponsibilities may act as the person legally
entitled to act for the unborn child, the
latter being a data subject.

Sensitive data

4.6. The collection and processing of
sensitive data should be prohibited, unless,
for one of the purposes set out in Princi-
ples 4.4, 4.8, 8.1 and 13.1:
a. the data subject or his/her legal rep-
resentative or an authority or any other
person or body appointed by law has ex-
plicitly given his/her consent as provided
for in Chapter 6; or
b. it is permitted by law and
i. subject to appropriate safeguards,

processing is necessary for the
purpose of complying with the con-
troller’s other legal or contractual
obligations; or

ii. processing is necessary for estab-
lishing, exercising or defending a
legal claim; or

iii. the processing is necessary to
protect the vital interests of the data
subject or another person where the

data subject is physically or legally
incapable of giving his/her consent.

c. collection and processing are per-
mitted, subject to appropriate safeguards,
on grounds of an important public inter-
est, and provided for by law or by virtue of
a decision of an authority within the
meaning of Principle 15.1. 

Criminal data

4.7. By way of derogation from Principle
4.6, the collection and processing of data
concerning criminal proceedings and con-
victions may be carried out for insurance
purposes only if suitable specific safe-
guards are provided for by domestic law,
and if the data are necessary to combat in-
surance fraud, for the granting of insur-
ance or the payment of claims or any other
insurance benefit.

Direct marketing

4.8. Provided that the data subject has
been informed and has not objected, the
controller may use, for the purposes of
marketing and promoting its range of
services, the data collected and recorded
for insurance purposes. If, however,
processing concerns sensitive data, the ex-
plicit consent of the data subject is re-
quired provided that this is not contrary to
domestic law.

The data subject should be in-
formed of the fact that if he/she refuses to
consent to or objects to his/her data being
used for marketing purposes this will not
prejudice the decision to provide him/her
with insurance cover or to allow him/her
to continue benefiting from insurance
cover already issued.

5. Information for the data subject
5.1. Data subjects should be informed of
the following:
a. the purpose or purposes for which
data are or will be processed;
b. the identity of the controller;
c. any other information which is nec-
essary to ensure the fairness of processing,
such as:
• the categories of data collected or to

be collected;
• the categories of external persons or

bodies to whom, and the purposes
for which, the data may be commu-
nicated;

• the possibility, if any, for data sub-
jects to refuse their consent or to
withdraw it and the consequences
of such withdrawal;
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• the conditions under which the
rights of access and of rectification
may be exercised;

• the individuals or bodies from
whom the data are or will be col-
lected;

• the obligatory or optional character
of the reply to the questions which
are the object of the collection and
the consequences of a defective re-
sponse with regard to the person.

5.2. Where the data are collected from
the data subject, the controller should give
data subjects the information listed in
Principle 5.1 above at the latest at the time
of collection, except where the data
subject has already been informed.
5.3. Where personal data are not col-
lected from data subjects, the controller
should give the data subjects the informa-
tion listed in Principle 5.1, as soon as the
data are recorded or, if it is planned to
communicate the data to a third party, at
the latest when the data are first commu-
nicated.

The obligation to inform the data
subject does not apply if:
a. the data subject has already been in-
formed;
b. it proves impossible to provide the
information or if it would involve dispro-
portionate effort;
c. the processing or communication of
the data for insurance purposes is ex-
pressly provided for by domestic law.

In the cases set out in b and c, ap-
propriate safeguards must be provided for.
5.4 Information for the data subject
must be appropriate and adapted to the
circumstances.
5.5. If data subjects have no legal capac-
ity and are unable to make their own deci-
sions freely, and if domestic law does not
permit them to act on their own behalf, the
information must be provided to the
persons legally empowered to act on
behalf of those data subjects.
5.6. The provision of information to
data subjects may be restricted if this is
provided for by law and is necessary to
prevent, investigate or prosecute a crimi-
nal offence or to guarantee the rights and
liberties of others. 

6. Consent

6.1. When data subjects are asked to
give their consent, it must be freely given,
specific and informed. Moreover, it must
be unambiguous or, in the case of sensitive
data, explicit.

However, there may be circum-
stances in which domestic law does not
permit consent to be considered as a suffi-
cient basis for lawfulness of collection or
processing. 
6.2. When personal data concern
persons with no legal capacity and when
domestic law does not permit the data
subject to act on his/her own behalf,
consent is required of his/her legal repre-
sentative or an authority or any other
person or body appointed by law.
6.3. If, in accordance with Principle 5.5
above, data subjects with no legal capacity
have been informed of the intention to
collect and process data concerning them,
their wishes should be taken into consider-
ation, provided that this is not contrary to
domestic law.

7. Collection and processing by 
processors
7.1. In accordance with the provisions of
domestic law, controllers may contract out
the collection and processing of personal
data for a specific purpose, in so far as they
are authorised to collect and process these
data and the processor undertakes to act
solely on instruction from the controller
and to respect the provisions of domestic
law which implement Chapter 11 of the
appendix to this recommendation.
7.2. Controllers should choose proces-
sors who offer adequate safeguards re-
garding the technical and organisational
aspects of the processing to be carried out.
They must ensure that these safeguards
are observed and that, in particular, the
processing is in accordance with their in-
structions.
7.3. The collection and processing of
personal data by processors should be gov-
erned by a contract or legal instrument
binding the processor to the controller and
specifying that the processor will only act
within the terms of reference issued by the
controller and the provisions of domestic
law concerning the obligations of proces-
sors.

8. Communication of data for 
other purposes
8.1. Personal data may only be commu-
nicated for purposes other than those laid
down in Principle 4.4 if:
a. this is provided for in domestic law
and constitutes a necessary measure in a
democratic society for preventing, investi-
gating and prosecuting a criminal offence
or for guaranteeing another important
public interest, or

b. data subjects or their legal repre-
sentatives or an authority or any other
person or body appointed by law have
given their consent as provided for in
Chapter 6; or
c. communication is for purposes of
direct marketing, provided that the data
subject has been informed and has no ob-
jection. However, the data subject’s ex-
plicit consent should be required if the
data to be communicated are of a sensitive
nature as provided for in Chapter 6; or
d. the data are necessary in the pursuit
of the controller’s legitimate interests, pro-
vided that these are not overridden by the
interests of the data subject. However the
data subject’s explicit consent should be
required if the data to be communicated
are of a sensitive nature as provided for in
Chapter 6.

9. Individual automated decisions
9.1. Insurance decisions which have a
legal effect on data subjects or affect them
significantly should not be taken solely on
the basis of automated data processing in-
tended to evaluate certain personal aspects
relating to them according to pre-estab-
lished criteria or statistical results. 
9.2. Such decisions may nevertheless be
taken if they satisfy a request made by the
data subjects with a view to the conclusion
or execution of an insurance contract, or if
the data subjects are permitted to put their
point of view in order to guarantee protec-
tion of their legitimate interests. Such deci-
sions may also be taken if they are author-
ised by a law which safeguards the legiti-
mate interests of the data subject.

10. Rights of access and rectifica-
tion
10.1. All data subjects should, on request,
be able to obtain confirmation as to
whether data relating to them are being
processed or not and, in an intelligible
form, to obtain all of the data concerning
them, as well as information at least as to
the purposes of the processing operation,
the categories of data concerned by the
processing, the recipients or categories of
recipients to whom the data are communi-
cated, and the source of the data. They
should also be informed, on request, of the
logic underlying the automated processing
of data concerning them, at least in the
case of individual automated decisions.
10.2. The rights of data subjects to obtain
data concerning them should not be re-
stricted unless this is provided for by law
and is necessary:
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a. for preventing, investigating or
prosecuting a criminal offence;
b. to guarantee the rights and liberties
of data subjects or others.

In that case, the right of access may
be restricted only for as long as the reason
for the restriction remains.
10.3. Data subjects should be entitled to
have their data rectified, blocked or erased
as appropriate where they have been col-
lected or processed in disregard of the pro-
visions of domestic law implementing the
principles of this Recommendation and, in
particular, where they are found to be in-
accurate, irrelevant or excessive. 
10.4. Reasons for restriction of the rights
of access, rectification, erasure and block-
ing should be given in writing. Where the
data subject’s rights of access, rectifica-
tion, erasure and blocking of data are re-
stricted, the data subject should be in-
formed of his/her right to ask the compe-
tent authority to check the lawfulness of
data processing.
10.5. Third parties to whom data have
been communicated should be informed
of the rectification, erasure or blocking
carried out unless this is manifestly unrea-
sonable or unfeasible.
10.6. Controllers should communicate at
reasonable intervals and without excessive
delay or expense to persons who exercise
the right of access to personal data con-
cerning them, as well as any information
referred to in Principle 10.1 for which
access is requested. 

11. Security of data
11.1. Appropriate technical and organi-
sational measures should be taken to
protect personal data – processed in ac-
cordance with the provisions of domestic
law giving effect to the principles of this
Recommendation – against accidental or
unlawful destruction, accidental loss, as
well as against unauthorised access, alter-
ation or communication or any other form
of unlawful processing. 
Such measures should ensure an appropri-
ate level of security taking account, on the
one hand, of the technical state of the art
and, on the other hand, of the sensitive
nature of data collected and processed for
insurance purposes and the evaluation of
potential risks. These measures should be
reviewed periodically.
11.2. In order to ensure, in particular, the
confidentiality, integrity and availability of
processed data, as well as the protection of
data subjects, the controller should take
appropriate measures:

a. to prevent any unauthorised person
from having access to installations used
for processing personal data (control at the
entrance to installations);
b. to prevent data media from being
read, copied, altered or removed by unau-
thorised persons (control of data media);
c. to prevent the unauthorised entry
of data into the information system, and
any unauthorised consultation, modifica-
tion or deletion of memorised personal
data (memory control);
d. to prevent automated data process-
ing systems from being used by unauthor-
ised persons by means of data transmis-
sion equipment (control of utilisation);
e. with a view to, on the one hand, se-
lective access to data and, on the other
hand, the security of the personal data, to
ensure that the processing as a general rule
is so designed as to enable the separation
of:
• identifiers and data relating to the

identity of persons,
• administrative data,
• sensitive data (access control);
f. to guarantee the possibility of
checking and ascertaining to which
persons or bodies personal data can be
communicated by data transmission
equipment (control of communication);
g. to guarantee that it is possible to
check and establish, a posteriori, who has
had access to the system and what per-
sonal data have been introduced into the
information system, when and by whom
(control of data introduction);
h. to prevent the unauthorised read-
ing, copying, alteration or deletion of per-
sonal data during the communication of
personal data and the transport of data
media (control of transport);
i. to safeguard data by making secu-
rity copies (availability control).
11.3. Controllers should, in accordance
with domestic law, draw up appropriate
internal regulations which respect the
related principles in this Recommenda-
tion.
11.4. Where necessary, controllers
should appoint an independent person re-
sponsible for information systems security
and data protection and competent for
giving advice on these issues.

12. Transborder data flows
12.1. The principles of this recommenda-
tion are applicable to the transborder flow
of personal data collected and processed
for insurance purposes.

12.2. The transborder flow of personal
data to a state which has ratified the Con-
vention for the Protection of Individuals
with regard to Automatic Processing of
Personal Data (ETS No. 108), and which
has legislation which provides at least
equivalent data protection, should not be
subjected to special conditions concerning
the protection of privacy.
12.3. No restriction should be placed on
the transborder flow of data to a state
which has not ratified the Convention but
which ensures an adequate level of protec-
tion.
12.4. Unless otherwise provided for by
domestic law, the transborder flow of data
to a state which does not ensure an ade-
quate level of protection should not as a
rule occur unless:
a. the data subject has given his/her
consent as provided for in Chapter 6, or
b. measures, including those of a con-
tractual nature, necessary to respect the
provisions of domestic law giving effect to
the principles of the Convention and this
Recommendation, have been taken, and
the data subject has the possibility to
object to the transfer.

13. Conservation of data
13.1. Where personal data are no longer
necessary for the accomplishment of the
purposes for which they were collected
and processed by the controller, they
should be deleted. This principle also
applies where a decision is taken to refuse
insurance coverage. If they must neverthe-
less be conserved for purposes of scientific
research or statistics, or other purposes
provided for by law, they should be con-
served separately and be accessible only
for these purposes subject to appropriate
safeguards.
13.2. In determining the period of con-
servation of data, account should be taken
in particular of the need to retain data for
the period necessary for the purpose of de-
fending legal actions or for furnishing
proof of transactions or for justifying a de-
cision to refuse insurance coverage.

14. Remedies
Domestic law should provide ap-

propriate sanctions and remedies in cases
of breach of the provisions of domestic law
giving effect to the principles laid down in
this recommendation.

15. Ensuring respect for the princi-
ples
15.1. Member states should give one or
more authorities responsibility for ensur-
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ing in complete independence the applica-
tion of the provisions of domestic law
giving effect to the principles laid down in
this Recommendation.
15.2. The following information should
be publicised appropriately and be readily
available to all:

a. the name and address of the con-
troller and of his representative, if any;

b. the purpose or purposes of the
processing;

c. the category or categories of data
subject and of the data;

d. the recipient or categories of recipi-
ent to whom the data might be disclosed;
e. any proposed transfers of data to
third countries.
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Recommendation No. R (99) 5 on the protection of privacy on the Internet

Adopted by the Committee of Ministers on 23 February 1999
at the 660th meeting of the Ministers’ Deputies

Guidelines for the protection of individuals with regard to the collection and processing of 
personal data on information highways

Preamble
The Committee of Ministers, under

the terms of Article 15.b of the Statute of
the Council of Europe,

Considering that the aim of the
Council of Europe is to achieve greater
unity among its members;

Noting the developments in new
technologies and new communications
and on-line information services;

Aware that these developments will
influence the functioning of society in
general and relations between individuals,
in particular in offering increased possibil-
ities for communication and exchange of
information at national and international
levels;

Aware of the advantages which
users of new technologies can gain from
these developments;

Considering, nevertheless, that
technological development and the gener-
alisation of collection and processing of
personal data on information highways
carries risks for the privacy of natural per-
sons;

Considering that technological de-
velopment also makes it possible to con-
tribute towards the respect of

fundamental rights and freedoms, and in
particular the right to privacy, when per-
sonal data concerning natural persons are
processed;

Aware of the need to develop tech-
niques which permit the anonymity of
data subjects and the confidentiality of the
information exchanged on information
highways while respecting the rights and
freedoms of others and the values of a
democratic society;

Aware that communications carried
out with the aid of new information tech-
nologies must also respect the human
rights and fundamental freedoms and, in
particular, the right to privacy and to
secrecy of correspondence, as guaranteed
by Article 8 of the European Convention
on Human Rights;

Recognising that the collection,
processing and especially communication
of personal data by means of new informa-
tion technologies, particularly the infor-
mation highways, are governed by the
provisions of the Convention for the Pro-
tection of Individuals with regard to Auto-
matic Processing of Personal Data
(Strasbourg 1981, European Treaty Series

No. 108) and by sectoral recommenda-
tions on data protection and notably Rec-
ommendation No. R (90) 19 on the
protection of personal data used for
payment and other related operations,
Recommendation No. R (91) 10 on the
communication to third parties of per-
sonal data held by public bodies, and Rec-
ommendation No. R (95) 4 on the
protection of personal data in the area of
telecommunications, with particular ref-
erence to telephone services;

Considering that it is appropriate to
make users and Internet service providers
aware of the general provisions of the
above-mentioned convention with regard
to the collection and processing of per-
sonal data on information highways;

Recommends that the governments
of member states disseminate widely the
Guidelines contained in the appendix to
this recommendation, especially to users
and service providers on the Internet as
well as to any national authority responsi-
ble for supervising respect of data protec-
tion provisions.

Appendix to Recommendation No. R (99) 5

Guidelines for the protection of individuals with regard to the collection and processing of per-
sonal data on information highways which may be incorporated in or annexed to codes of 
conduct
I. Introduction

These guidelines set out principles
of fair privacy practice for users and Inter-
net service providers (ISP).1 These princi-
ples may be taken up in codes of conduct.

Users should be aware of the re-
sponsibilities of ISPs and vice versa.
Therefore it is advisable that users and
ISPs read the whole text, although for ease
of use it is divided into several parts. You

may be concerned by one or more parts of
the guidelines.

Use of the Internet places responsi-
bilities on each of your actions and poses
risks to privacy. It is important to behave
in a way that provides protection to your-
self and promotes good relations with
others. These guidelines suggest some
practical ways to safeguard privacy, but
you should also know your legal rights and
obligations.

Remember that respect for privacy
is a fundamental right of each individual
which may also be protected by data pro-
tection legislation. So it may be well worth
checking your legal position.

II. For users
1. Remember that the Internet is not
secure. However, different means exist and
are being developed enabling you to
improve the protection of your data.2

1. See part IV, paragraph 1.



Recommendation No. R (99) 5 on the protection of privacy on the Internet

Compilation of Council of Europe texts 45

Therefore, use all available means to
protect your data and communications,
such as legally available encryption for
confidential e-mail, as well as access codes
to your own personal computer.1

2. Remember that every transaction
you make, every site you visit on the Inter-
net leaves traces. These “electronic tracks”
can be used, without your knowledge, to
build a profile of what sort of person you
are and your interests. If you do not wish
to be profiled, you are encouraged to use
the latest technical means which include
the possibility of being informed every
time you leave traces, and to reject such
traces. You may also ask for information
about the privacy policy of different pro-
grammes and sites and give preference to
those which record few data or which can
be accessed in an anonymous way.
3. Anonymous access to and use of
services, and anonymous means of making
payments, are the best protection of pri-
vacy. Find out about technical means to
achieve anonymity, where appropriate.2

4. Complete anonymity may not be
appropriate because of legal constraints.
In those cases, if it is permitted by law, you
may use a pseudonym so that your per-
sonal identity is known only to your ISP.
5. Only give your ISP, or any other
person, such data as are necessary in order
to fulfil a specific purpose you have been
informed about. Be especially careful with
credit card and account numbers, which
can be used and abused very easily in the
context of the Internet.
6. Remember that your e-mail address
is personal data, and that others may wish
to use it for different purposes, such as in-
clusion in directories or user lists. Do not
hesitate to ask about the purpose of the di-
rectory or other use. You can request to be
omitted if you do not want to be listed.
7. Be wary of sites which request more
data than are necessary for accessing the
site or for making a transaction, or which
do not tell you why they want all these data
from you.

8. Remember that you are legally re-
sponsible for the processing of data, for ex-
ample, if you illicitly upload or download,
and that everything may be traced back to
you even if you use a pseudonym.
9. Do not send malicious mail. It can
bounce back with legal consequences.
10. Your ISP is responsible for proper
use of data. Ask your ISP what data he/she
collects, processes and stores, in what way
and for what purpose. Repeat this request
from time to time. Insist that your ISP
change them if they are wrong or delete
them if they are excessive, out of date or no
longer required. Ask the ISP to notify this
modification to other parties to whom he
or she has communicated your data. 3

11. If you are not satisfied with the way
your current ISP collects, uses, stores or
communicates data, and he or she refuses
to change his or her ways, then consider
moving to another ISP. If you believe that
your ISP does not comply with data pro-
tection rules, you can inform the compe-
tent authorities or take legal action.
12. Keep yourself informed of the
privacy and security risks on the Internet
as well as the methods available to reduce
such risks.
13. If you intend to send data to another
country, you should be aware that data
may be less well protected there. If data
about you are involved, you are free, of
course, to communicate these data never-
theless. However, before you send data
about others to another country, you
should seek advice, for example from the
authority of your country, on whether the
transfer is permissible.4 You might have to
ask the recipient to provide safeguards5

necessary to ensure protection of the data. 

III. For Internet service providers
1. Use appropriate procedures and
available technologies, preferably those
which have been certified, to protect the
privacy of the people concerned (even if
they are not users of the Internet), espe-
cially by ensuring data integrity and confi-

dentiality as well as physical and logical se-
curity of the network and of the services
provided over the network.
2. Inform users of privacy risks pre-
sented by use of the Internet before they
subscribe or start using services. Such
risks may concern data integrity, confiden-
tiality, the security of the network or other
risks to privacy such as the hidden collec-
tion or recording of data.
3. Inform users about technical means
which they may lawfully use to reduce se-
curity risks to data and communications,
such as legally available encryption and
digital signatures. Offer such technical
means at a cost-oriented price, not a deter-
rent price.
4. Before accepting subscriptions and
connecting users to the Internet, inform
them about the possibilities of accessing
the Internet anonymously, and using its
services and paying for them in an anony-
mous way (for example, pre-paid access
cards). Complete anonymity may not be
appropriate because of legal constraints.
In those cases, if it is permitted by law,
offer the possibility of using pseudonyms.
Inform users of programmes allowing
them to search and browse anonymously
on the Internet. Design your system in a
way that avoids or minimises the use of
personal data.
5. Do not read, modify or delete mes-
sages sent to others.
6. Do not allow any interference with
the contents of communications, unless
this interference is provided for by law and
is carried out by a public authority.
7. Collect, process and store data
about users only when necessary for ex-
plicit, specified and legitimate purposes.
8. Do not communicate data unless
the communication is provided for by law.6

9. Do not store data for longer than is
necessary to achieve the purpose of
processing.7

10. Do not use data for your own pro-
motional or marketing purposes unless
the person concerned, after having been

2. The word data refers to “personal data” which concern you or other people.
1. For example, use passwords and change them regularly.
2. For example by using public Internet kiosks or pre-paid access and payment cards.
3. Data protection laws, following Article 5 of the Council of Europe Convention on the Protection of Individuals with regard to Automatic Process-

ing of Personal Data (ETS No. 108), give responsibility for the accuracy and updating of data to the person who processes them.
4. The laws of numerous European countries forbid transfers to countries which do not ensure an adequate or equivalent level of protection to that

of your country. Exceptions are nevertheless provided for, in particular if the person concerned has consented to the transfer of his or her data to
such countries.

5. These safeguards may be developed and/or presented in particular in a contract on transborder data flows.
6. In general, data protection laws permit communication to third parties under certain conditions, in particular:
• sensitive data and traffic data, on condition that the person concerned has given his or her explicit consent;
• other data, where communication is necessary to fulfil the legitimate purpose or where the person concerned, after having been informed, does

not oppose it.
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informed, has not objected or, in the case
of processing of traffic data or sensitive
data, he or she has given his or her explicit
consent.
11. You are responsible for proper use
of data. On your introductory page high-
light a clear statement about your privacy
policy. This statement should be hyper-
linked to a detailed explanation of your
privacy practice. Before the user starts
using services, when he or she visits your
site, and whenever he or she asks, tell him
or her who you are, what data you collect,
process and store, in what way, for what
purpose and for how long you keep them.
If necessary, ask for his or her consent. At
the request of the person concerned,
correct inaccurate data immediately and
delete them if they are excessive, out of

date or no longer required and stop the
processing carried out if the user objects
to it. Notify the third parties to whom you
have communicated the data of any modi-
fication. Avoid the hidden collection of
data.
12. Information provided to the user
must be accurate and kept up to date.
13. Think twice about publishing data
on your site! Such publication may in-
fringe other people’s privacy and may also
be prohibited by law.
14. Before you send data to another
country seek advice, for example from the
competent authorities in your country, on
whether the transfer is permissible. You
may have to ask the recipient to provide
safeguards necessary to ensure protection
of the data.

IV. Clarification and remedies
1. Where in this text the term ISP is
used, the same applies, where appropriate,
to other actors on the Internet, such as
access providers, content providers,
network providers, navigation software
designers, bulletin board operators, and so
on.

2. It is important to ensure that your
rights are respected. Feedback mecha-
nisms offered by Internet user groups, In-
ternet service provider associations, data
protection authorities or other bodies are
important ways of ensuring that these
guidelines are respected. Contact them if
you need clarification or remedies.

3. These guidelines apply to all types
of information highways.

7. For example, do not store billing data unless this is provided for by law.
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Recommendation No. R (97) 18 concerning the protection of personal data 
collected and processed for statistical purposes

Adopted by the Committee of Ministers on 30 September 1997
at the 602nd meeting of the Ministers’ Deputies

The Committee of Ministers, under
the terms of Article 15.b of the Statute of
the Council of Europe,

Considering that the aim of the
Council of Europe is to achieve a greater
unity between its members;

Aware of the needs in both the
public and private sectors for reliable sta-
tistics for analysis and understanding of
contemporary society, and for defining
policies and strategies for making arrange-
ments in practically all aspects of daily life;

Recognising that the production of
reliable statistics depends to a great extent
on the collection of the most detailed in-
formation possible and on the processing
of this information by means of increas-
ingly effective automatic data processing
technology;

Aware of the fact that such informa-
tion may concern identified or identifiable
persons (“personal data”);

Aware of the need to develop tech-
niques making it possible to guarantee the
anonymity of the data subjects;

Considering the concern of the in-
ternational community of statisticians for
the protection of personal data, and the
development of international recommen-
dations with regard to the professional
ethics of statisticians;

Considering also the fundamental
principles of official statistics adopted by

the international community in the frame-
work of the United Nations;

Noting the progressive develop-
ment of national and supranational legal
standards both in statistical activities and
in the field of data protection;

Recalling in this regard the general
principles on data protection in the Con-
vention for the Protection of Individuals
with regard to Automatic Processing of
Personal Data (Strasbourg 1981, ETS 108);

Recalling also the derogations
allowed in favour of statistical activities
with regard to the exercise, by data sub-
jects, of certain rights set out in the con-
vention;

Noting that derogations of this kind
are also provided for in a number of
member states in existing legislation or in
legislation being prepared relating to the
protection of data;

Considering that a balance should
be struck between the need for research
and statistics, on the one hand, and the
necessary protection of the individual es-
pecially when automatic data processing is
involved, on the other;

Aware of the need to establish suit-
able procedures designed to reconcile the
interests of the various parties concerned;

Aware that progress made in statis-
tical methods and developments in infor-
mation technology since 1983 have made

it necessary to revise various provisions in
Recommendation No. R (83) 10 on the
protection of personal data used for scien-
tific research and statistics,

Recommends that Governments of
member states:

1. take steps to ensure that the princi-
ples contained in the appendix to this rec-
ommendation are reflected in their law
and practice;

2. ensure wide circulation of the prin-
ciples contained in the appendix to this
recommendation among persons, public
authorities and bodies involved in the col-
lection and processing of personal data for
statistical purposes, in both the public and
private sectors, as well as among the au-
thorities responsible for data protection;

3. encourage these persons, public au-
thorities and bodies, if they have not
already done so, to introduce codes of
ethics based on the appendix to this rec-
ommendation;

Decides that the present recom-
mendation replace Recommendation No.
R (83) 10 on the protection of personal
data used for scientific research and statis-
tics insofar as that recommendation
applies to the collection and automatic
processing of personal data for statistical
purposes.

Appendix to Recommendation No. R (97) 18

1. Definitions
For the purposes of this recommen-

dation:
Personal data means any informa-

tion relating to an identified or identifiable
individual (“data subject”). An individual
shall not be regarded as “identifiable” if the
identification requires an unreasonable
amount of time and manpower. Where an
individual is not identifiable, data are said
to be anonymous.

Identification data covers those
personal data that allow direct identifica-
tion of the data subject, and which are
needed for the collection, checking and
matching of the data, but are not subse-

quently used for drawing up statistical re-
sults.

Sensitive data means personal data
revealing racial origin, political opinions,
religious or other beliefs, as well as per-
sonal data concerning health, sexual life or
criminal convictions, and other data
defined as sensitive by domestic law.

Processing means any operation or
set of operations carried out partly or
completely with the help of automated
processes and applied to personal data,
such as storage, conservation, adaptation
or alteration, extraction, consultation, uti-
lisation, communication, matching or in-
terconnection and erasure or destruction.

Communication refers to the act of
making personal data accessible to third
parties, regardless of the means or media
used.

For statistical purposes refers to any
operation of collection and processing of
personal data necessary for statistical
surveys or for the production of statistical
results.

Such operations exclude any use of
the information obtained for decisions or
measures concerning a particular individ-
ual.

Statistical results means informa-
tion which has been obtained by process-
ing personal data in order to characterise a
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collective phenomenon in a considered
population.

Controller means the natural or
legal person or the public authority or any
other body which, alone or in collabora-
tion with others, determines the purposes
and the means – and in particular the or-
ganisation – of the collection and process-
ing of personal data. 

2. Scope
2.1. This recommendation applies to the
collection and automated processing of
personal data for statistical purposes.

It also applies to statistical results,
to the extent that they permit identifica-
tion of data subjects.

2.2. Member states are encouraged to
extend the application of the recommen-
dation to the non-automated processing of
personal data for statistical purposes.

2.3. No personal data shall be processed
in a non-automatic manner in order to
avoid the provisions of this recommenda-
tion.

2.4. Member states may also extend the
application of the principles set out in this
recommendation to the collection and
processing of data relating to groups of
persons, associations, foundations, com-
panies, corporations and any other bodies
consisting directly or indirectly of individ-
uals, whether or not such bodies possess
legal personality. 

3. Respect for privacy
3.1. Respect for rights and fundamental
freedoms, in particular the right to pri-
vacy, shall be guaranteed when personal
data are collected and processed for statis-
tical purposes, and

a. when these data are kept for future
use;

b. when statistical results are dissemi-
nated; and

c. when, for reasons of better ensuring
that statistical records are representative
or for reasons of confidentiality, personal
data need to be modified.

3.2. Persons who through involvement
in a statistical activity have knowledge of
personal data shall be subjected to a duty
of professional secrecy by domestic law or
practice.

3.3. Personal data collected and proc-
essed for statistical purposes shall be made
anonymous as soon as they are no longer
necessary in an identifiable form. 

4. General conditions for lawful 
collection and processing for statis-
tical purposes

Purpose
4.1. Personal data collected and proc-
essed for statistical purposes shall serve
only those purposes. They shall not be
used to take a decision or measure in
respect of the data subject, nor to supple-
ment or correct files containing personal
data which are processed for non-statisti-
cal purposes.
4.2. Processing for statistical purposes
of personal data collected for non-statisti-
cal purposes is not incompatible with the
purpose(s) for which the data were initially
collected if appropriate safeguards are
provided for, in particular to prevent the
use of data for supporting decisions or
measures in respect of the data subject.

Lawfulness
4.3 Personal data may be collected and
processed for statistical purposes:
a. if provided for by law; or
b. if permitted by law, and:
i. the data subject or his/her legal rep-

resentative has given his/her
consent according to Principle 6; or

ii. the data subject has been informed
of the collection or processing of
his/her data and has not opposed it
and as long as the processing does
not concern sensitive data; or

iii. if the circumstances of the collec-
tion and the objective of the survey
are of such a nature that they permit
someone to reply in the name of and
on behalf of other people in con-
formity with Principle 6 and insofar
as there is manifestly no risk of in-
fringing the privacy of such others
and in particular that the processing
does not involve sensitive data.

4.4. In order to avoid collection of the
same data again, personal data collected
for non-statistical purposes may also be
processed for statistical purposes where
that is necessary:
a. for the performance of a task
carried out in the public interest or in the
exercise of official authority;
b. for the purposes of the legitimate
interests pursued by the controller except
where such interests are overridden by the
rights and fundamental freedoms of the
data subject.

Data collected for one statistical
purpose may also be processed for other

statistical purposes in the circumstances
described above.
4.5. Personal data may be collected on a
compulsory basis with a view to their
being processed for statistical purposes
only if required by domestic law.
4.6. Personal data or sets of personal
data may be matched or interconnected
for statistical purposes if domestic law
offers appropriate safeguards to prevent
their being processed and communicated
for non-statistical purposes.

Proportionality
4.7. Only those personal data shall be
collected and processed which are neces-
sary for the statistical purposes to be
achieved. In particular, identification data
shall only be collected and processed if this
is necessary.

Sensitive data
4.8. If sensitive data are to be processed
for statistical purposes, these data should
be collected in a form in which the data
subjects are not identifiable.

If the processing of sensitive data
for specified legitimate statistical pur-
poses necessitates the identification of the
data subjects domestic law shall provide
appropriate safeguards including specific
measures to separate identification data as
from the stage of collection unless it is
manifestly unreasonable or impracticable
to do so.

5. Information

Primary collection
5.1. When, for statistical purposes, per-
sonal data are collected, the persons ques-
tioned shall be informed of the following
elements:
a. the compulsory or optional nature
of the response and the legal basis, if any,
of the collection;
b. the purpose or purposes of the col-
lection and processing;
c. the name and position of the person
or body in charge of the collection and/or
processing;
d. the fact that the data will be kept
confidential and used exclusively for sta-
tistical purposes;
e. the possibility of obtaining further
information on request.

At their request and/or according to
the ways and means defined by domestic
law, data subjects shall also be informed of
the following:
f. the way in which, in the case of op-
tional surveys, consent can be refused or
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withdrawn and, in the case of compulsory
surveys, the possible sanctions this would
entail;
g. where applicable, the conditions for
the exercise of the rights of access and rec-
tification;
h. the categories of persons or bodies
to whom the personal data may be com-
municated;
i. the guarantees to ensure the confi-
dentiality and the protection of personal
data;
j. the categories of data collected and
processed.
5.2. When data subjects are not directly
questioned, they shall be informed of the
existence of the collection unless this is
manifestly unreasonable or impracticable.
They shall be able to inform themselves
appropriately of the elements listed in
Principle 5.1.
5.3. The persons questioned, whether
they are the data subject or not, shall be in-
formed at the latest at the time of collec-
tion. The nature and extent of the informa-
tion shall be appropriate and adapted to
the circumstances.

If it is necessary for attaining the le-
gitimate objective of the survey in view of
its subject or its nature, provision of the in-
formation or part of it may be deferred. In
such cases the information must be sup-
plied as soon as the reasons for deferring
no longer exist, unless this is manifestly
unreasonable or impracticable. In such
circumstances, where data have been col-
lected from the data subject, the informa-
tion should be provided at a later stage.

Secondary collection
5.4. Processing or communication for
statistical purposes of personal data col-
lected for non-statistical purposes shall
receive suitable publicity. The data sub-
jects shall be able to obtain in a suitable
way the information mentioned in Princi-
ple 5.1 unless:
a. provision of the information is im-
possible or involves a disproportionate
effort; or unless
b. the processing or communication of
the data for statistical purposes is ex-
pressly provided for under domestic law.

In the cases referred to in a and b
appropriate safeguards must be provided
for.

Legally incapacitated persons
5.5. If the data subject is a legally inca-
pacitated person, incapable of free deci-
sion, and domestic law does not permit the

data subject to act on his/her own behalf,
the information shall be given to the
person recognised as legally entitled to act
in the interest of the data subject.

If a legally incapacitated person is
capable of understanding, he/she should
be informed before his/her data are col-
lected or processed.

6. Consent
6.1. Where consent of the data subject is
required, it shall be free, informed and un-
ambiguous.

The data subject shall be able either
to withdraw his/her consent for a single
survey, as long as, in accordance with Prin-
ciple 8, identification data have not been
separated from the other data collected, or
to suspend at any time and without retro-
active effect his/her co-operation in a
survey which extends over a period of
time.
6.2. Where the consent of the data
subject is required for the collection or
processing of sensitive data, it shall be ex-
plicit, free and informed. The legitimate
objective of the survey may not be consid-
ered to outweigh the requirement of ob-
taining such consent unless an important
public interest justifies the exception.
6.3. Where it is intended to process for
statistical purposes the personal data of a
legally incapacitated person incapable of
free decision, and when domestic law does
not permit the data subject to act on his/
her own behalf, the consent of the person
recognised as legally entitled to act in the
interest of the data subject or an authority
or any person or body provided for by law
is required.

If, in accordance with Principle 5.5
above, a legally incapacitated person has
been informed of the intention to collect
and process his/her personal data, his/her
wishes should be taken into account,
unless domestic law provides otherwise.
6.4. Refusal to reply shall not be penal-
ised unless domestic law provides for
sanctions. 

7. Rights of access and rectification
7.1. Any person may obtain the personal
data concerning him/her held by the data
controller and, as the case may be, have
them rectified.
7.2. However, where there is clearly no
risk of breaching the privacy of the data
subject, this right may be restricted in ac-
cordance with domestic law when the per-
sonal data are processed solely for statisti-
cal purposes and specific appropriate

measures exist to prevent any identifica-
tion by a third party on the basis of indi-
vidual data or of statistical results.

8. Rendering data anonymous
8.1. Personal data collected for statisti-
cal purposes shall be made anonymous
immediately after the end of data collec-
tion, checking or matching operations,
except if:
a. identification data remain neces-
sary for statistical purposes and the meas-
ures prescribed by Principle 10.1 have
been taken; or
b. the very nature of statistical
processing necessitates the starting of
other processing operations before the
data have been made anonymous and as
long as the safeguards envisaged in Princi-
ples 15.1 to 15.3 are in force.

9. Primary collection of personal 
data for statistical purposes
9.1. The collection of personal data shall
be fair, in particular with regard to infor-
mation of individuals and their liberty to
reply.
9.2. Personal data shall be collected
from the data subject or, depending on the
nature of the survey, may be collected
from a member of his/her household. Per-
sonal data shall only be collected from a
person other than the data subject him/
herself or from a member of his/her
household, or from legal persons such as
companies or public services, if domestic
law provides for it and includes appropri-
ate safeguards, or there is manifestly no
risk of infringement of the rights and fun-
damental freedoms of the data subjects.
9.3. The collection for statistical pur-
poses of personal data without question-
ing shall neither include identification
data nor be linked to identification data,
except where domestic law includes ap-
propriate safeguards and
a. provides for the collection with
identification data, or
b. permits the linking of the data col-
lected to identification data for the con-
struction of samples.
9.4. Data on non-respondents relevant
to the planning or carrying out of the
survey or information on the reasons for
non-response may be used only in order to
ensure the representative quality of the
survey.
9.5. When the collection of personal
data requires the employment of inter-
viewers or other persons who will have to
know the replies directly, special care shall
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be taken regarding the choice of the
persons and of the organisation and
methods used for the survey in order to
ensure respect for the purpose of the
survey, the confidentiality of the data and
protection of privacy.
9.6. The controller shall take appropri-
ate measures to allow the persons ques-
tioned to assure themselves of the author-
ity to act of the person collecting the data. 

10. Identification data
10.1. When identification data are col-
lected and processed for statistical pur-
poses, they shall be separated and con-
served separately from other personal
data, unless it is manifestly unreasonable
or impracticable to do so.
10.2. Identification data may, however, be
used to create a file of addresses for statis-
tical purposes if provided for by domestic
law, if the data subject has been informed
and has not opposed it, or if the data come
from a file accessible to the public. 

11. Conservation of data
11.1. Unless they have been made anony-
mous, or domestic law provides for these
data to be kept for archiving purposes
subject to appropriate safeguards, per-
sonal data collected and processed for sta-
tistical purposes shall be destroyed or
erased when they are no longer necessary
for those purposes.

In particular, identification data
shall be destroyed or erased as soon as
they are no longer necessary:
a. for the collection, checking and
matching of the data,
b. to ensure the representativeness of
the survey, or
c. to repeat the survey with the same
persons.

12. Communication
12.1. Personal data collected for statisti-
cal purposes shall not be communicated
for non-statistical purposes.
12.2. Personal data processed for a given
statistical purpose may be communicated
for other statistical purposes as long as
these are specified and of limited duration.
12.3. Unless safeguards for communica-
tion are provided for by domestic law,
communication in accordance with Prin-
ciple 12.2 shall be the subject of a written
document setting out the rights and obli-
gations of the parties. When these data are
communicated, the controller shall in par-
ticular:

a. stipulate that the third party may
himself only communicate these data with
the express agreement of the said control-
ler;
b. stipulate that the third party take
the appropriate security measures, in ac-
cordance with Principles 15.1 to 15.3 of
this recommendation;
c. ensure that any publication of sta-
tistical results obtained by this third party
will conform with Chapter 14 of this rec-
ommendation.
12.4. Moreover, sensitive data may be
communicated only where provided for by
law, or where the data subjects or their
legal representatives have given their ex-
plicit consent and provided domestic law
does not prohibit the giving of consent.

13. Transborder data flows
13.1. The principles of this recommenda-
tion shall be applicable to the transborder
communication of personal data for statis-
tical purposes.
13.2. The transborder communication of
personal data for statistical purposes to a
State which has ratified Convention ETS
108 and whose legislation provides at least
equivalent protection, should not be sub-
jected to special conditions concerning
the protection of privacy and the rights
and fundamental freedoms of individuals.
13.3. There should be no restriction on
the transborder communication of per-
sonal data for statistical purposes to a state
which has not ratified Convention ETS
108 but ensures a level of protection in ac-
cordance with the principles of that con-
vention and this recommendation.
13.4. Unless domestic law provides oth-
erwise, the transborder communication of
personal data for statistical purposes to a
State which has no legal provisions which
are in accordance with the principles of
Convention ETS 108 and this recommen-
dation should not, as a general rule, occur,
unless:
a. measures, including measures of a
contractual nature, necessary to ensure
compliance with the principles of the con-
vention and this recommendation have
been taken; or
b. the data subject has given express
consent.

14. Statistical results
14.1. Statistical results shall be published
or made accessible to third parties only if
measures are taken to ensure that the data
subjects are no longer identifiable on the
basis of these results, unless dissemination

or publication manifestly presents no risk
of infringing the privacy of the data sub-
jects.

15. Security of personal data
15.1. Controllers shall take the appropri-
ate technical and organisational measures
to ensure the confidentiality of personal
data. They shall in particular take meas-
ures against unauthorised access, altera-
tion, communication or any other form of
unauthorised processing.
15.2. If data must be retained in an iden-
tifiable form, organisational and technical
resources, in particular automated re-
sources, shall be used to prevent unau-
thorised identification of the data subject.
15.3. Measures shall be taken to prevent
re-identification of data subjects and use
for non-statistical purposes of personal
data collected for statistical purposes.
15.4. Professionals, firms or bodies in
charge of producing statistics shall
develop techniques and procedures ensur-
ing the anonymity of data subjects.

16. Codes of ethics
16.1. Professionals, firms or bodies in
charge of producing statistics should
adopt and publish codes of professional
ethics which meet the principles set out in
this recommendation, including informa-
tion on, in particular:
a. the other categories of persons and
bodies which have access to the personal
data;
b. the measures to be taken for the
protection, confidentiality and security of
these data as well as measures to respect
statistical ethics;
c. the controllers of statistical process-
ing.

17. Technical development, co-op-
eration and assistance

In order to ensure broad access to
information tools and to technical knowl-
edge appropriate to effective protection of
personal data collected for statistical pur-
poses, competent governmental bodies
should collaborate closely in the develop-
ment of these tools and technical knowl-
edge, and should set up international
programmes of co-operation, exchanges
of experience, transfer of knowledge and
technical assistance.

18. Supervisory authorities
Member states shall give one or

more independent authorities responsibil-
ity for ensuring the application of the pro-
visions of domestic law giving effect to the
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principles laid down in this recommenda-
tion.
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Recommendation No. R (97) 5 on the protection of medical data

Adopted by the Committee of Ministers on 13 February 1997
at the 584th meeting of the Ministers’ Deputies

The Committee of Ministers, under
the terms of Article 15.b of the Statute of
the Council of Europe,

Considering that the aim of the
Council of Europe is to achieve a greater
unity between its members;

Recalling the general principles on
data protection in the Convention for the
Protection of Individuals with regard to
Automatic Processing of Personal Data
(European Treaty Series, No. 108) and in
particular its Article 6 which stipulates
that personal data concerning health may
not be processed automatically unless do-
mestic law provides appropriate safe-
guards;

Aware of the increasing use of auto-
matic processing of medical data by infor-
mation systems, not only for medical care,
medical research, hospital management

and public health but also outside the
health-care sector;

Convinced of the importance of the
quality, integrity and availability of
medical data for the health of the data
subject and his family;

Aware that progress in medical
science is dependent to a great extent on
the availability of medical data on individ-
uals;

Convinced that it is desirable to reg-
ulate the collection and processing of
medical data, to safeguard the confidenti-
ality and security of personal data regard-
ing health, and to ensure that they are used
subject to the rights and fundamental
freedoms of the individual, and in particu-
lar the right to privacy;

Aware that progress made in
medical science and developments in in-
formation technology since 1981 have

made it necessary to revise various provi-
sions in Recommendation No. R (81) 1 on
regulations for automated medical data
banks,

Recommends that the governments
of member states:
• take steps to ensure that the princi-

ples contained in the appendix to
this recommendation are reflected
in their law and practice;

• ensure wide circulation of the prin-
ciples contained in the appendix to
this recommendation among
persons professionally involved in
the collection and processing of
medical data;
Decides that this recommendation

will replace Recommendation No. R (81) 1
on regulations for automated medical data
banks.

Appendix to Recommendation No. R (97) 5

1. Definitions
For the purposes of this recommen-

dation:
• the expression personal data covers

any information relating to an iden-
tified or identifiable individual. An
individual shall not be regarded as
“identifiable” if identification re-
quires an unreasonable amount of
time and manpower. In cases where
the individual is not identifiable, the
data are referred to as anonymous;

• the expression medical data refers
to all personal data concerning the
health of an individual. It refers also
to data which have a clear and close
link with health as well as to genetic
data;

• the expression genetic data refers to
all data, of whatever type, concern-
ing the hereditary characteristics of
an individual or concerning the
pattern of inheritance of such char-
acteristics within a related group of
individuals.
It also refers to all data on the carry-

ing of any genetic information (genes) in
an individual or genetic line relating to any
aspect of health or disease, whether

present as identifiable characteristics or
not.

The genetic line is the line consti-
tuted by genetic similarities resulting from
procreation and shared by two or more in-
dividuals.

2. Scope
2.1. This recommendation is applicable
to the collection and automatic processing
of medical data, unless domestic law, in a
specific context outside the health-care
sector, provides other appropriate safe-
guards.
2.2. A member state may extend the
principles set out in this recommendation
to cover medical data not processed auto-
matically.

3. Respect for privacy
3.1. The respect of rights and funda-
mental freedoms, and in particular of the
right to privacy, shall be guaranteed
during the collection and processing of
medical data.
3.2. Medical data may only be collected
and processed if in accordance with appro-
priate safeguards which must be provided
by domestic law.

In principle, medical data should be
collected and processed only by health-

care professionals, or by individuals or
bodies working on behalf of health-care
professionals. Individuals or bodies
working on behalf of health-care profes-
sionals who collect and process medical
data should be subject to the same rules of
confidentiality incumbent on health-care
professionals, or to comparable rules of
confidentiality.

Controllers of files who are not
health-care professionals should only
collect and process medical data subject
either to rules of confidentiality compara-
ble to those incumbent upon a health-care
professional or subject to equally effective
safeguards provided for by domestic law.

4. Collection and processing of 
medical data
4.1. Medical data shall be collected and
processed fairly and lawfully and only for
specified purposes.
4.2. Medical data shall in principle be
obtained from the data subject. They may
only be obtained from other sources if in
accordance with Principles 4, 6 and 7 of
this recommendation and if this is neces-
sary to achieve the purpose of the process-
ing or if the data subject is not in a position
to provide the data.
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4.3. Medical data may be collected and
processed:
a. if provided for by law for:
i. public health reasons; or
ii. subject to Principle 4.8, the preven-

tion of a real danger or the suppres-
sion of a specific criminal offence;
or

iii. another important public interest;
or

b. if permitted by law:
i. for preventive medical purposes or

for diagnostic or for therapeutic
purposes with regard to the data
subject or a relative in the genetic
line; or

ii. to safeguard the vital interests of the
data subject or of a third person; or

iii. for the fulfilment of specific con-
tractual obligations; or

iv. to establish, exercise or defend a
legal claim; or

c. if the data subject or his/her legal
representative or an authority or any
person or body provided for by law has
given his/her consent for one or more pur-
poses, and in so far as domestic law does
not provide otherwise.
4.4. If medical data have been collected
for preventive medical purposes or for di-
agnostic or therapeutic purposes with
regard to the data subject or a relative in
the genetic line, they may also be proc-
essed for the management of a medical
service operating in the interest of the pa-
tient, in cases where the management is
provided by the health-care professional
who collected the data, or where the data
are communicated in accordance with
principles 7.2 and 7.3.

Unborn children
4.5. Medical data concerning unborn
children should be considered as personal
data and enjoy a protection comparable to
the protection of the medical data of a
minor.
4.6. Unless otherwise provided for by
domestic law, the holder of parental re-
sponsibilities may act as the person legally
entitled to act for the unborn child, the
latter being a data subject.

Genetic data
4.7. Genetic data collected and proc-
essed for preventive treatment, diagnosis
or treatment of the data subject or for sci-
entific research should only be used for
these purposes or to allow the data subject
to take a free and informed decision on
these matters.

4.8. Processing of genetic data for the
purpose of a judicial procedure or a crimi-
nal investigation should be the subject of a
specific law offering appropriate safe-
guards.

The data should only be used to es-
tablish whether there is a genetic link in
the framework of adducing evidence, to
prevent a real danger or to suppress a spe-
cific criminal offence. In no case should
they be used to determine other character-
istics which may be linked genetically.
4.9. For purposes other than those pro-
vided for in Principles 4.7 and 4.8, the col-
lection and processing of genetic data
should, in principle, only be permitted for
health reasons and in particular to avoid
any serious prejudice to the health of the
data subject or third parties.

However, the collection and
processing of genetic data in order to
predict illness may be allowed for in cases
of overriding interest and subject to ap-
propriate safeguards defined by law.

5. Information of the data subject
5.1. The data subject shall be informed
of the following elements:
a. the existence of a file containing his/
her medical data and the type of data col-
lected or to be collected;
b. the purpose or purposes for which
they are or will be processed;
c. where applicable, the individuals or
bodies from whom they are or will be col-
lected;
d. the persons or bodies to whom and
the purposes for which they may be com-
municated;
e. the possibility, if any, for the data
subject to refuse his consent, to withdraw
it and the consequences of such with-
drawal;
f. the identity of the controller and of
his/her representative, if any, as well as the
conditions under which the rights of
access and of rectification may be exer-
cised.
5.2. The data subject should be in-
formed at the latest at the moment of col-
lection. However, when medical data are
not collected from the data subject, the
latter should be notified of the collection
as soon as possible, as well as – in a suita-
ble manner – of the information listed
under Principle 5.1, unless this is clearly
unreasonable or impracticable, or unless
the data subject has already received the
information.
5.3. Information for the data subject
shall be appropriate and adapted to the

circumstances. Information should prefer-
ably be given to each data subject individ-
ually.
5.4. Before a genetic analysis is carried
out, the data subject should be informed
about the objectives of the analysis and the
possibility of unexpected findings.

Legally incapacitated persons
5.5. If the data subject is a legally inca-
pacitated person, incapable of free deci-
sion and domestic law does not permit the
data subject to act on his/her own behalf,
the information shall be given to the
person recognised as legally entitled to act
in the interest of the data subject. 

If a legally incapacitated person is
capable of understanding, he/she should
be informed before his/her data are col-
lected or processed.

Derogations
5.6. Derogations from Principles 5.1, 5.2
and 5.3 may be made in the following
cases:
a. information of the data subject may
be restricted if the derogation is provided
for by law and constitutes a necessary
measure in a democratic society:
i. to prevent a real danger or to sup-

press a criminal offence.
ii. for public health reasons.
iii. to protect the data subject and the

rights and freedoms of others;
b. in medical emergencies, data con-
sidered necessary for medical treatment
may be collected prior to information.

6. Consent
6.1. Where the data subject is required
to give his/her consent, this consent
should be free, express and informed.
6.2. The results of any genetic analysis
should be formulated within the limits of
the objectives of the medical consultation,
diagnosis or treatment for which consent
was obtained.
6.3. Where it is intended to process
medical data relating to a legally incapaci-
tated person who is incapable of free deci-
sion, and when domestic law does not
permit the data subject to act on his/her
own behalf, consent is required of the
person recognised as legally entitled to act
in the interest of the data subject or of an
authority or any person or body provided
for by law.

If, in accordance with Principle 5.5
above, a legally incapacitated person has
been informed of the intention to collect
or process his/her medical data, his/her
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wishes should be taken into account,
unless domestic law provides otherwise.

7. Communication
7.1 Medical data shall not be communi-
cated, unless on the conditions set out in
this principle and in Principle 12.
7.2 In particular, unless other appropri-
ate safeguards are provided by domestic
law, medical data may only be communi-
cated to a person who is subject to the
rules of confidentiality incumbent upon a
health-care professional, or to comparable
rules of confidentiality, and who complies
with the provisions of this recommenda-
tion.
7.3 Medical data may be communi-
cated if they are relevant and:
a. if the communication is provided
for by law and constitutes a necessary
measure in a democratic society for:
i. public health reasons; or
ii. the prevention of a real danger or

the suppression of a specific crimi-
nal offence; or

iii. another important public interest;
or

iv. the protection of the rights and
freedoms of others; or

b. if the communication is permitted
by law for the purpose of:
i. the protection of the data subject or

a relative in the genetic line;
ii. safeguarding the vital interests of

the data subject or a third person; or
iii. the fulfilment of specific contrac-

tual obligations; or
iv. establishing, exercising or defend-

ing a legal claim; or
c. if the data subject or his/her legal
representative, or an authority, or any
person or body provided for by law has
given his/her consent for one or more pur-
poses, and in so far as domestic law does
not provide otherwise; or
d. provided that the data subject or
his/her legal representative, or an author-
ity, or any person or body provided for by
law has not explicitly objected to any non-
mandatory communication, if the data
have been collected in a freely chosen pre-
ventive, diagnostic or therapeutic context,
and if the purpose of the communication,
in particular the provision of care to the
patient or the management of a medical
service operating in the interest of the pa-
tient, is not incompatible with the purpose
of the processing for which they were col-
lected.

8. Rights of the data subject

Rights of access and of rectification
8.1. Every person shall be enabled to
have access to his/her medical data, either
directly or through a healthcare profes-
sional or, if permitted by domestic law, a
person appointed by him/her. The infor-
mation must be accessible in understanda-
ble form.
8.2. Access to medical data may be re-
fused, limited or delayed only if the law
provides for this and if:
a. this constitutes a necessary measure
in a democratic society in the interests of
protecting state security, public safety, or
the suppression of criminal offences; or
b. knowledge of the information is
likely to cause serious harm to the data
subject’s health; or
c. the information on the data subject
also reveals information on third parties or
if, with respect to genetic data, this infor-
mation is likely to cause serious harm to
consanguine or uterine kin or to a person
who has a direct link with this genetic line;
or
d. the data are used for statistical or for
scientific research purposes where there is
clearly no risk of an infringement of the
privacy of the data subject, notably the
possibility of using the data collected in
support of decisions or measures regard-
ing any particular individual.
8.3. The data subject may ask for rectifi-
cation of erroneous data concerning him/
her and, in case of refusal, he/she shall be
able to appeal.

Unexpected findings
8.4. The person subjected to genetic
analysis should be informed of unexpected
findings if the following conditions are
met:
a. domestic law does not prohibit the
giving of such information;
b. the person himself has asked for this
information;
c. the information is not likely to cause
serious harm:
i. to his/her health; or
ii. to his/her consanguine or uterine

kin, to a member of his/her social
family, or to a person who has a
direct link with his/her genetic line,
unless domestic law provides other
appropriate safeguards.
Subject to sub-paragraph a, the

person should also be informed if this in-
formation is of direct importance to him/
her for treatment or prevention.

9. Security
9.1. Appropriate technical and organi-
sational measures shall be taken to protect
personal data – processed in accordance
with this recommendation – against acci-
dental or illegal destruction, accidental
loss, as well as against unauthorised
access, alteration, communication or any
other form of processing.

Such measures shall ensure an ap-
propriate level of security taking account,
on the one hand, of the technical state of
the art and, on the other hand, of the sen-
sitive nature of medical data and the eval-
uation of potential risks.

These measures shall be reviewed
periodically.
9.2. In order to ensure in particular the
confidentiality, integrity and accuracy of
processed data, as well as the protection of
patients, appropriate measures should be
taken:
a. to prevent any unauthorised person
from having access to installations used
for processing personal data (control of
the entrance to installations);
b. to prevent data media from being
read, copied, altered or removed by unau-
thorised persons (control of data media);
c. to prevent the unauthorised entry
of data into the information system, and
any unauthorised consultation, modifica-
tion or deletion of processed personal data
(memory control);
d. to prevent automated data process-
ing systems from being used by unauthor-
ised persons by means of data transmis-
sion equipment (control of utilisation);
e. with a view to, on the one hand, se-
lective access to data and, on the other
hand, the security of the medical data, to
ensure that the processing as a general rule
is so designed as to enable the separation
of:
• identifiers and data relating to the

identity of persons;
• administrative data;
• medical data;
• social data;
• genetic data (access control);
f. to guarantee the possibility of
checking and ascertaining to which
persons or bodies personal data can be
communicated by data transmission
equipment (control of communication);
g. to guarantee that it is possible to
check and establish a posteriori who has
had access to the system and what per-
sonal data have been introduced into the
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information system, when and by whom
(control of data introduction);

h. to prevent the unauthorised read-
ing, copying, alteration or deletion of per-
sonal data during the communication of
personal data and the transport of data
media (control of transport);

i. to safeguard data by making secu-
rity copies (availability control).

9.3. Controllers of medical files should,
in accordance with domestic law, draw up
appropriate internal regulations which
respect the related principles in this rec-
ommendation.

9.4. Where necessary, controllers of files
processing medical data should appoint an
independent person responsible for secu-
rity of information systems and data pro-
tection and competent for giving advice on
these issues.

10. Conservation

10.1. In general, medical data shall be
kept no longer than necessary to achieve
the purpose for which they were collected
and processed.

10.2. When, in the legitimate interest of
public health, medical science – of the
person in charge of the medical treatment
or the controller of the file, in order to
enable him/her to defend or exercise a
legal claim – or for historical or statistical
reasons, it proves necessary to conserve
medical data that no longer serve their
original purpose, technical arrangements
shall be made to ensure their correct con-
servation and security, taking into account
the privacy of the patient.

10.3. On the request of the data subject,
his/her medical data should be erased –
unless they have been made anonymous or
there are overriding and legitimate inter-
ests, in particular those stated in Principle
10.2 not to do so, or there is an obligation
to keep the data on record.

11. Transborder flows

11.1. The principles of this recommenda-
tion are applicable to the transborder flow
of medical data.

11.2. The transborder flow of medical
data to a state which has ratified the Con-
vention for the Protection of Individuals
with regard to Automatic Processing of
Personal Data, and which disposes of leg-
islation which provides at least equivalent
protection of medical data, should not be

subjected to special conditions concerning
the protection of privacy.

11.3. Where the protection of medical
data can be considered to be in line with
the principle of equivalent protection laid
down in the convention, no restriction
should be placed on the transborder flow
of medical data to a state which has not
ratified the convention but which has legal
provisions which ensure protection in ac-
cordance with the principles of that con-
vention and this recommendation.

11.4. Unless otherwise provided for by
domestic law, the transborder flow of
medical data to a state which does not
ensure protection in accordance with the
convention and with this recommenda-
tion, should not as a rule occur unless:

a. necessary measures, including
those of a contractual nature, to respect
the principles of the convention and this
recommendation, have been taken, and
the data subject has the possibility to
object to the transfer; or

b. the data subject has given his con-
sent.

11.5. Unless in the case of emergency or
of a transfer to which the data subject has
given his informed consent, appropriate
measures should be taken to ensure the
protection of medical data transferred
from one country to another, and in par-
ticular:

a. the person responsible for the
transfer should indicate to the addressee
the specified and legitimate purposes for
which the data have been originally col-
lected, as well as the persons or bodies to
whom they may be communicated; 

b. unless otherwise provided for by
domestic law, the addressee should under-
take, in respect of the person responsible
for the transfer, to honour the specified
and legitimate purposes which he/she has
accepted, and not to communicate the
data to persons or bodies other than those
indicated by the person responsible for the
transfer.

12. Scientific research

12.1. Whenever possible, medical data
used for scientific research purposes
should be anonymous. Professional and
scientific organisations as well as public
authorities should promote the develop-
ment of techniques and procedures secur-
ing anonymity.

12.2. However, if such anonymisation
would make a scientific research project
impossible, and the project is to be carried
out for legitimate purposes, it could be
carried out with personal data on condi-
tion that:

a. the data subject has given his/her
informed consent for one or more re-
search purposes; or

b. when the data subject is a legally in-
capacitated person incapable of free deci-
sion, and domestic law does not permit the
data subject to act on his/her own behalf,
his/her legal representative or an author-
ity, or any person or body provided for by
law, has given his/her consent in the
framework of a research project related to
the medical condition or illness of the data
subject; or

c. disclosure of data for the purpose of
a defined scientific research project con-
cerning an important public interest has
been authorised by the body or bodies des-
ignated by domestic law, but only if:

i. the data subject has not expressly
opposed disclosure; and

ii. despite reasonable efforts, it would
be impracticable to contact the data
subject to seek his consent; and

iii. the interests of the research project
justify the authorisation; or

d. the scientific research is provided
for by law and constitutes a necessary
measure for public health reasons.

12.3. Subject to complementary provi-
sions determined by domestic law, health-
care professionals entitled to carry out
their own medical research should be able
to use the medical data which they hold as
long as the data subject has been informed
of this possibility and has not objected.

12.4. As regards any scientific research
based on personal data, the incidental
problems, including those of an ethical
and scientific nature, raised by respect of
the provisions of the Convention for the
Protection of Individuals with regard to
Automatic Processing of Personal Data
should also be examined in the light of
other relevant instruments.

12.5. Personal data used for scientific re-
search may not be published in a form
which enables the data subjects to be iden-
tified, unless they have given their consent
for the publication and publication is per-
mitted by domestic law.
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Recommendation No. R (95) 4 on the protection of personal data 
in the area of telecommunication services, with particular reference 

to telephone services

Adopted by the Committee of Ministers on 7 February 1995
at the 528th meeting of the Ministers’ Deputies

The Committee of Ministers, under
the terms of Article 15.b of the Statute of
the Council of Europe,

Considering that the aim of the
Council of Europe is to achieve a greater
unity among its members;

Aware of the increasing use of auto-
mated data processing in the area of tele-
communication services, as well as the
advantages to be gained by users from
technological developments, in particular
in the area of telephone services;

Bearing in mind in this regard the
move towards digitising of networks, with
the advantages which this brings to users
of telecommunication services;

Believing, nevertheless, that tech-
nological development in the area of tele-
communications, in particular telephone
services, may entail possible risks to the
privacy of the user, as well as possible inhi-
bitions on his freedom of communication;

Referring, in this regard, to certain
new features particularly in the area of tel-
ephone services, for instance, calling-line
identification, call-forwarding and mobile

telephones, as well as malicious call
tracing devices and automatic dialling de-
vices;

Noting also the risks to privacy and
freedom of communication accompanying
the provision of itemised telephone bills;

Recognising that the provisions of
the Convention for the Protection of Indi-
viduals with regard to Automatic Process-
ing of Personal Data (Strasbourg 1981;
ETS 108) apply to the automated data
processing activities of network operators
and other parties providing telecommuni-
cation services;

Believing, however, that it is appro-
priate to apply more specifically the
general provisions of the convention so as
to adapt them to the collection and
processing of personal data by network
operators and any other party providing
telecommunication services;

Noting, in addition, that new devel-
opments in telecommunication services
must respect the right to private life and
secrecy of correspondence as guaranteed

by Article 8 of the European Convention
on Human Rights;

Recommends that the governments
of member states:
• take account in their domestic law

and practice of the principles
annexed to this recommendation;

• bring this recommendation to the
attention of any authority involved
in the implementation of national
policies in respect of data protec-
tion or telecommunications;

• ensure that the provisions of the
recommendation are brought to the
attention of network operators, pro-
viders of telecommunication serv-
ices, equipment and software
suppliers, organisations using tele-
communications means for direct
marketing, as well as bodies repre-
senting any of these and consumer
organisations;

• promote the provisions of the rec-
ommendation within the various
international bodies dealing with
telecommunications.

Appendix to Recommendation No. R (95) 4

1. Scope and definitions
1.1. The principles contained in this
recommendation apply to network opera-
tors and service providers who for the ac-
complishment of their functions collect
and process personal data.
1.2. These principles apply to personal
data undergoing automatic processing.
Member states may extend the principles
contained in this recommendation to per-
sonal data undergoing manual processing.
1.3. Member states may extend the prin-
ciples contained in this recommendation
to the collection and processing of per-
sonal data relating to legal persons.
1.4. For the purposes of this recommen-
dation:
• the term personal data covers any

information relating to an identified
or identifiable individual (data sub-
ject). An individual shall not be

regarded as “identifiable” if identifi-
cation requires an unreasonable
amount of time or manpower;

• the term telecommunication serv-
ices covers the various services
offered over telecommunication
networks for voice, text, image and
data transmission between users in
communication or correspondence;

• the term network operators refers to
any public or private entity which
makes available the use of telecom-
munication networks;

• the term service providers refers to
any public or private entity which
provides and operates telecommu-
nication services using a network
made available by a network opera-
tor or using its own network.

2. Respect for privacy
2.1. Telecommunication services and, in
particular, telephone services which are
being developed should be offered with
due respect for the privacy of users, the
secrecy of the correspondence and the
freedom of communication.
2.2. Network operators, service provid-
ers and equipment and software suppliers
should exploit information technology for
constructing and operating networks,
equipment and software, in a way which
ensures the privacy of users.

Anonymous means of accessing the
telecommunication network and services
should be made available.
2.3. Unless authorised for technical
storage or message transmission or for
other legitimate purposes, or for the exe-
cution of a service contract with the sub-
scriber, any interference by network oper-
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ators or service providers with the content
of communications should be prohibited.
Subject to Principle 4.2, the data pertain-
ing to the content of messages collected
during any such interference should not be
communicated to third parties.
2.4. Interference by public authorities
with the content of a communication, in-
cluding the use of listening or tapping
devices or other means of surveillance or
interception of communications, must be
carried out only when this is provided for
by law and constitutes a necessary
measure in a democratic society in the in-
terests of:
a. protecting state security, public
safety, the monetary interests of the state
or the suppression of criminal offences;
b. protecting the data subject or the
rights and freedoms of others.
2.5. In the case of interference by public
authorities with the content of a commu-
nication, domestic law should regulate:
a. the exercise of the data subject’s
rights of access and rectification;
b. in what circumstances the responsi-
ble public authorities are entitled to refuse
to provide information to the person con-
cerned, or delay providing it;
c. storage or destruction of such data.

If a network operator or service pro-
vider is instructed by a public authority to
effect an interference, the data so collected
should be communicated only to the body
designated in the authorisation for that in-
terference.
2.6. Domestic law should determine the
conditions and safeguards under which
network operators are authorised to use
technical means to locate the source of
malicious or abusive calls.

3. Collection and processing of 
data
3.1. The collection and processing of
personal data in the area of telecommuni-
cation services should take place and
develop within the framework of data pro-
tection policy, taking account of the provi-
sions of the Convention for the Protection
of Individuals with regard to Automatic
Processing of Personal Data and in partic-
ular the principle of purpose specification.

Without prejudice to other pur-
poses foreseen in this recommendation,
personal data should only be collected and
processed by network operators and
service providers for the purposes of con-
necting a user to the network and making
available to him a particular telecommuni-
cation service and for billing and verifica-

tion purposes, as well as for ensuring the
optimal technical operation and develop-
ment of the network and service.
3.2. Network operators and service pro-
viders should inform, in an appropriate
manner, subscribers to the various tele-
communication services of the categories
of personal data concerning them which
they collect and process, the legal bases of
collection, the purposes for which they are
collected and processed, the use made of
the data and the periods over which they
are stored.

4. Communication of data
4.1. Personal data collected and proc-
essed by network operators or service pro-
viders should not be communicated,
unless the subscriber concerned has given
in writing his express and informed
consent and the information communi-
cated does not make it possible to identify
called parties.

The subscriber may revoke his
consent at any time but without retroac-
tive effect.
4.2. Personal data collected and proc-
essed by network operators or service pro-
viders may be communicated to public au-
thorities when this is provided for by law
and constitutes a necessary measure in a
democratic society in the interests of:
a. protecting state security, public
safety, the monetary interests of the state
or the suppression of criminal offences;
b. protecting the data subject or the
rights and freedoms of others.
4.3. In cases of communication to public
authorities of personal data, domestic law
should regulate:
a. the exercise of rights of access and
rectification by the data subject;
b. the conditions under which the
competent public authorities shall be enti-
tled to refuse to give information to the
data subject or to defer the issue thereof;
c. conservation or destruction of such
data.
4.4. Subscriber lists which contain per-
sonal data may only be communicated by
network operators and service providers
to third parties if one of the following con-
ditions has been met:
a. the subscriber has given in writing
his express and informed consent; or
b. the subscriber has been informed of
the intended communication and has not
objected; or
c. the data protection authority has
authorised the communication; or

d. communication is provided for
under domestic law.

The subscriber may revoke his
consent at any time but without retroac-
tive effect.
4.5. Communication of personal data
between network operators and service
providers is allowed where such commu-
nication is necessary for operational and
invoicing purposes.

5. Rights of access and rectification
5.1. Each subscriber should, on request
and at reasonable intervals and without
excessive delay or expense, be able to
obtain all data concerning him which have
been collected and processed by network
operators or service providers, and to have
them rectified or erased where they are
found to be inaccurate, irrelevant or exces-
sive, or where they have been stored for an
excessive length of time.
5.2. Fulfilment of the requests made
under Principle 5.1 may be refused,
limited or postponed when this is pro-
vided for by law and constitutes a neces-
sary measure in a democratic society in
the interests of:
a. protecting state security, public
safety, the monetary interests of the state
or the suppression of criminal offences;
b. protecting the data subject or the
rights and freedoms of others.

6.  Security
6.1. Network operators and service pro-
viders should take all appropriate techni-
cal and organisational measures to ensure
the physical and logical security of the net-
work, services and the data which they
collect and process, and to prevent unau-
thorised interference with, or interception
of, communications.
6.2. Subscribers to telecommunication
services should be informed about
network security risks and methods for
subscribers to reduce the security risks of
their messages.

7. Implementation of principles

Directories
7.1. Subscribers should have the right to
refuse without justification and at no extra
cost, to have their personal data included
in a directory.

Where domestic law requires
certain data to be included in a directory,
however, the subscriber should be entitled
to have his data excluded for valid reasons.

Where domestic law requires a sub-
scriber to pay a fee for ex-directory facili-
ties, any such fee should not exceed a
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reasonable amount and should in no case
be a deterrent to exercising the right to
take advantage of ex-directory facilities.

7.2. A subscriber wishing to have data
concerning co-users of his terminal in-
cluded in a directory should first obtain
the consent of the latter.

7.3. Subject to the wish of the subscriber
to have additional data concerning himself
included, the personal data contained in a
directory should be limited to such as are
necessary to identify reasonably a particu-
lar subscriber and to avoid confusion
between or among different subscribers
listed in the directory.

7.4. When an electronic directory is
consulted, technical means should be pro-
vided to prevent abuse and in particular
unauthorised remote downloading.

The matching of data contained in
an electronic directory with other data or
files should be prohibited unless this is
allowed by domestic law or is essential to
the network operators or service providers
for operational purposes.

7.5. Data contained in a directory may
be used by network operators or service
providers to operate a service replying to
precise enquiries about the directory.
Answers to directory enquiries should be
limited to communication of the data ap-
pearing in the directory. Measures should
be taken to prevent abuse. Directory en-
quiries services should not provide infor-
mation relating to subscribers not appear-
ing in the directory except with their
written and informed consent.

7.6. Use of data appearing in the direc-
tory shall also be governed by the relevant
principles of Recommendation No. R (91)
10 on the communication to third parties
of personal data held by public bodies.

Use of data for the purposes of direct mar-
keting

7.7. The principles laid down in Recom-
mendation No. R (85) 20 on the protection
of personal data used for the purposes of
direct marketing apply to the use of sub-
scriber data by third parties for purposes
of direct marketing.

7.8. Domestic law should provide the
appropriate guarantees and determine the
conditions under which subscriber data
may be used by network operators, service
providers and third parties for the pur-
poses of direct marketing by telephone or
by other telecommunication means.

7.9. The elaboration of codes of practice
should be encouraged so as to ensure that
the practice is carried out in a way which
does not cause distress or discomfort to
subscribers. In particular, domestic law or
codes of practice should apply to the time
when calls may be made, the nature of the
message and the manner in which the
message is communicated.

7.10. Direct marketing by telephone or by
other telecommunication means may not
be directed at any subscriber who has ex-
pressed the wish not to receive any adver-
tising material. For this purpose, appropri-
ate means should be developed for identi-
fying those subscribers who do not wish to
receive any advertising material over the
telephone.

7.11. Automatic call devices for transmit-
ting pre-recorded messages of an advertis-
ing nature, may only be directed at sub-
scribers who have given their express and
informed consent to providers of this sort
of service. The subscriber may revoke his
consent at any time.

Detailed billing

7.12. Itemised bills should only be made
available by network operators and service
providers to the subscriber on his request.
Consideration should be given to the
privacy of the co-users and correspond-
ents.

7.13. Data needed for billing should not
be stored by network operators or service
providers for a period which is longer than
strictly necessary for settling the account,
bearing in mind the possible need to store
data for a reasonable period with a view to
complaints on the billing, or if legal provi-
sions require those data to be kept longer.

Private branch exchange systems (PBX sys-
tems)

7.14. In principle, individuals should be
informed by appropriate means whenever
data resulting from the use of a telephone
are collected and processed by the opera-
tor of the private branch exchange. The
data stored should be erased immediately
on payment of the invoice.

7.15. The principles laid down in Recom-
mendation No. R (89) 2 on the protection
of personal data used for employment pur-
poses apply to the operation by employers
of telephone call logging systems at their
places of work.

Calling-line identification

7.16. The introduction of a service
feature permitting the display of the tele-
phone number of an incoming call on the
called subscriber’s terminal should be ac-
companied by information to all subscrib-
ers that this feature is now available to
some subscribers, and therefore that the
possibility exists that their telephone
number may be disclosed to the called
subscriber.

The introduction of this feature
should be accompanied by the possibility
of the calling party to prevent in a simple
manner the disclosure of their telephone
number to the called party.

7.17. Domestic law should determine the
conditions and safeguards under which
network operators are authorised or
obliged to override the decision of a calling
party to suppress the display of his number
on the called party’s terminal.

Call forwarding

7.18. Consideration should be given to
mechanisms whereby a third party sub-
scriber may seek cancellation of call for-
warding in case of dispute.

7.19. Where, in accordance with the pro-
visions of Principle 2.4 relating to inter-
ception of communications, the surveil-
lance or interception of incoming and out-
going calls of a subscriber has been
authorised, the surveillance or intercep-
tion measures should not extend to all in-
coming calls on the terminal of a third
party subscriber but only to those which
have been forwarded by the former.

Mobile telephones

7.20. When providing and operating a
mobile telephone service, network opera-
tors and service providers should inform
subscribers of the risks for secrecy of cor-
respondence which may accompany the
use of mobile telephone networks, in par-
ticular in the absence of encryption of ra-
diocommunications. Means of offering
encryption possibilities or equivalent safe-
guards to subscribers to mobile telephone
networks should be found.

7.21. Consideration should be given to
the need to ensure that billing for the use
of a mobile telephone does not require the
storage of data revealing with too great a
precision the location of the subscriber or
the called party at the time of use.
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Recommendation No. R (91) 10 on the communication to third parties 
of personal data held by public bodies

Adopted by the Committee of Ministers on 9 September 1991
at the 461st meeting of the Ministers’ Deputies1

The Committee of Ministers, under
the terms of Article 15.b of the Statute of
the Council of Europe,

Considering that the aim of the
Council of Europe is to achieve greater
unity between its members;

Noting that automatic data process-
ing has enabled public bodies to store on
electronic files the data, including per-
sonal data, which they collect for the pur-
poses of discharging their functions;

Aware of the fact that new auto-
mated techniques for the storage of such
data greatly facilitates third party access to
them, thus contributing to the greater cir-
culation of information within society
which the Committee of Ministers has en-
couraged in its Recommendation No.
R(81)19 on access to information held by
public authorities as well as in its Declara-
tion of 29 April 1982 on Freedom of Ex-
pression and Information;

Believing however that automation
of data collected and stored by public
bodies makes it necessary to address its
impact on personal data or personal data
files which are collected and stored by
public bodies for the discharge of their
functions;

Noting in particular that the auto-
mation of personal data or personal data

files has increased the risk of infringement
of privacy since it allows greater access by
telematic means to personal data or per-
sonal data files held by public bodies as
well as communication of such data or
personal data files to third parties;

Mindful in this regard of the in-
creasing tendencies on the part of the
private sector to exploit for commercial
advantage the personal data or personal
data files held by public bodies as well as
the emergence of policies within public
bodies envisaging communication by elec-
tronic means of personal data or personal
data files to third parties on a commercial
basis;

Determined therefore to promote
data protection principles based on the
Convention for the protection of individu-
als with regard to automatic processing of
personal data of 28 January 1981 so as to
ensure that the communication by public
bodies of personal data or personal data
files to third parties, in particular by elec-
tronic means, has its basis in law and is ac-
companied by safeguards for the data
subject;

Noting in particular that these data
protection principles should be reflected
in the new automated context which now
characterises the communication of per-

sonal data or personal data files to third
parties under legal provisions governing
accessibility by third parties to personal
data or personal data files,

Recommends that the governments
of the member states:

i. Take account of the principles con-
tained in the appendix to this rec-
ommendation whenever personal
data or personal data files collected
and stored by public bodies may be
made accessible to third parties;

ii. Have due regard to the principles
contained in the appendix to this
recommendation in their law and
practice regarding the automation
and communication to third parties
by electronic means of personal
data or personal data files;

iii. Ensure wide circulation of the prin-
ciples contained in the appendix to
this recommendation among public
bodies;

iv. Bring the principles contained in
the appendix to this recommenda-
tion to the attention of authorities
set up under data protection legisla-
tion or legislation on access to
public sector information.

Appendix to Recommendation No. R (91) 10

1. Scope and definitions
1.1. The principles contained in this
recommendation apply to the automatic
processing of personal data which are col-
lected by public bodies and which may be
communicated to third parties.
1.2. Member states may extend the
scope of this recommendation so as to
include data relating to groups, compa-
nies, associations, etc., regardless of
whether or not they possess legal person-

ality, as well as to personal data in non-au-
tomated form.

For the purposes of this recommen-
dation
1.3. The expression personal data refers
to any information relating to an identified
or identifiable individual (data subject).
An individual shall not be regarded as
“identifiable” if the identification requires
an unreasonable amount of time, cost and
manpower.

The expression public bodies refers
to any administration, institution, estab-
lishment or other body which exercises
public service or public interest functions
as a consequence of it being attributed
with public powers.

Domestic law may broaden the
scope of the expression public bodies.

The expression files accessible to
third parties refers to files held by public
bodies containing personal data which

1. When this recommendation was adopted and in application of Article 10.2.c of the Rules of Procedure for the meetings of the Ministers’ Depu-
ties:

• the Representative of Ireland reserved the right of his Government to comply or not with principles 6.2, 6.3 paragraph 2 and 7.1 of the appendix
to the recommendation;

• the Representatives of Norway and the United Kingdom reserved the right of their Governments to comply or not with principles 6.2 and 6.3
paragraph 2 of the appendix to the recommendation,

• the Representative of Sweden reserved the right of his Government to comply or not with paragraph 6.2 of the appendix to the recommendation.
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may be communicated to the public or to
third parties having a particular interest
and which are in accordance with general
laws on access to public sector informa-
tion or freedom of information, constitu-
tional provisions as well as specific laws,
regulations or case-law which authorise
third parties to have access to information
held by public bodies including by means
of official publication.

The expression communication
refers to making files or personal data
accessible, such as by authorising their
consultation, transmitting them, dissemi-
nating them or making them available re-
gardless of the means or media used.

The expression third party refers to
legal and natural persons to whom per-
sonal data are communicated by public
bodies to the exclusion of other public
bodies.

Domestic law may broaden the
scope of the expression third parties.

2. Respect for privacy and data 
protection principles
2.1. The communication, in particular
by electronic means, of personal data or
personal data files by public bodies to third
parties should be accompanied by safe-
guards and guarantees designed to ensure
that the privacy of the data subject is not
unduly prejudiced.

In particular, the communication of
personal data or personal data files to third
parties should not take place unless:
a. a specific law so provides; or
b. the public has access thereto under
legal provisions governing access to
public-sector information; or
c. the communication is in conformity
with domestic legislation on data protec-
tion; or
d. the data subject has given his free
and informed consent.
2.2. Unless domestic law provides ap-
propriate safeguards and guarantees for
the data subject, personal data or personal
data files may not be communicated to
third parties for purposes incompatible
with those for which the data were col-
lected.
2.3. Domestic legislation on data pro-
tection should apply to the processing by a
third party of personal data communi-
cated to him by public bodies.

3. Sensitive data
3.1. Personal data falling within any of
the categories referred to in Article 6 of the

Convention for the protection of individu-
als with regard to automatic processing of
personal data should not be stored in a file
or in part of a file generally accessible to
third parties.

Any exception to this principle
should be strictly provided by law and ac-
companied by the appropriate safeguards
and guarantees for the data subject.
3.2. The provisions of Principle 3.1 are
without prejudice to the possibility of
storing in files accessible to third parties
categories of data which in other circum-
stances would be regarded as sensitive but
which concern those data subjects in
public life who perform functions which
belong to the public domain and as a result
their data are accessible to third parties.

4. Generally accessible data
4.1. The purposes for which the data
will be collected and processed in files ac-
cessible to third parties as well as the
public interest justifying their being made
accessible should be indicated in accord-
ance with domestic law and practice.
4.2. Before or at the time of the collec-
tion, data subjects should be informed in
accordance with domestic law and prac-
tice of the compulsory or optional nature
of the collection, of the legal bases and the
purposes of the collection and processing
of personal data as well as the public inter-
est justifying their being made accessible.
4.3. Public bodies should be able to
avoid the communication to third parties
of personal data which are stored in a file
accessible to the public and which concern
data subjects whose security and privacy
are particularly threatened.

5. Access to and communication of 
personal data by electronic means
5.1. The automatic processing of per-
sonal data contained in files accessible to
third parties should be carried out in ac-
cordance with domestic law.

Domestic law should lay down the
conditions governing communication of
and access to the data and, in particular,
provide the conditions governing the auto-
matic communication and on-line consul-
tation of such data.
5.2. At the time of automatic communi-
cation, technical means designed to limit
the scope of electronic interrogations or
searches should be introduced with a view
to preventing unauthorised consultation
or downloading of personal data or files
containing such data.

6. Processing by third parties of 
personal data originating in files 
accessible to third parties
6.1. Where the data subject is legally
obliged to provide his data for storage in
files accessible to third parties, the
processing of personal data by third
parties should either be subject to obtain-
ing the express and informed consent of
the data subject or be in accordance with
statutory requirements.

Where the consent requirement ap-
plies, the data subject should be able to
withdraw his consent at any time.
6.2. Where the storage of the personal
data in a file accessible to third parties is
not obligatory, the data subject should be
informed before or at the time of the col-
lection of his rights:
a. not to have his data stored in a file
accessible to third parties; or
b. to have his data stored in such a file
and communicated without however their
being processed by third parties; or
c. to object to his data continuing to
be processed by third parties; or
d. have his data deleted at any time.
6.3. If a third party creates files contain-
ing personal data obtained from files ac-
cessible to third parties, such files should
be subject to the requirements of domestic
legislation on data protection, including
the rights of the data subject.

In particular, the data subject
should be able to know of the existence of
the new file, of its purpose and of his right
to have his data erased from the file in
question.

7. File interconnection/matching
7.1. Unless permitted by domestic law
providing appropriate safeguards for the
data subject, the interconnection – in par-
ticular by means of connecting, merging
or downloading – of personal data files
consisting of personal data originating
from files accessible to third parties with a
view to producing new files, as well as the
matching or interconnection of files or
personal data held by third parties with
one or more files held by public bodies so
as to enrich the existing files or data,
should be prohibited.

8. Transborder data flows
8.1. The principles of this Recommen-
dation are applicable to the transborder
communication of personal data which are
collected by public bodies and which may
be communicated to third parties. 



Recommendation No. R (91) 10 on the communication to third parties of personal data held by public bodies

Compilation of Council of Europe texts 61

8.2. The transborder communication of
personal data to third parties residing in a
State which has ratified Convention No.
108 and which thus has a data protection
law should not be subjected to special con-
ditions concerning the protection of pri-
vacy. 
8.3. Where the principle of equivalent
protection is respected, no restriction
should be placed on the transborder com-
munication of personal data to third
parties residing in a State which has not
ratified Convention No. 108 but which has
legal provisions which are in conformity
with the principles of that Convention and
of this Recommendation. 
8.4. Unless otherwise provided for by
domestic law, the transborder communi-
cation of personal data to third parties re-

siding in a State the legal provisions of
which are not in conformity with Conven-
tion No. 108 or with this Recommendation
should not as a rule occur unless: 

a. necessary measures, including of a
contractual nature, to respect the princi-
ples of the Convention and this Recom-
mendation have been taken and the data
subject has the possibility to object to
communication, or 

b. the data subject has given his free
and informed consent in writing and has
the possibility to withdraw his consent at
any time. 

8.5. Measures should be taken to avoid
personal data or files containing such data
from being subjected to automatic trans-
border communication to third parties

without the knowledge of the data sub-
jects.

9. Co-ordination/co-operation

Where general legislation govern-
ing access to public-sector information
provides for the establishment of a super-
visory body to implement such legislation
and there exists at the same time general
data protection legislation with a separate
authority responsible for the implementa-
tion of that legislation, the respective au-
thorities should come to an arrangement
designed to facilitate the exchange of in-
formation relating to the conditions gov-
erning communication of personal data
originating in files accessible to third par-
ties.
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Recommendation No. R (90) 19 on the protection of personal data used for 
payment and other related operations

Adopted by the Committee of Ministers on 13 September 1990
at the 443rd meeting of the Ministers’ Deputies1

The Committee of Ministers, under
the terms of Article 15.b of the Statute of
the Council of Europe,

Considering that the aim of the
Council of Europe is to achieve a greater
unity among its members;

Aware of the increasing use of auto-
mated data processing in the area of
means of payment and other related oper-
ations and the advantages to be gained;

Aware of the increasing use of auto-
mated data processing by bodies providing
financial services, some of which are not
necessarily banks;

Believing that the use of automated
data processing in the area of means of
payment and other related operations may
entail risks to the privacy of the individual;

Believing moreover that notwith-
standing the increasing use of automated
data processing in the area of means of
payment and other related operations, in-

dividuals should not be compelled to make
use of electronic means of payment, so al-
lowing them the possibility of keeping to a
minimum the amount of personal data
which is disclosed in the course of transac-
tions;

Recognising that the provisions of
the Convention for the protection of indi-
viduals with regard to automatic process-
ing of personal data of 28 January 1981
apply to the automated data processing ac-
tivities of bodies providing financial serv-
ices;

Believing, however, that it is appro-
priate to apply more specifically the
general provisions of the Convention so as
to adapt them to the particular require-
ments of the types of operations referred
to above;

Bearing in mind the international
character of certain of these operations
and the transborder flows of personal data

to which they give rise, and which makes it
necessary to promote an equivalent level
of data protection in all the member states
of the Council of Europe, 

Recommends that the Govern-
ments of member states:

• take account in their domestic law
and practice in the area of means of
payment and other related opera-
tions of the principles and guide-
lines annexed to this
recommendation;

• bring this recommendation to the
attention of the competent authori-
ties in the field of data protection as
well as to the attention of bodies
providing means of payment, bene-
ficiaries and communications
network operators or their repre-
sentatives.

Appendix to Recommendation No. R (90) 19

1. Scope and definitions
1.1. The principles contained in this
recommendation apply to the automated
processing of personal data linked to the
provision of means of payment and of their
use for payment or other related opera-
tions.

In addition, these principles apply
to all parties involved in those operations
(beneficiaries, bodies providing means of
payment and communications network
operators).
1.2. For the purposes of this recommen-
dation:
• The expression personal data

covers any information relating to
an identified or identifiable individ-
ual. An individual shall not be
regarded as “identifiable” if identifi-
cation requires an unreasonable
amount of time, cost and man-
power.

• The expression means of payment
covers all payment instruments and

other media for payment orders, in
particular cheques, giro orders and
payment cards as well as all other
types of debit orders and credit
orders whether or not initiated by
an electronic signal.

• The expression beneficiary includes
all legal and natural persons who
benefit from payment or other
related operations, and in particular
traders, retailers and service provid-
ers to the exclusion of the individual
consumer.

• The expression bodies providing
means of payment covers all
banking and non-banking under-
takings which provide or manage
means of payment whether regu-
larly or intermittently.
Undertakings which receive in-
structions from the main providing
body to provide or manage means of
payment are also covered. .

• The expression communications
network operator refers to the body
which provides the transmission for
processing the data which are used
to carry out the payment or other
related operation.

2. Respect for privacy
Respect for privacy shall be secured

during the collection, storage, use, com-
munication and conservation of personal
data linked to the provision or use of a
means of payment. For that purpose,
bodies providing means of payment, bene-
ficiaries, and communications network
operators shall take the necessary meas-
ures so as to secure the confidentiality of
those personal data.

3. Collection and storage of data
3.1. In regard to the provision of a
means of payment, personal data should
only be collected and stored by the body
providing the means of payment insofar as
such data are necessary for making the

1. When this recommendation was adopted, the Representative of the United Kingdom, in application of Article 10.2.c of the Rules of Procedure for
meetings of the Ministers’ Deputies, reserved the right of his government to comply or not with the following paragraphs of the appendix to the
Recommendation: 3.3, 3.4, 5.1.c and 7.1.



Recommendation No. R (90) 19 on the protection of personal data used for payment and other related operations

Compilation of Council of Europe texts 63

means of payment available as well as the
services linked to its use, including verifi-
cation activities.
3.2. In accordance with provisions of
domestic law, the body providing a means
of payment should be able to entrust the
collection, storage and processing of these
data to a contractor insofar as the latter is
instructed not to use the data for other
purposes.
3.3. In principle, personal data should
only be collected from the individual con-
cerned. Where other sources need to be
consulted, the individual should, prior to
consultation, be fully informed about the
categories of sources which may be con-
sulted, as well as the consequences attach-
ing to a refusal or withdrawal of consent.
3.4. Personal data may only be collected
and stored by the beneficiary for the pur-
poses of verifying the identity of the holder
of the means of payment and for the deter-
mination of the validity and lawful nature
of the payment or other related operation.
3.5. When an operation is carried out
with a means of payment, the personal
data relating to this operation should only
be collected and stored by bodies provid-
ing means of payment to the extent neces-
sary for validation and proof of the opera-
tion as well as for carrying out the services
and fulfilment of any obligation laid down
by domestic law associated with its use.
3.6. Payment systems should be de-
signed in such a way as to avoid, in the
course of a payment or other related oper-
ation, personal data which are not neces-
sary for the accomplishment of the pur-
poses set out in principles 3.1 and 3.5 re-
spectively being communicated to the
body providing the means of payment and
personal data which are not necessary for
the accomplishment of the purposes set
out in principle 3.4 being retained by the
beneficiary.
3.7. The communications network op-
erator should be able to collect and store
only those personal data which are neces-
sary for carrying out the services which he
provides, or which are necessary for the
purposes of proof and billing of such serv-
ices.
3.8. The processing of personal data re-
lating to the criminal convictions of an in-
dividual should only be carried out where
the data are of such a nature that they are
clearly justified for determining the suita-
bility of that individual for receipt or con-
tinued use of a means of payment, and
provided the individual has given his

express and informed consent or the
processing is in accordance with safe-
guards laid down by domestic law.

The collection and storage of the
other categories of sensitive data referred
to in Article 6 of the Convention for the
protection of individuals with regard to
automatic processing of personal data
should not be permissible.

4. Use of data
4.1. Subject to the provisions of princi-
ple 4.2, personal data collected and stored
in accordance with principle 3 should only
be used to determine whether a means of
payment should be provided to an appli-
cant, for verification purposes, for manag-
ing the account concerned, including the
provision of statements, or to avoid abuse
in the case of loss or withdrawal of the
means of payment.
4.2. Provided that the individual is fully
informed in writing and unless he has ob-
jected, the body providing the means of
payment may use the data collected and
stored for the purposes referred to in prin-
ciples 3.1 and 3.5 for marketing and pro-
moting its range of services in regard to
him.

The individual should be informed
of the fact that if he objects to his data
being used for marketing and promotional
purposes this will not prejudice the deci-
sion to provide him with a means of
payment or to allow him to continue using
a means of payment already issued.
4.3. The interconnection of different
personal data files resulting from the
various uses of a means of payment by the
individual should only be carried out by
the body providing the means of payment
for the purposes referred to in principle
4.1 or for the marketing and making avail-
able of services which the individual has
accepted in accordance with principle 4.2.

Unless otherwise provided by do-
mestic law, or with the express and in-
formed consent of the individual, the
interconnection of different personal data
files for purposes other than those referred
to in this principle, should not be permis-
sible.
4.4. To the extent that the use of a means
of payment gives rise to sensitive data,
such data may not be used for marketing,
promotion or any other purposes.
4.5. If a multifunctional card is also,
among other things, a means of payment,
and it is used for purposes other than
those referred to in principle 1.2, sub-par-
agraph 2, it should be designed in such a

way as to make impossible access to the
type of personal data covered by this Rec-
ommendation when it is being used for
such other purposes.

5. Communication of data
5.1. Personal data collected and stored
for the purposes referred to in principles
3.1 and 4.1 may only be communicated in
the following cases:
a. in accordance with obligations laid
down by domestic law;
b. when it is necessary to protect the
essential and legitimate interests of the
body providing the means of payment;
c. with the express and informed
consent of the individual;
d. in a case of a default in payment,
where a system of reporting or recording
of such information has been set up in ac-
cordance with domestic law to increase
payment security within the sector
covered by this recommendation;
5.2. The conditions laid down in princi-
ple 5.1 shall not restrict the communica-
tion of personal data by the body provid-
ing the means of payment to contractors
acting on its behalf or to the communica-
tions network operator insofar as commu-
nication is necessary for the issue and use
of the means of payment.

6. Publicity
In accordance with domestic law

and practice, bodies providing means of
payment, as well as beneficiaries and com-
munications network operators, should
ensure that the individual is informed
about the nature of data which they store,
the purposes for which the data are stored,
the categories of persons or bodies to
whom the data may be communicated and
the legal basis for such communication.

7. Rights of access and rectification
7.1. Each individual should, on request,
be able to obtain in an intelligible form all
data concerning him including such data
as are contained on a means of payment.
7.2. He should be able to have such data
rectified or erased where they are found to
be inaccurate, irrelevant, excessive or have
been collected or stored in disregard of the
principles set out in this recommendation.
7.3. Bodies providing a means of
payment should take adequate measures
so as to ensure that the data subject is
aware of his rights in regard to his data as
laid down in principles 7.1 and 7.2, as well
as the ways and means of exercising them.
7.4. The body providing means of
payment should ensure that the data
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subject can, without unreasonable delay or
expense, exercise his right of access, in
particular, where a system of distributed
data processing involves the location of his
data on several files.

8. Security of data
8.1. Each party to the payment or other
related operation should take appropriate
organisational and technical measures so
as to safeguard the security, integrity and
confidentiality of personal data against un-
authorised access, use, communication,
alteration or distortion.
8.2. Control measures which are suffi-
cient to guarantee the protection of the
data should be provided for by beneficiar-
ies, bodies providing means of payment
and communications network operators.

In particular, they should inform
their staff of such measures and of the
need to respect them. Measures should be
taken within the organisation so as to des-
ignate by name those members of the staff
who are entitled to have access to the data.
8.3. Bodies providing means of payment
should give to their customers advice re-
garding security, including advice on how
to manage and keep safe means of
payment and codes, and the procedures to

be followed in case of loss or theft of a
means of payment.

9. Remedies

Domestic law should provide a
remedy in cases of breach of the principles
laid down in this Recommendation, in
particular where the rights laid down in
principle 7 are not respected.

10. Transborder data flows

10.1. Where the provision or use of a
means of payment requires the collection,
storage and processing of certain personal
data in two or more Parties to the Conven-
tion for the protection of individuals with
regard to automatic processing of personal
data, no obstacle should be created for the
transborder flow of such data between and
among them provided the principle of
equivalent protection is guaranteed.

10.2. If the state to which the data are to
be transferred is not a Party to the Con-
vention, respect for the principles con-
tained in this recommendation in that
state shall be regarded by the competent
authorities in Contracting Parties as a
strong justification for allowing personal
data to be transferred to that state.

11. Conservation of data
11.1. Where personal data are no longer
necessary for the accomplishment of the
purposes referred to in this recommenda-
tion, they should be deleted.
11.2. Contractors responsible for
processing data on behalf of bodies pro-
viding means of payment should not retain
them beyond the period necessary for car-
rying out their instructions.
11.3. Consideration should be given to
the desirability of providing time-limits for
the conservation of personal data once a
means of payment has been refused. Time
limits should also be drawn up so as to take
account of such matters as the need to
retain data for the period necessary for the
purpose of defending legal actions or for
furnishing proof of transactions carried
out by the individual.

12. Ensuring respect for the princi-
ples
12.1. Each state should institute a system
of supervision making it possible to secure
respect for the principles set out in this
recommendation.
12.2. For this purpose, each state should
ensure that bodies providing means of
payment are easily identifiable.
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Recommendation No. R (89) 2 on the protection of personal data used 
for employment purposes

Adopted by the Committee of Ministers on 18 January 1989
at the 423rd meeting of the Ministers’ Deputies1

The Committee of Ministers, under
the terms of Article 15.b of the Statute of
the Council of Europe,

Considering that the aim of the
Council of Europe is to achieve a greater
unity among its members;

Aware of the increasing use of auto-
matic data processing in the relations
between employers and employees, and
the corresponding advantages thereof;

Believing however that the use of
automatic data processing methods by
employers should be guided by principles
which are designed to minimise any risks
which such methods could possibly pose
for the rights and fundamental freedoms
of employees, in particular their right to
privacy;

Bearing in mind in this regard the
provisions of the Convention for the Pro-
tection of Individuals with regard to Auto-
matic Processing of Personal Data of 28
January 1981 and the desirability of adapt-
ing them to the particular requirements of
the employment sector;

Recognising also that the interests
to be borne in mind when elaborating
principles for the employment sector are
of an individual as well as collective nature;

Aware of the different traditions
which exist in the member States in regard
to regulation of different aspects of em-
ployer-employee relations, regulation by
law being only one method of regulation;

Recalling in this context Article 6 of
the European Social Charter of 18 October
1961,

Recommends that the Govern-
ments of member States:
• ensure that the principles contained

in the Recommendation are re-
flected in the application of domes-
tic legislation on data protection to
the employment sector, as well as in
other branches of the law bearing
on the use of personal data for em-
ployment purposes;

• for this purpose, ensure that the
recommendation is brought to the

attention of the authorities estab-
lished under domestic data protec-
tion legislation which are
competent to supervise implemen-
tation of such legislation;

• promote acceptance and implemen-
tation of the principles contained in
the recommendation by ensuring its
wide circulation among representa-
tive bodies of both employers and
employees.

1. Scope and definitions
1.1 The principles set out in this recom-
mendation apply to the collection and use
of personal data for employment purposes
in both the public and private sectors.

These principles apply to automati-
cally processed data as well as to other data
on employees which are held by employ-
ers, in so far as such information is neces-
sary to make automatically processed data
intelligible.

Manual processing of data should
not be used by employers in order to avoid
the principles contained in this Recom-
mendation.
1.2. Notwithstanding the principle laid
down in paragraph 1.1, second sub-para-
graph, a member state may extend the
principles of this Recommendation to
manual processing in general.
1.3. For the purposes of this Recom-
mendation:
• The expression personal data

covers any information relating to
an identified or identifiable individ-
ual. An individual shall not be
regarded as “identifiable” if identifi-
cation requires an unreasonable
amount of time, cost and man-
power.

• The expression employment pur-
poses concerns the relations
between employers and employees
which relate to recruitment of em-
ployees, fulfilment of the contract of
employment, management, includ-
ing discharge of obligations laid
down by law or laid down in collec-

tive agreements, as well as planning
and organisation of work.

1.4 Unless provisions of domestic law
exist to the contrary, the principles of this
Recommendation apply, where appropri-
ate, to the activities of employment agen-
cies, whether in the public or private
sector, which collect and use personal data
so as to enable a contract of employment
to be established between the persons reg-
istered with them and prospective em-
ployers.
1.5. This recommendation does not, to
the extent necessary for the protection of
State security, public safety and the sup-
pression of criminal offences, apply to
confidential information collected or held
by employers for employment purposes on
persons recruited for posts or who work in
jobs closely related to these matters.

2. Respect for privacy and human 
dignity of employees
2.1. Respect for the privacy and human
dignity, in particular the possibility of ex-
ercising social and individual relations at
the place of work, of the employee should
be safeguarded in the collection and use of
personal data for employment purposes.

3. Information and consultation of 
employees
3.1. In accordance with domestic law or
practice and, where appropriate, in ac-
cordance with relevant collective agree-
ments, employers should, in advance, fully
inform or consult their employees or the
representatives of the latter about the in-
troduction or adaptation of automated
systems for the collection and use of per-
sonal data of employees.

This principle also applies to the in-
troduction or adaptation of technical
devices designed to monitor the move-
ments or productivity of employees.
3.2. The agreement of employees or
their representatives should be sought
before the introduction or adaptation of
such systems or devices where the consul-
tation procedure referred to in paragraph

1. When this recommendation was adopted, the Representative of Ireland, in application of Article 10.2.c of the Rules of Procedure for the meetings
of the Ministers’ Deputies, reserved the right of his Government to restrict the scope of the recommendation solely to automated data, and to
exclude from its scope household employment and family businesses where employment is confined to members of the family.
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3.1 reveals a possibility of infringement of
employees’ right to respect for privacy and
human dignity unless domestic law or
practice provides other appropriate safe-
guards.

4. Collection of data
4.1. Personal data should in principle be
obtained from the individual employee.
The individual concerned should be in-
formed when it is appropriate to consult
sources outside the employment relation-
ship.
4.2. Personal data collected by employ-
ers for employment purposes should be
relevant and not excessive bearing in mind
the type of employment as well as the
evolving information needs of the em-
ployer.
4.3. In the course of a recruitment pro-
cedure the data collected should be
limited to such as are necessary to evaluate
the suitability of prospective candidates
and their career potential.

In the course of such a procedure,
personal data should be obtained solely
from the individual concerned. Subject to
provisions of domestic law, sources other
than the individual may only be consulted
with his consent or if he has been in-
formed in advance of this possibility.
4.4. Recourse to tests, analyses and
similar procedures designed to assess the
character or personality of the individual
should not take place without his consent
or unless domestic law provides other ap-
propriate safeguards. If he so wishes, he
should be informed of the results of these
tests.

5. Storage of data
5.1. The storage of personal data is per-
missible only if the data have been col-
lected in accordance with the rules out-
lined in paragraph 4 and if the storage is
intended to serve employment purposes.
5.2. The data stored should be accurate,
where necessary kept up-to-date and rep-
resent faithfully the situation of the em-
ployee. They should not be stored or
coded in a way that would infringe an em-
ployee’s rights by allowing him to be char-
acterised or profiled without his knowl-
edge.
5.3. Where judgmental data are stored
relating to the performance or potential of
individual employees, such data should be
based on fair and honest evaluations and
must not be insulting in the way they are
formulated.

6. Internal use of data
6.1. Personal data collected for employ-
ment purposes should only be used by em-
ployers for such purposes.
6.2. Where data are to be used for em-
ployment purposes other than the one for
which they were originally collected, ade-
quate measures should be taken to avoid
misinterpretation of the data in the differ-
ent context and to ensure that they are not
used in a manner incompatible with the
original purpose. Where important deci-
sions affecting the employee are to be
taken based on data so used, he should be
informed.
6.3. The interconnection of files con-
taining personal data collected and stored
for employment purposes is subject to the
provisions of paragraph 6.2.

7. Communication of data to em-
ployees’ representatives

In accordance with domestic law
and practice or the terms of collective
agreements personal data may be commu-
nicated to employees’ representatives in so
far as such data are necessary to allow
them to represent the interests of the em-
ployees.

8. External communication of data
8.1. Personal data collected for employ-
ment purposes should be communicated
to public bodies for the purposes of their
official functions only within the limits of
employers’ legal obligations or in accord-
ance with other provisions of domestic
law.
8.2. The communication of personal
data to public bodies for purposes other
than the exercise of their official functions
or to parties other than public bodies, in-
cluding enterprises in the same group,
should only take place:
a. where the communication is neces-
sary for employment purposes which are
not incompatible with the purposes for
which the data were originally collected
and where employees or their representa-
tives are informed of this; or
b. with the express and informed
consent of the individual employee; or
c. if the communication is authorised
by domestic law.

9. Transborder data flows
Transborder transfers of personal

data collected and stored for employment
purposes should be subject to the princi-
ples stated in paragraphs 6 and 8.

10. Particular categories of data
10.1. Personal data relating to racial
origin, political opinions, religious or
other beliefs, sexual life or criminal con-
victions referred to in Article 6 of the Con-
vention for the protection of individuals
with regard to automatic processing of
personal data should only be collected and
stored in particular cases within the limits
laid down by domestic law and in accord-
ance with appropriate safeguards provided
therein. In the absence of such safeguards,
such data should only be collected and
stored with the express and informed
consent of the employees.
10.2. An employee or job applicant may
only be asked questions concerning his
state of health and be medically examined
in order:
a. to determine the suitability of an
employee or job applicant for his present
or future employment;
b. to fulfil the requirements of preven-
tive medicine; or
c. to grant social benefits.
10.3. Health data may not be collected
from sources other than the employee
concerned except with his express and in-
formed consent or in accordance with pro-
visions of domestic law.
10.4. Health data covered by medical
secrecy should only be stored by personnel
who are bound by rules on medical se-
crecy. The information should only be
communicated to other members of the
personnel administration if it is indispen-
sable for decision-making by the latter and
in accordance with provisions of domestic
law.
10.5. Health data covered by medical
secrecy should be stored separate from
other categories of personal data held by
the employer. Security measures should be
taken to prevent persons outside the
medical service having access to the data.
10.6. The data subject’s right of access to
his health data should not be restricted
unless access to such data could cause
serious harm to the data subject, in which
case the data may be communicated to
him through a doctor of his choice.

11. Publicity in regard to personal 
data
11.1. Information concerning personal
data held by the employer should be made
available either to the employee concerned
directly or through the intermediary of his
representatives or brought to his notice
through other appropriate means.
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This information should specify the
main purposes of storing the data, the sort
of data stored, the categories of persons or
bodies to whom the data are regularly
communicated and the purposes and legal
basis of such communication.
11.2. The information should also refer to
the rights of the employee in regard to his
data as provided for in paragraph 12 of this
recommendation as well as the ways and
means of exercising the right of access.

12. Right of access and rectifica-
tion
12.1. Each employee should on request
be enabled to have access to all personal
data held by his employer which concern
him and, as the case may be, to have such
data rectified or erased where they are
held contrary to the principles set out in
this Recommendation. In the case of judg-
mental data, each employee should have
the right in accordance with domestic law
to contest the judgment.
12.2. Exercise of the rights referred to in
paragraph 12.1 may in the case of an inter-
nal investigation conducted by the em-

ployer be deferred until the close of the in-
vestigation if the result of the investigation
would be otherwise threatened.
12.3. When an employee is faced with a
decision based on automatic processing of
data held by an employer, he should have
the right to satisfy himself that the data
have been lawfully processed.
12.4. Except where provisions of domes-
tic law exist to the contrary, an employee
should be entitled to designate a person of
his choice to assist him in the exercise of
the right of access or to exercise the right
on his behalf.
12.5. If access to data is refused or if a
request for rectification or erasure is
denied, domestic law should provide a
remedy.

13. Security of data
13.1. Employers or firms which may
process data on their behalf should imple-
ment adequate technical and organisa-
tional measures designed to ensure the se-
curity and confidentiality of personal data
stored for employment purposes against

unauthorised access, use, communication
or alteration.
13.2. The personnel administration, as
well as any other person engaged in
processing the data, should be kept in-
formed of such measures and of the need
to respect them.

14. Conservation of data
14.1. Personal data should not be stored
by an employer for a period longer than is
justified by the purposes outlined in para-
graph 1.3 or is required in the interests of a
present or former employee.
14.2. Personal data submitted in further-
ance of a job application should normally
be deleted as soon as it becomes clear that
an offer of employment will not be made.
14.3. Where such data are stored with a
view to a further job application, the data
should be deleted if the candidate con-
cerned so requests.

Where it is necessary to store data
submitted in furtherance of a job applica-
tion for the purpose of defending legal ac-
tions, the data should only be stored for a
reasonable period.
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Recommendation No. R (87) 15 regulating the use of personal data 
in the police sector

Adopted by the Committee of Ministers on 17 September 1987
at the 410th meeting of the Ministers’ Deputies1

The Committee of Ministers, under
the terms of Article 15.i of the Statute of
the Council of Europe,

Considering that the aim of the
Council of Europe is to achieve a greater
unity between its members;

Aware of the increasing use of auto-
matically processed personal data in the
police sector and of the possible benefits
obtained through the use of computers
and other technical means in this field;

Taking account also of concern
about the possible threat to the privacy of

the individual arising through the misuse
of automated processing methods;

Recognising the need to balance the
interests of society in the prevention and
suppression of criminal offences and the
maintenance of public order on the one
hand and the interests of the individual
and his right to privacy on the other;

Bearing in mind the provisions of
the Convention for the Protection of Indi-
viduals with regard to Automatic Process-
ing of Personal Data of 28 January 1981
and in particular the derogations permit-
ted under Article 9;

Aware also of the provisions of
Article 8 of the Convention for the Protec-
tion of Human Rights and Fundamental
Freedoms,

Recommends the governments of
member states to:
• be guided in their domestic law and

practice by the principles appended
to this Recommendation, and

• ensure publicity for the provisions
appended to this Recommendation
and in particular for the rights
which its application confers on in-
dividuals.

Appendix to Recommendation No. R (87) 15

Scope and definitions
The principles contained in this

recommendation apply to the collection,
storage, use and communication of per-
sonal data for police purposes which are
the subject of automatic processing.

For the purposes of this recommen-
dation, the expression personal data
covers any information relating to an iden-
tified or identifiable individual. An indi-
vidual shall not be regarded as
“identifiable” if identification requires an
unreasonable amount of time, cost and
manpower.

The expression for police purposes
covers all the tasks which the police au-
thorities must perform for the prevention

and suppression of criminal offences and
the maintenance of public order.

The expression responsible body
(controller of the file) denotes the author-
ity, service or any other public body which
is competent according to national law to
decide on the purpose of an automated
file, the categories of personal data which
must be stored and the operations which
are to be applied to them.

A member state may extend the
principles contained in this Recommenda-
tion to personal data not undergoing auto-
matic processing.

Manual processing of data should
not take place if the aim is to avoid the pro-
visions of this recommendation.

A member state may extend the
principles contained in this Recommenda-
tion to data relating to groups of persons,
associations, foundations, companies, cor-
porations or any other body consisting di-
rectly or indirectly of individuals, whether
or not such bodies possess legal personal-
ity. 

The provisions of this Recommen-
dation should not be interpreted as limit-
ing or otherwise affecting the possibility
for a member state to extend, where ap-
propriate, certain of these principles to the
collection, storage and use of personal
data for purposes of state security.

Basic principles
Principle 1 – Control and notifica-
tion
1.1. Each member state should have an
independent supervisory authority

outside the police sector which should be
responsible for ensuring respect for the
principles contained in this recommenda-
tion.

1.2. New technical means for data
processing may only be introduced if all
reasonable measures have been taken to
ensure that their use complies with the

1. When this recommendation was adopted: 
• in accordance with Article 10.2.c of the Rules of Procedure for the meetings of the Ministers’ Deputies, the Representative of Ireland reserved the

right of his Government to comply with it or not, the Representative of the United Kingdom reserved the right of her Government to comply or
not with Principles 2.2 and 2.4 of the recommendation, and the Representative of the Federal Republic of Germany reserved the right of his Gov-
ernment to comply or not with principle 2.1 of the recommendation;

• in accordance with Article 10.2.d of the said Rules of Procedure, the Representative of Switzerland abstained, stating that he reserved the right of
his Government to comply with it or not and underlining that his abstention should not be interpreted as expressing disapproval of the Recom-
mendation as a whole.
By letter of 10 December 1997 the Irish Government notified the Secretariat of its decision to limit the reservation made at the time of the adop-
tion of the recommendation to three provisions thereof, viz, Principle 2.2, Principle 2.3, and Principle 2.4.
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spirit of existing data protection legisla-
tion.
1.3. The responsible body should
consult the supervisory authority in
advance in any case where the introduc-
tion of automatic processing methods
raises questions about the application of
this Recommendation.
1.4. Permanent automated files should
be notified to the supervisory authority.
The notification should specify the nature
of each file declared, the body responsible
for its processing, its purposes, the type of
data contained in the file and the persons
to whom the data are communicated.

Ad hoc files which have been set up
at the time of particular inquiries should
also be notified to the supervisory author-
ity either in accordance with the condi-
tions settled with the latter, taking account
of the specific nature of these files, or in
accordance with national legislation.

Principle 2 – Collection of data
2.1. The collection of personal data for
police purposes should be limited to such
as is necessary for the prevention of a real
danger or the suppression of a specific
criminal offence. Any exception to this
provision should be the subject of specific
national legislation.
2.2. Where data concerning an individ-
ual have been collected and stored without
his knowledge, and unless the data are de-
leted, he should be informed, where prac-
ticable, that information is held about him
as soon as the object of the police activities
is no longer likely to be prejudiced.
2.3. The collection of data by technical
surveillance or other automated means
should be provided for in specific provi-
sions.
2.4. The collection of data on individu-
als solely on the basis that they have a par-
ticular racial origin, particular religious
convictions, sexual behaviour or political
opinions or belong to particular move-
ments or organisations which are not pro-
scribed by law should be prohibited. The
collection of data concerning these factors
may only be carried out if absolutely nec-
essary for the purposes of a particular in-
quiry.

Principle 3 – Storage of data
3.1. As far as possible, the storage of
personal data for police purposes should
be limited to accurate data and to such
data as are necessary to allow police bodies
to perform their lawful tasks within the

framework of national law and their obli-
gations arising from international law.
3.2. As far as possible, the different cat-
egories of data stored should be distin-
guished in accordance with their degree of
accuracy or reliability and, in particular,
data based on facts should be distin-
guished from data based on opinions or
personal assessments.
3.3. Where data which have been col-
lected for administrative purposes are to
be stored permanently, they should be
stored in a separate file. In any case, meas-
ures should be taken so that administrative
data are not subject to rules applicable to
police data.

Principle 4 – Use of data by the 
police
4. Subject to Principle 5, personal data
collected and stored by the police for
police purposes should be used exclusively
for those purposes.

Principle 5 – Communication of 
data

5.1. Communication within the police 
sector

The communication of data
between police bodies to be used for police
purposes should only be permissible if
there exists a legitimate interest for such
communication within the framework of
the legal powers of these bodies.

5.2.i. Communication to other public 
bodies

Communication of data to other
public bodies should only be permissible
if, in a particular case:
a. there exists a clear legal obligation
or authorisation, or with the authorisation
of the supervisory authority, or if
b. these data are indispensable to the
recipient to enable him to fulfil his own
lawful task and provided that the aim of
the collection or processing to be carried
out by the recipient is not incompatible
with the original processing, and the legal
obligations of the communicating body
are not contrary to this.

5.2.ii. Furthermore, communication to 
other public bodies is exceptionally per-
missible if, in a particular case:
a. the communication is undoubtedly
in the interest of the data subject and
either the data subject has consented or
circumstances are such as to allow a clear
presumption of such consent, or if

b. the communication is necessary so
as to prevent a serious and imminent
danger.

5.3.i. Communication to private parties
The communication of data to

private parties should only be permissible
if, in a particular case, there exists a clear
legal obligation or authorisation, or with
the authorisation of the supervisory au-
thority.

5.3.ii. Communication to private parties 
is exceptionally permissible if, in a partic-
ular case:
a. the communication is undoubtedly
in the interest of the data subject and
either the data subject has consented or
circumstances are such as to allow a clear
presumption of such consent, or if
b. the communication is necessary so
as to prevent a serious and imminent
danger.

5.4. International communication

Communication of data to foreign
authorities should be restricted to police
bodies. It should only be permissible:
a. if there exists a clear legal provision
under national or international law,
b. in the absence of such a provision, if
the communication is necessary for the
prevention of a serious and imminent
danger or is necessary for the suppression
of a serious criminal offence under ordi-
nary law, and provided that domestic reg-
ulations for the protection of the person
are not prejudiced.

5.5.i. Requests for communication
Subject to specific provisions con-

tained in national legislation or in interna-
tional agreements, requests for
communication of data should provide in-
dications as to the body or person request-
ing them as well as the reason for the
request and its objective.

5.5.ii. Conditions for communication
As far as possible, the quality of data

should be verified at the latest at the time
of their communication. As far as possible,
in all communications of data, judicial de-
cisions, as well as decisions not to prose-
cute, should be indicated and data based
on opinions or personal assessments
checked at source before being communi-
cated and their degree of accuracy or reli-
ability indicated.

If it is discovered that the data are
no longer accurate and up to date, they
should not be communicated. If data
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which are no longer accurate or up to date
have been communicated, the communi-
cating body should inform as far as possi-
ble all the recipients of the data of their
nonconformity.

5.5.iii. Safeguards for communication
The data communicated to other

public bodies, private parties and foreign
authorities should not be used for pur-
poses other than those specified in the
request for communication.

Use of the data for other purposes
should, without prejudice to paragraphs
5.2 to 5.4 of this principle, be made subject
to the agreement of the communicating
body.

5.6. Interconnection of files and on-
line access to files

The interconnection of files with
files held for different purposes is subject
to either of the following conditions:
a. the grant of an authorisation by the
supervisory body for the purposes of an
inquiry into a particular offence, or
b. in compliance with a clear legal pro-
vision.

Direct access/on-line access to a file
should only be allowed if it is in accord-
ance with domestic legislation which
should take account of Principles 3 to 6 of
this recommendation.

Principle 6 – Publicity, right of 
access to police files, right of recti-
fication and right of appeal
6.1. The supervisory authority should
take measures so as to satisfy itself that the
public is informed of the existence of files
which are the subject of notification as
well as of its rights in regard to these files.

Implementation of this principle should
take account of the specific nature of ad
hoc files, in particular the need to avoid
serious prejudice to the performance of a
legal task of the police bodies.
6.2. The data subject should be able to
obtain access to a police file at reasonable
intervals and without excessive delay in ac-
cordance with the arrangements provided
for by domestic law.
6.3. The data subject should be able to
obtain, where appropriate, rectification of
his data which are contained in a file.

Personal data which the exercise of
the right of access reveals to be inaccurate
or which are found to be excessive, inaccu-
rate or irrelevant in application of any of
the other principles contained in this Rec-
ommendation should be erased or cor-
rected or else be the subject of a corrective
statement added to the file.

Such erasure or corrective meas-
ures should extend as far as possible to all
documents accompanying the police file
and, if not done immediately, should be
carried out, at the latest, at the time of sub-
sequent processing of the data or of their
next communication.
6.4. Exercise of the rights of access, rec-
tification and erasure should only be re-
stricted insofar as a restriction is indispen-
sable for the performance of a legal task of
the police or is necessary for the protec-
tion of the data subject or the rights and
freedoms of others.

In the interests of the data subject, a
written statement can be excluded by law
for specific cases.
6.5. A refusal or a restriction of those
rights should be reasoned in writing. It
should only be possible to refuse to com-

municate the reasons insofar as this is in-
dispensable for the performance of a legal
task of the police or is necessary for the
protection of the rights and freedoms of
others.
6.6. Where access is refused, the data
subject should be able to appeal to the su-
pervisory authority or to another inde-
pendent body which shall satisfy itself that
the refusal is well founded.

Principle 7 – Length of storage and 
updating of data
7.1. Measures should be taken so that
personal data kept for police purposes are
deleted if they are no longer necessary for
the purposes for which they were stored.

For this purpose, consideration
shall in particular be given to the following
criteria: the need to retain data in the light
of the conclusion of an inquiry into a par-
ticular case; a final judicial decision, in
particular an acquittal; rehabilitation;
spent convictions; amnesties; the age of
the data subject; particular categories of
data. 
7.2. Rules aimed at fixing storage
periods for the different categories of per-
sonal data as well as regular checks on
their quality should be established in
agreement with the supervisory authority
or in accordance with domestic law.

Principle 8 – Data security
8. The responsible body should take
all the necessary measures to ensure the
appropriate physical and logical security
of the data and prevent unauthorised
access, communication or alteration.

The different characteristics and
contents of files should, for this purpose,
be taken into account.



Recommendation No. R (86) 1 on the protection of personal data used for social security purposes

Compilation of Council of Europe texts 71

Recommendation No. R (86) 1 on the protection of personal data used 
for social security purposes

Adopted by the Committee of Ministers on 23 January 1986
at the 392nd meeting of the Ministers’ Deputies

The Committee of Ministers, under
the terms of Article 15.b of the Statute of
the Council of Europe,

Considering that the aim of the
Council of Europe is to achieve a greater
unity between its member states;

Bearing in mind the provisions of
the Convention for the Protection of Indi-
viduals with regard to Automatic Process-
ing of Personal Data, of 28 January 1981;

Aware of the need to protect the
privacy of the individual in relation to the
increased used of data processing in the
field of social security;

Noting the high proportion of the
population of the member states which is

affected by the social security system, and
the consequential volume of information
at the disposal of social security institu-
tions, some of which is sensitive;

Bearing in mind that the increased
mobility of labour necessitates co-opera-
tion between social security institutions in
different member states and a correspond-
ing exchange of social security informa-
tion across national frontiers;

Realising that the use of personal
data is indispensable to the effective ad-
ministration of the social security system;

Considering that a balance should
be struck between the need for the use of
personal data in the social security sector

on the one hand, and on the other hand the
necessary protection of the individual, es-
pecially when automatic data processing is
involved,

Recommends that the governments
of the member states:
• take as their basis, in their domestic

law and practice concerning the use
of personal data for social security
purposes, the principles and guide-
lines set out in the appendix to this
recommendation;

• ensure that this recommendation is
widely circulated to the authorities
responsible for administering the
social security system.

Appendix to Recommendation No. R (86) 1

Principles and guidelines

1. Scope and definitions
1.1. The principles and guidelines in this
appendix apply to the use of personal data
for social security purposes within the
meaning of paragraph 1.2 in both the
public and private sectors when such data
are processed automatically.
1.2. For the purposes of this recommen-
dation:
• personal data means any informa-

tion relating to an identified or
identifiable individual. An individ-
ual shall not be regarded as “identi-
fiable” if identification requires an
unreasonable amount of time, cost
and manpower;

• the expression social security pur-
poses comprises all the tasks which
social security institutions perform
in regard to the following categories
of benefits: sickness and maternity
benefits; invalidity benefits; old-age
benefits; survivors’ benefits; bene-
fits in respect of occupational inju-
ries and diseases; death grants;
unemployment benefits; family
benefits.

1.3. The member states may extend this
recommendation to other benefits
whether administered on a contributory
or non-contributory basis as well as to
data processed manually.

2. Respect for privacy
2.1. Respect for the privacy of individu-
als should be guaranteed in the collection,
storage, use, transfer and conservation of
personal data used for social security pur-
poses.
2.2. Appropriate measures of control
sufficient to guarantee the protection of
the data should be provided for in each of
the social security institutions.

3. Collection and storage of the data
3.1. Collection and storage of personal
data for social security purposes should be
limited to such as are necessary to enable
social security institutions concerned to
accomplish their tasks.

The collection and storage of data of
a sensitive nature should be carried out
only within the limits laid down by domes-
tic law. Furthermore, the collection and
storage of personal data concerning racial
origin, political opinions or religious or
other beliefs should not be permitted
unless absolutely necessary for the admin-
istration of a particular benefit.
3.2. Wherever possible, personal data
should be obtained by the social security
institutions from the person concerned.
3.3. Social security institutions may, if
appropriate, consult other sources as pro-
vided for by domestic law. However, per-
sonal data of a sensitive nature may be ob-
tained from other sources only with the in-

formed and express consent of the person
concerned or in accordance with other
safeguards laid down by domestic law.
3.4. Each social security institution
should be required to draw up a list, which
should be given adequate publicity, of the
categories of data stored as well as the cat-
egories of persons covered by the data, the
purposes for which they require those
data, the authorities to which they regu-
larly communicate data, and the catego-
ries of data so communicated.

4. Use of the data
4.1. Personal data obtained by a social
security institution for the accomplish-
ment of a certain task may be used for
other social security purposes within its
competence.
4.2. Exchange of personal data between
social security institutions should be per-
missible to the extent necessary for the ac-
complishment of their tasks.
4.3. Personal data should not be com-
municated outside the framework of social
security for other than social security pur-
poses except with the informed consent of
the person concerned or in accordance
with other guarantees laid down by do-
mestic law.

5. Social security numbers
5.1. The introduction or use of a single
uniform social security number or similar
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means of identification should be accom-
panied by adequate safeguards provided
for by domestic law.

6. Access of the person concerned to the 
data
6.1. Subject to provisions of national law
concerning medical data or scientific re-
search and statistics, the right of the indi-
vidual to obtain and rectify data concern-
ing him should not be restricted unless
this is necessary for the suppression of
fraud or abuse of the social security system
or for the protection of the rights and
freedoms of others.
6.2. Adequate publicity should be given
to the ways and means of exercising the
aforementioned right.

7. Data security
7.1. Each social security institution
should implement adequate technical and
organisational measures to ensure the se-
curity and confidentiality of personal data
used for social security purposes.

7.2. The personnel of the social security
institution and any other person partici-
pating in the processing of the data should
be kept informed of such measures and the
need to respect them.

8. Transborder flows of personal data 
used for social security purposes

8.1. The transborder transfer of per-
sonal data between social security institu-
tions should be permitted to the extent
necessary for the accomplishment of their
tasks in application of international legal
instruments relating to the social security
sector.

8.2. The provisions of paragraphs 4.1,
4.2 and 4.3 are applicable to personal data
which are subject to transborder flows.
Wherever necessary, additional safe-
guards should be provided so that respect
for the privacy of the person concerned is
guaranteed in the state to which personal
data are transferred.

9. Conservation of data

9.1. Personal data should not be held by
a social security institution for a period
longer than is justified by the accomplish-
ment of its task or is required in the inter-
est of the person concerned.

9.2. Storage periods should be laid down
in respect of each category of benefit
having regard to the particular features of
that benefit, the data necessary for deter-
mining other types of benefit and the sen-
sitivity of the personal data which it in-
volves.

9.3. Where, however, in the interests of
historical research, scientific research or
statistics it is desirable to conserve per-
sonal data that are no longer used for
social security purposes, the data should
whenever possible be rendered anony-
mous. If it should prove necessary to keep
the data in an identifiable form, adequate
security measures should be taken within
the bodies ultimately handling such data.
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Recommendation No. R (85) 20 on the protection of personal data 
used for the purposes of direct marketing

Adopted by the Committee of Ministers on 25 October 1985
at the 389th meeting of the Ministers’ Deputies1

The Committee of Ministers, under
Article 15.b of the Statute of the Council of
Europe,

Considering that the aim of the
Council of Europe is to achieve greater
unity between its member states;

Convinced that it is desirable to
apply the basic principles of the Conven-
tion for the Protection of Individuals with
regard to Automatic Processing of Per-
sonal Data, bearing in mind the require-
ments of particular sectors of activity;

Aware of the need to protect the
privacy of the individual in the face of the

growing use of data processing in direct
marketing;

Convinced that the use of personal
data is essential to the maintenance and
development of direct marketing;

Recognising that the direct market-
ing sector is developing its own rules to
protect individuals’ rights and interests;

Considering that it is appropriate to
promote in this sector the formulation of
rules, whether they are legally binding or
self-regulatory,

Recommends that the governments
of the member states:

• take account, in their domestic law
and practice concerning the use of
personal data for direct marketing
purposes, of the guidelines set out
in the appendix to this recommen-
dation;

• ensure that this recommendation is
widely circulated and promote
awareness and knowledge of data
protection in this field.

Appendix to Recommendation No. R (85) 20

Guidelines

1. Scope and definitions
1.1. The guidelines in this appendix
apply to the use of personal data for direct
marketing purposes when such data are
undergoing automatic processing.
1.2. For the purposes of this recommen-
dation:
• Personal data means any informa-

tion relating to an identified or
identifiable individual (data sub-
ject). An individual shall not be re-
garded as “identifiable” if the
identification requires an unreason-
able amount of time, cost and man-
power.

• Direct marketing comprises all ac-
tivities which make it possible to
offer goods or services or to trans-
mit any other messages to a
segment of the population by post,
telephone or other direct means
aimed at informing or soliciting a
response from the data subject as
well as any service ancillary thereto.

2. The collection of data for direct market-
ing purposes
2.1. Any person, when drawing up mar-
keting lists, especially lists of names and
addresses for his own marketing purposes,
should be able to make use of data derived

from previous relations with actual or pro-
spective customers or contributors.
2.2. Subject to any restrictions laid
down by domestic law, any person should
be able to collect personal data for direct
marketing purposes from files open to the
public and other published material.
2.3. The collection of names and ad-
dresses of private persons from other
private persons for purposes of enlarging
marketing lists should be permissible only
if carried out in compliance with appropri-
ate safeguards designed to protect the
privacy of the person concerned. Domes-
tic legislation may prohibit this practice or
make it subject to more restrictive condi-
tions.
2.4. The collection of data from an indi-
vidual for any reason other than normal
customer or contributor relations should
be permissible for direct marketing pur-
poses only on condition that this has been
expressly stated at the time of collection.

The collection of data from an indi-
vidual by deceptive representations should
not be permissible.
2.5. Where permitted by domestic legis-
lation, personal data falling within the
special categories referred to in Article 6
of the Convention for the Protection of In-
dividuals with regard to Automatic
Processing of Personal Data should be col-

lected and used for direct marketing pur-
poses only in accordance with the relevant
safeguards provided by national law and,
where appropriate, only with the express
consent of the data subject.

3. The making available of lists to third 
parties

3.1. Subject to the provisions of para-
graph 2.5, it should be possible for market-
ing lists to be made available to third
parties for direct marketing purposes pro-
vided that the data subject has been in-
formed directly or by some other appro-
priate means at the time of the collection
or at some later stage of the possibility of
transmitting the data to third parties and
unless he has objected.

Unless the data subject has given his
consent, the lists should not provide any
information liable to infringe his privacy.

3.2. The making available of marketing
lists to third parties for their direct mar-
keting purposes should be the subject of a
contract stipulating the conditions under
which they are to be used.

3.3. In order to facilitate exercise of the
rights under Chapter 4, controllers of mar-
keting files should keep a record of all the
users of their lists.

1. When this recommendation was adopted, the Representative of the United Kingdom, in application of Article 10.2.c of the Rules of Procedure for
the meetings of the Ministers’ Deputies, reserved the right of his Government to comply or not with the first sentence of paragraph 2.4, the
second sentence of paragraph 3.1 and with paragraph 3.3 as a whole of the appendix to the recommendation.
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4. The rights of the data subject
4.1. Any person should be able, where
appropriate, either:
i. to refuse to allow data concerning

him to be recorded on marketing
lists; or

ii. to refuse to allow data contained in
such lists to be transmitted to third
parties; or

iii. unconditionally and on request to
have such data erased or removed
from several or all of the lists held by
users.
In addition, any person should be

able to obtain and rectify data concerning
him which are contained on a direct mar-
keting list or marketing file.
4.2. Appropriate measures should be
taken so as to enable the data subject to ex-
ercise his rights under paragraph 4.1 and
to identify the controller of the marketing
file.

The controller of the marketing file
should be obliged to take all appropriate
measures to notify users recorded by
virtue of paragraph 3.3 that the data
subject has exercised his rights under par-
agraph 4.1 so that any necessary changes
can be made to the lists.

5. Presentation of marketing messages or 
material

The goods and services offered and
the messages transmitted should be pre-
sented in such form and manner that the
privacy of the addressees is not prejudiced.

6. Data security
In the compilation of files of per-

sonal data for direct marketing purposes,
all appropriate technical and organisa-
tional arrangements should be made to
ensure the security and confidentiality of
the data, having regard to the require-
ments of this sector.

Both the controllers of files and the
personnel involved in processing the data
should be kept informed of these arrange-
ments and of the need to observe them.

7. Measures concerning implementation 
of the recommendation
7.1. The development of self-regulatory
measures within the direct marketing
sector should be encouraged so as to facil-
itate the settlement of problems relating to
the safeguards provided for in this recom-
mendation, especially as regards the
removal of names from marketing lists.
7.2. Appropriate measures should be
adopted so as to ensure compliance by list
brokers and address services with the pro-
visions of this recommendation.
7.3. Appropriate information about the
safeguards laid down in this recommenda-
tion should be made available to the data
subject.
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Recommendation No. R (83) 10 on the protection of personal data 
used for scientific research and statistics

Adopted by the Committee of Ministers on 23 September 1983
at the 362nd meeting of the Ministers’ Deputies1

The Committee of Ministers, under
the terms of Article 15.b of the Statute of
the Council of Europe;

Considering that the aim of the
Council of Europe is to achieve a greater
unity between its members;

Aware of the need to protect the
privacy of individuals in relation to the
growing use of data processing in the field
of scientific research and statistics;

Convinced that the use of personal
data is often a necessary condition for the
progress of science;

Considering the importance of sci-
entific research as a value in itself and also
as a vital factor for the progress of society;

Recalling the derogations allowed in
favour of scientific research and statistical

activities in the Convention for the Protec-
tion of Individuals with regard to Auto-
matic Processing of Personal Data;

Noting that derogations of this kind
are also provided for in a number of
member states in existing legislation or in
legislation being prepared relating to the
protection of data;

Bearing in mind the Statement of
the European Science Foundation con-
cerning the protection of privacy and the
use of personal data for research;

Mindful of the needs of the research
community;

Considering that a balance should
be struck between the need for research
and statistics, on the one hand, and the
necessary protection of the individual es-

pecially when automatic data processing is
involved, on the other;

Aware of the need to establish suit-
able procedures designed to reconcile the
interests of the various parties concerned,

Recommends that the governments
of member states:
• take as their basis, in their domestic

law and practice concerning the use
of personal data for scientific re-
search and statistics, the principles
and guidelines set out in the appen-
dix to this recommendation;

• ensure that this recommendation is
widely circulated in the public and
private circles concerned with sci-
entific research and statistics.

Appendix to Recommendation No. R (83) 10

1. Scope and definitions
1.1. The principles and guidelines in this
appendix apply to the use of personal data
for scientific research and statistics in both
the public and private sectors, irrespective
of whether such data are processed auto-
matically or manually.
1.2. For the purposes of this recommen-
dation:
• Personal data means any informa-

tion relating to an identified or
identifiable individual. An individ-
ual should not be regarded as “iden-
tifiable” if the identification requires
an unreasonable amount of time,
cost and manpower.

• Research should also comprise the
collection and the processing of
personal data for statistical pur-
poses.

1.3. The member states may apply these
principles and guidelines to information

relating to groups of persons, associations,
foundations, companies, corporations and
any other bodies consisting directly or in-
directly of individuals, whether or not
such bodies possess legal personality.

2. Respect for privacy
2.1. Respect for the privacy of individu-
als should be guaranteed in any research
project requiring the use of personal data.
2.2. Whenever possible, research should
be undertaken with anonymous data. Sci-
entific and professional organisations, as
well as public authorities, should promote
the development of techniques and proce-
dures securing anonymity.

3. Consent of the person con-
cerned
3.1. Any person who furnishes data con-
cerning himself should be adequately in-
formed about the nature of the project, its

objectives and the name of the person or
body for whom the research is carried out.
3.2. If the person from whom data are
sought is not under an obligation to
provide the data, he should be informed
that he is at liberty to give or withhold his
co-operation. He should have the right at
any time to withdraw from further co-op-
eration without giving reasons.
3.3. If, given the purpose pursued, the
information mentioned in paragraph 3.1
above cannot be disclosed either in whole
or in part before the data are collected, the
person concerned should be fully in-
formed after the collection is completed,
and be free to continue his co-operation or
withdraw it and, in the latter case, be enti-
tled to ask for the erasure of the data col-
lected.
3.4. Special protection measures should
be taken in connection with persons from
whom data are being collected and who

1. When this recommendation was adopted, and in application of Article 10.2.c of the Rules of Procedure for the meetings of the Ministers' Depu-
ties:

• the Representative of the Federal Republic of Germany reserved the right of his Government to comply or not with the principles set out in
points 1.1, 3 and 10.1 of the appendix to the recommendation;

• the Representative of Ireland reserved the right of his Government to comply or not with the principles set out in the appendix to the recommen-
dation;

• the Representative of Norway reserved the right of his Government to comply or not with the principle set out in point 2.2 (first sentence) of the
appendix to the recommendation;

• the Representative of the United Kingdom reserved the right of his Government not to comply with the recommendation as far as it relates to
manually processed data.
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are not in a position to defend their inter-
ests or are not able to give their consent
freely.

4. Use of the data
4.1. Personal data obtained for research
should not be used for any purpose other
than research. 

In particular, they should not be
used to make any decision or take any
action directly affecting the person con-
cerned, except within the context of the re-
search or with the express consent of the
person concerned.
4.2. Personal data collected for the
purpose of a given research project and
with the consent of the persons concerned
should not be used in connection with
another research project substantially dif-
ferent in its nature or objects from the
first, except with their consent. However,
where it would be impracticable to obtain
such consent by reason of the lapse of time
or because of the large number of persons
concerned, the previously collected data
may be used in conformity with other safe-
guards laid down by domestic law.
4.3. Both public and private bodies
should have the right to use for their own
research purposes the personal data which
they hold for administrative purposes. If in
the course of such research personal data
are added to files already held by the ad-
ministrative body, or its files are altered,
these new files should not be made availa-
ble to administrative personnel dealing
with individual cases, except with the
consent of the person concerned.
4.4. Personal data may be released by
public or private bodies for the purpose of
research only with the consent of the
person concerned or in accordance with

other safeguards laid down by domestic
law.

5. Collection of samples
5.1. Access by researchers to public
population registers should be facilitated
to enable them to obtain the samples re-
quired for making surveys. Subject to any
limitations which may be imposed by na-
tional authorities in certain cases, such
samples may reveal name, address, date of
birth, sex and occupation.

6. Access of the person concerned 
to the data
6.1. The individual’s right to obtain and
rectify data concerning him may be re-
stricted in cases where the data are col-
lected and held solely for statistical or
other research purposes and where the re-
sulting statistics or results of the research
do not readily identify the individual and
where there are adequate security meas-
ures to ensure his privacy at every stage of
the research project, including conserva-
tion of data for future use. 
6.2. This provision should not apply
where in view of the nature of the research
the individual can demonstrate a specific
interest which deserves protection.

7. Data security
7.1. Research projects should make
express provision for technical and organ-
isational measures to ensure the security
and confidentiality of data.

8. Publication of data
8.1. Personal data used for research
should not be published in identifiable
form unless the persons concerned have
given their consent and in conformity with
other safeguards laid down by domestic
law.

9. Conservation of data

9.1. In each research project, it should
be specified as far as possible whether, on
completion of the project, the personal
data collected will be destroyed, rendered
anonymous or kept, and, in the latter case,
under what conditions.

9.2. When the consent of the persons
concerned is required for carrying out a
research project, it should also include the
possibility of the data collected being kept
after completion of the programme. If it
has not been possible to seek consent for
the conservation of the data, they may be
kept on condition that conservation is
carried out in accordance with safeguards
laid down by domestic law.

9.3. Before a decision is taken on the de-
struction of personal data held by the
public authorities, the possible future use
of such data for research should be exam-
ined, preferably in consultation with the
institutions responsible for the conserva-
tion of public records.

9.4. If, on completion of a project, the
personal data that have been used are not
destroyed or rendered anonymous, their
deposit should be encouraged with institu-
tions entrusted with the task of keeping
data and in which adequate security meas-
ures have been taken.

10. Establishment of boards within 
the research community

10.1. The establishment of boards within
the research community should be en-
couraged with a view to contributing
towards the development of the principles
and guidelines contained in this recom-
mendation.
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Recommendation No. R (81) 1 on regulations for automated medical data 
banks

Adopted by the Committee of Ministers on 23 January 1981
at the 328th meeting of the Ministers’ Deputies

The Committee of Ministers, under
the terms of Article 15.b of the Statute of
the Council of Europe,

Considering that the aim of the
Council of Europe is to achieve a greater
unity between its members;

Aware of the increasing use of com-
puters for medical care, medical research,
hospital management and public health
records;

Convinced that it is desirable to
ensure the confidentiality, security and
ethical use of personal information con-
tained in those records;

Recalling the general principles on
data protection in the private and public
sectors as set out in its Resolutions (73) 22
and (74) 29 and the guarantees on the pro-
tection of health data of a personal nature
provided by the Convention for the Pro-

tection of Individuals with regard to Auto-
matic Processing of Personal Data;

Observing also that in several
member states, guarantees are provided
with the same purpose under existing or
draft legislation on data protection and on
medical and professional secrecy;

Considering that it is desirable to
provide the persons responsible for
medical data banks with further guidance
as to the best way in which these principles
can be implemented with regard to their
specific type of computerised records,

Recommends the governments of
member states:
a. to take steps in order to ensure that
every automated medical data bank set up
in their territory will be subject to regula-
tions which reflect the principles laid

down in the appendix to this recommen-
dation; 
b. to bring this recommendation to
the notice of all services, authorities and
institutions, both public and private,
which operate automated data banks;
c. to promote awareness and informa-
tion about the protection of medical data
among members of the medical profession
and data processing specialists and en-
courage close co-operation in the matter
between these two professional groups;

Instructs the Secretary General of
the Council of Europe to bring the con-
tents of this recommendation to the notice
of the Governments of Australia, Canada,
Finland, Japan, the United States of
America and Yugoslavia, as well as the Di-
rector General of the World Health Or-
ganisation.

Appendix to Recommendation No. R (81) 1

Principles applying to automated 
medical data banks

1. Scope and purpose of the regulations
1.1. The following principles apply to
automated data banks set up for purposes
of medical care, public health, manage-
ment of medical or public health services
or medical research, in which are stored
medical data and, as the case may be,
related social or administrative data per-
taining to identified or identifiable indi-
viduals (automated medical data banks).
1.2. Every automated medical data bank
should be subject to its own specific regu-
lations, in conformity with the laws of the
state in whose territory it is established.

The regulations of medical data
banks used for purposes of public health,
management of medical and health serv-
ices, or for the advancement of medical
science should have due regard to the pre-
eminence of individual rights and
freedoms.
1.3. The regulations should be suffi-
ciently specific to provide ready answers to
those questions likely to arise in the oper-
ation of the particular medical data bank.
1.4. Where a medical data bank com-
bines several sets of medical records or

sub-systems of medical data, each of these
elements may require separate supple-
mentary regulations relating to its special
features. 
1.5. The requirements and obligations
following from this recommendation are
to be taken duly into account not only with
regard to medical data banks which are
operational, but also those which are in the
development phase.

2. Public notice of automated medical 
data banks
2.1. Plans for the establishment of auto-
mated medical data banks as well as plans
for the fundamental modification of exist-
ing banks should be brought to the notice
of the public in advance.
2.2. When an automated medical data
bank becomes operational, a public notice
thereof should be given, relating at the
very least to the following features:
a. the name of the medical data bank;
b. reference to the instrument pursu-
ant to which the medical data bank has
been established;
c. a summary of the data bank’s regu-
lations and an indication of how the com-
plete regulations can be obtained or con-
sulted.

3. Minimum contents of the data bank’s 
regulations
3.1. The data bank’s regulations should
at least contain provisions on:
a.  its specific purpose(s);
b.  the categories of information re-
corded;
c.  the body or person for whom the
data bank is operated and who is compe-
tent to decide which categories of data
should be processed;
d.  the person(s) in charge of its day-
to-day running;
e.  the categories of persons who are
entitled to cause data to be placed in stor-
age, modified and erased (“originators of
the data”);
f. the person or body:
• to whom certain decisions must be

submitted for approval;
• who supervises the use of the data

bank;
• to whom appeal may be made in the

event of dispute;
g. the categories of persons who have
access to the data bank in the course of
their work and the categories of data to
which they are entitled to have access; 
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h. the disclosure of information to
third parties;

i. the disclosure of information to the
individuals concerned (“data subjects”);

j. the long-term conservation of data;

k. the procedure concerning requests
for use of data for purpose other than
those for which they have been collected;

l. the security of data and installa-
tions;

m. whether and on which conditions
linking with other data banks is permitted.

4. Recording of data

4.1. The person or body responsible for
establishing and/or managing a medical
data bank should ensure that:

a. data are collected by lawful and fair
means;

b. no data are collected other than
those which are relevant and appropriate
to the declared purpose(s);

c. so far as is practicable the accuracy
of the data is verified; and

d. the contents of the record are kept
up to data as appropriate.

4.2. In order to ensure on the one hand
selective access to the information in con-
formity with paragraph 5.1 and on the
other hand the security of the data, the
records must as a general rule be so de-
signed as to enable the separation of:

a. identifiers and data relating to the
identity of persons;

b. administrative data;

c. medical data;

d. social data.

A distinction between objective and
subjective data is to be made with regard
to the data mentioned under c and d
above.

Where, however, it is unnecessary
or impossible to achieve such separation,
other measures must be taken in order to
protect the privacy of individuals and con-
fidentiality of the information.

4.3. A person from whom medical infor-
mation is collected should be informed of
its intended use(s). 

5. Access to and use of information

5.1. As a general rule, access to the in-
formation may be given only to medical
staff and, as far as national law or practice

permits, to other health care staff, each
person having access to those data which
he needs for his specific duties.

5.2. When a person mentioned in the
previous paragraph ceases to exercise his
functions, he may no longer store, modify,
erase or gain access to the data, save by
special agreement with the person or body
mentioned in paragraph 3.1.f.

5.3. A person referred to in paragraph
5.1 who has access to data in the course of
his work may not use such data for a
purpose different from that for which he
originally had access to those data, unless:

a. he puts the information in such a
form that the data subject cannot be iden-
tified, or

b. such different use has been author-
ised by the person or body referred to in
paragraph 3.1.f., or

c. such different use is imposed by a
provision of law,

it being understood that national law or
practice may impose an additional obliga-
tion to obtain the consent of the data
subject (or, should he be deceased, of his
family) or his physician.

5.4. Without the data subject’s express
and informed consent, the existence and
content of his medical record may not be
communicated to persons or bodies
outside the fields of medical care, public
health or medical research, unless such a
communication is permitted by the rules
on medical professional secrecy.

5.5. Linking or bringing together infor-
mation on the same individual contained
in different medical data banks is permit-
ted for purposes of medical care, public
health or medical research, provided it is
in accordance with the specific regula-
tions.

6. The data subject and his medical 
record

6.1. Measures should be taken to enable
every person to know of the existence and
content of the information about him held
in a medical data bank.

This information shall, if the na-
tional law so provides, be communicated
to the data subject through the intermedi-
ary of his physician. 

No exception to this principle shall
be allowed unless it is prescribed by law or
regulation and concerns:

a. data banks which are used only for
statistics or scientific research purposes
and when there is obviously no risk of an
infringement of the privacy of the data
subject;

b. information the knowledge of
which might cause serious harm to the
data subject.

6.2. The data subject may ask for
amendment of erroneous data concerning
him and, in case of refusal, he may appeal
to the person or body referred to in para-
graph 3.1.f.

When the information is amended,
it may nevertheless be provided that a
record will be kept of the erroneous data
so far as knowledge of the error may be rel-
evant to further medical treatment or
useful for research purposes.

7. Long-term conservation of data

7.1. As a general rule, data relatable to
an individual should be kept on record
only during a period reasonably useful for
reaching their main purpose(s).

7.2. Where, in the interest of public
health, medical science, or for historical or
statistical purposes, it proves desirable to
conserve medical data that have no longer
any immediate use, technical provision is
to be made for their correct conservation
and safekeeping.

8. Professional obligations

In addition to the members of the
health care staff, the data processing per-
sonnel and any other persons participating
in the design, operation, use or mainte-
nance of a medical data bank, must respect
the confidential nature of the information
and ensure the correct use of the medical
data bank.

9. Extended protection

None of the principles in this ap-
pendix shall be interpreted as limiting the
possibility for a member state to introduce
legal provisions granting a wider measure
of protection to the persons to whom
medical data refer.
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Resolution No. 3 on data protection and privacy 
in the third millennium

Adopted on 26 November 2010 at the 30th Council of Europe Conference of Ministers of Justice
Istanbul, Turkey, 24 - 26 November 2010

The ministers participating in the
30th council of europe conference of min-
isters of justice (istanbul, turkey, 24 - 26
november 2010), 
1. Recalling that it is the aim of the
Council of Europe to preserve, strengthen
and promote democracy, human rights
and the rule of law;
2. Having regard to Article 8 of the
Convention for the Protection of Human
Rights and Fundamental Freedoms (here-
after “ECHR”) on the right to respect for
private and family life and to the relevant
case-law of the European Court of Human
Rights;
3. Having regard to the Council of
Europe Convention for the Protection of
Individuals with regard to Automatic
Processing of Personal Data (ETS No. 108,
hereafter “Convention 108”) and to its
additional Protocol (ETS No. 181) and
acknowledging their unique potential as
global instruments;
4. Noting that modern information
and communication technologies (here-
after “ICTs”) enable observation, storage
and analysis of most day-to-day human
activities, more easily, rapidly and invisibly
than ever before, thereby potentially cre-
ating a feeling of being permanently
watched, which may impair the free exer-
cise of human rights and fundamental
freedoms unless robust standards of data
protection are effectively enforced world-
wide;
5. Noting with concern the challenges
presented by the use of ICTs to the appli-
cation of data protection principles, in
particular with regard to transparency and
the effective exercise and protection of
rights;
6. Noting with concern the challenges
to the enforcement of data protection
principles resulting from unresolved

issues of jurisdiction and applicable law in
respect of virtual and transborder rela-
tionships (e.g. cloud-computing tools,
social networks);
7. Acknowledging the need to adapt to
new challenges the existing safeguards for
data and privacy protection and to com-
plement them, in particular through the
use of “privacy enhancing technologies”
and having regard to the concept of “pri-
vacy by design”;
8. Convinced that it is essential to
establish an efficient system for trans-
border data flows and access to data over
the Internet, for private, commercial and
law enforcement purposes, which fully
complies to the right to respect for private
and family life and data protection princi-
ples, and provides appropriate safeguards;
9. Noting the resolutions of the 27th
and 30th International Conferences of
Data Protection and Privacy Commis-
sioners calling in particular for the devel-
opment of a universal binding instrument
for the protection of individuals with
regard to the processing of personal data,
and referring to the resolution of the 31st
International Conference of Data Protec-
tion and Privacy Commissioners on Inter-
national Standards on Privacy;
10. Recalling that Convention 108 and
its additional Protocol are currently the
only potentially universally binding legal
instruments in the field of data protection
and that these instruments provide for
basic data protection principles which are
embodied in other international instru-
ments, notably the United Nations Guide-
lines for the regulation of computerised
personal data files and the Organisation
for Economic Co-operation and Develop-
ment (OECD) Guidelines on the Protec-
tion of Privacy and Transborder Flows of
Personal Data;

11. Recalling the Ministers’ Deputies
decision (1079th meeting, 10 March 2010)
to encourage the Consultative Committee
of the Convention for the Protection of
Individuals with regard to Automatic
Processing of Personal Data (hereafter “T-
PD”) “to start preparing […] a draft addi-
tional protocol” to Convention 108;
12. Welcoming the initiative by the Sec-
retary General of the Council of Europe
and the European Commission for the
joint celebration of the forthcoming Data
Protection Day on 28 January 2011, which
will coincide with the 30th anniversary of
Convention 108 and thus constitute an
ideal opportunity to raise awareness
among citizens, public officials, the busi-
ness community and civil society about
the importance and necessity of the pro-
tection of personal data;
13. Acknowledging the importance of
fostering the development of the informa-
tion society and of the Internet to secure
the exercise of human rights and funda-
mental freedoms in the context of the use
of ICTs, and noting the results of EuroDIG
(European dialogue on Internet govern-
ance) and the Internet Governance Forum
(IGF);
14. Welcoming the adoption by the
Committee of Ministers on 23 November
2010 of Recommendation CM/
Rec(2010)13 on the protection of individ-
uals with regard to automatic processing
of personal data in the context of profiling; 
15. Support the modernisation of Con-
vention 108 in order to find appropriate
solutions to the new challenges posed by
technology and globalisation of informa-
tion to guarantee effective protection of
human rights and fundamental freedoms
as well as the exercise of these rights, in
particular the right to respect for private
and family life while processing personal
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data, and the enforcement of basic data
protection principles, in particular to
resolve issues of transparency, data secu-
rity breaches, jurisdiction, applicable law
and liability arising from the use of ICTs;

16. Encourage the observer States to
the Council of Europe, other interested
non-member States, the European Union,
international organisations, NGOs and

the private sector to participate actively in
this process;
17. Urge the Council of Europe
member States that have not yet ratified
Convention 108 and/or its additional Pro-
tocol to do so as expeditiously as possible;
18. Encourage other States havig data
protection legislation in compliance with
Convention 108 and its additional Pro-
tocol to accede to these instruments;

19. Invite the Committee of Ministers
of the Council of Europe to consider data
protection as a priority for the Council of
Europe’s future work;

20. Ask the Secretary General of the
Council of Europe to present a report on
the steps taken to give effect to this Reso-
lution on the occasion of their next Con-
ference.
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Reports prepared by the data protection 
committees of the Council of Europe

Progress report on the application of the principles of Convention 108 
to the collection and processing of biometric data (2005)

Foreword

1. The progress report on the applica-
tion of the principles of the Convention for
the protection of individuals with regard
to automatic processing of personal data
(ETS No. 108, hereinafter Convention
108) to the collection and processing of
biometric data is the result of work com-
menced in 2003 by the Project Group on
Data Protection (CJ-PD) under the aegis of
the European Committee on Legal Co-
operation (CDCJ) and, further to the
restructuring of the data protection com-
mittees, pursued in 2004 and 2005 by the
Consultative Committee of the Conven-
tion for the Protection of Individuals with
regard to automatic processing of personal
data (T-PD). 

2. The CJ-PD received terms of refer-
ence from the Committee of Ministers to
“prepare, as a matter of priority, for the
attention of the CDCJ or its Bureau, a
report on the impact of the data protection
principles on the use of biometric data
(fingerprints, iris recognition, face recog-
nition, hand geometry, etc.) in different
fields”. Inspired by this goal, the CJ-PD
gave mandate to a scientific expert, Mr
Marcel Yon, CEO of the German biomet-
rics company Viisage Technologies AG, to
prepare a study on biometrics, high-
lighting its technical aspects, to give the
CJ-PD the necessary background for its
task. The technical study should be read in
connection with the present document, as
it explains some of the concepts employed
throughout this report.

3. After the merger of the CJ-PD and
the T-PD in a restructured T-PD by the
end of 2003, the renewed T-PD agreed to
take over the activity on biometrics. It was
very conscious of the complex nature of
biometrics and of the necessity to adopt a
position on the application of data protec-
tion to biometrics as a matter of urgency,
in order to contribute to the ongoing
debate and biometrics projects under way
both at national and international level.
For these reasons, the T-PD decided to
prepare a progress report on the applica-
tion of the principles of Convention 108 to
the collection and processing of biometric
data.
4. A draft progress report was pre-
pared by a scientific expert, Mr Alexander
Patijn, Principal Legal Adviser at the Min-
istry of Justice of the Netherlands. The T-
PD and its Bureau then worked in collabo-
ration with the scientific expert to revise
and finalise the progress report. The T-PD
decided, at its 21st meeting held from 2 to
4 February 2005, with Ms Charlotte Marie
Pitrat in the chair, to make this progress
report public in order to contribute to the
debates and projects on biometrics that
are currently under way in many member
states of the Council of Europe and in
other international fora, such as the OECD
(Organisation for Economic Co-operation
and Development) and the ICAO (Inter-
national Civil Aviation Organisation). In
turn, the T-PD welcomes contributions
and feedback from interested member
states or other international organisations

or entities on the content of this report. In
the area of biometrics, a concerted
approach namely bears a special impor-
tance given the complexity of the subject
and its implications for human beings.

The T-PD also wishes to draw atten-
tion to the following instruments and
reports of the Council of Europe, which
are of some relevance to the issue of bio-
metrics:
• Recommendation No. R (87) 15 reg-

ulating the use of personal data in
the police sector (17 September
1987) and its three Evaluation Re-
ports 

• Recommendation No. R (89) 2 on
the protection of personal data used
for employment purposes (18 Janu-
ary 1989) and Explanatory Memo-
randum

• Recommendation No. R (91) 10 on
the communication to third parties
of personal data held by public bod-
ies (9 September 1991) and explan-
atory memorandum

• Recommendation No. R (97) 5 on
the protection of medical data (13
February 1997) and explanatory
memorandum 

• Report containing guiding princi-
ples for the protection of individuals
with regard to the collection and
processing of data by means of
video surveillance (2003)

• Guiding principles for the protec-
tion of personal data with regard to
smart cards (2004)
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• Study on the introduction and use
of personal identification numbers :
the data protection issues (1991)

5. The progress report has been
drafted based on the state of the arts of
biometrics at the time of its preparation. If
the T-PD deems it necessary in view of
new developments in the field of biomet-
rics, it may be complemented or further

progress reports may be issued in the
future.
6. The progress report contains four
parts:
• An introductory part
• A second part that seeks to identify

the specificities of biometrics
• A third part that proposes criteria

enabling the shaping of the archi-
tecture of biometrics systems

• A fourth part that builds on the ele-
ments of parts II and III to deter-
mine how Convention 108 should
be applied to biometric data. There-
fore, some notions may be found
both in parts II and III and in part
IV.

I. Introduction

7. Biometrics is a traditional method
of identification of individuals: finger-
prints for instance have been used for dec-
ades. However, two recent converging
developments currently boost the use of
biometrics. Firstly, there is a growing pres-
sure to identify individuals unambiguously
in both the private and the public sector.
The present worldwide terrorist threat has
intensified efforts to identify persons
uniquely as it is assumed that terrorists
assume multiple identities. In the private
sector identity fraud is an increasing
problem, allowing criminals for instance
to embezzle large sums of money from vic-
tims whose identity they fraudulently
assume. Secondly, rapidly developing new
technology seems to meet this challenge
by using biometrics by automatic means,
allowing for mass identity checks within
seconds and on the spot with a sufficient
degree of certainty.
8. In many countries public authori-
ties are considering or are already in the
process of including biometric data on
identity documents such as passports1.
The use of fingerprints, iris scan and face
recognition are at present the most prob-
able methods. Private companies like
banks consider the issuance of smart cards
with biometric data for their clients to
make financial transactions. Meanwhile,
even schools have begun to identify their
pupils in order to deny unauthorised
youngsters access to their restaurants. In
the near feature, domestic applications
might come to the market. These applica-
tions will have to be watched and analysed
as they appear.
9. The application of biometrics raises
important human rights aspects. The
integrity of the human body and the way it
is used with regard to biometrics consti-
tute an aspect of human dignity. There-

fore, in considering whether or not to
apply biometrics as a solution to a specific
problem, controllers should exhibit special
ethical responsibility. Biometrics is in its
infancy and there is yet little knowledge
about possible drawbacks. Once the tech-
nique is chosen on a larger scale, an irre-
versible development might have been
started with unforeseeable effects. The
precautionary principle requires a certain
reticence under these circumstances.
Article 8 ECHR has particular relevance
for biometrics. On the one hand the right
to respect for private life implies respect
for somebody’s body. During the process
of collection and use of bodily features,
human dignity should be fully respected.
Questions about handicapped people or
people whose physical characteristics do
not fit technical standards need to be
answered. Fall-back procedures should be
available in case of failure of the system if
anyone’s physical characteristics do not fit
the technical standards. On the other hand
the collection of personal data in view of
their automatic processing raises specific
questions of data protection, in particular
as biometric data might reveal unneces-
sary but sometimes unavoidable sensitive
data e.g. information about certain ill-
nesses or physical handicaps. 
10. Many reports about data protection
and biometrics have recently been pub-
lished.2 The Council of Europe’s Conven-
tion for the protection of individuals with
regard to automatic processing of personal
data of 1981 (Convention 108, hereafter
“the Convention”) established a Consulta-
tive Committee with the task, inter alia, to
give opinions on the relevance of the Con-
vention in specific areas. The Convention
gives effect to Article 8 ECHR with regard
to the automatic processing of personal
data. It establishes general principles that

aim at avoiding interference with private
life or, where this unavoidable, providing
safeguards. The principles do not give a
straightforward answer on which concrete
processing of personal data is allowed and
which is not. Instead they need a transla-
tion with regard to concrete applications.
Biometrics does not escape this general
rule. The Committee has found that the
principles of the Convention have success-
fully been formulated in a technology-
independent way. They can be applied
even though the automated processing of
biometric personal data was as yet
unknown when the Convention was
drawn up. 
11. It is hardly disputed that we are at
the dawn of an era where people are no
longer recognised and identified within
relatively small communities that issue the
credentials of their identity. The recent
globalisation of society, together with
increasing security threats and on-going
development of information technology,
give rise to enormous expectations of the
use of biometrics for the verification
(authentication) and identification of indi-
viduals. On the other hand, many fear that
without due regulation rights related to
the protection of human dignity and pri-
vate life will be infringed without suffi-
cient justification.
12. The Committee deems it necessary
to draw attention to some questions on the
relation between the Convention and the
use of biometrics. The Convention per-
mits the application of its rules to the
manual processing of personal data. One
could think of the traditional manual com-
parison between a photograph on a pass-
port and the person showing it at an iden-
tity check or the cumbersome compar-
ison, not too long ago, of fingerprints
retrieved from a crime scene with those

1. EU Council Regulation 15152/04, adopted in December 2004, prescribes the introduction of biometric data in passports.
2. The Data Protection Working Party established by Article 29 of the EU Directive on data protection issued a Working document on biometrics

on 1 August 2003 on aspects relating to the Directive (www.europa.eu.int/comm/privacy).
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taken from known criminals. The Com-
mittee has not specifically gone into this
aspect of manual processing. It focuses on
the large scale use of automatically proc-
essed biometric data for the verification of
an alleged identity or the identification of
persons within seconds on the spot in case
of an identity check. There is yet little
experience with such applications and
they entail risks of abuse. Although the
data themselves in general do not reveal
information about the individuals that are
checked, in connection with the circum-
stances under which they are collected the
biometric data permit gaining knowledge
about the data subjects that might neither
be necessary for the purpose of collection
nor have a proper legal basis.

13. The Committee refrains further
from going into the aspects of supervisory
authorities and transfer of biometric data
to countries that do not provide adequate
protection. These aspects are dealt with in
the Additional Protocol to Convention 108
on supervisory authorities and trans-
border data flows (ETS No. 181), which
has recently come into force. The general
rules enshrined in it are relevant for bio-
metric data as well. Problems specific to
biometric data have not yet come to the
foreground, but a further examination of
this issue may prove necessary in the
future.
14. This report is intended as guidance
for all those who have to decide on the
question of whether to use biometrics and,
if so, what conditions and safeguards could

be envisaged. The time is not ripe for final
judgments. Much is still open. The per-
ceived advantages might contain draw-
backs that are not yet fully known. Some
fears may turn out to be unfounded. The
Committee therefore chooses to confine
itself to a progress report. It does not state
final conclusions but aims to contribute to
the debate on the processing of biometric
data and data protection. It recommends
taking precautions to avoid possibly irre-
versible developments that are not aimed
at but contain considerable and unneces-
sary drawbacks for the protection of per-
sonal data. The Committee intends to
update this report or issue further reports
or draw up new law instruments as soon as
developments require it.

II. What is specific about biometrics?
Description of technicalities
15. Biometrics refers to systems that use
measurable, physical or physiological
characteristics or personal behaviour
traits to recognise the identity, or verify
the claimed identity of an individual. The
system is based on the following steps. A
biometric sample is taken from the indi-
vidual, for instance a fingerprint or iris
scan. This physical characteristic can be
represented by a picture. Often data are
extracted from that sample. These
extracted data constitute a biometric tem-
plate. The biometric data, either the pic-
ture or the template, are stored on a
storage medium. These preparatory
phases together are called the process of
enrolment. The person whose data are
thus stored is called the enrolee.
16. The actual purpose of a biometric
system is only achieved at a later stage. If a
person presents himself to the system, the
system will ask him to submit his bio-
metric characteristics. The system will
then compare the picture of the submitted
sample (or the template extracted from
them) with the biometric data of the
enrolee. If the match succeeds, the person
is recognised and the system will “accept”
him. If the match does not succeed, he is
not recognised and he will be “rejected”.
17. The picture or the template of the
enrolment will seldom be identical to the
picture or the template of the biometric
features that will later be presented. The
relevant feature often changes slightly or is
submitted in a manner slightly different
from during the enrolment. Inevitably
there will be a certain probability in the

match. The absence of a perfect match
does not exclude establishing with a suffi-
cient degree of certainty that the person
who at a latter stage submits his biometric
features is the same as the one who is
enrolled.

Verification and identification
18. To fulfil a certain purpose a choice
must be made between two functions of
biometrics. One function consists of veri-
fication, the other of identification. 
19. Verification means comparing a
presented biometric sample with the cor-
responding enrolled biometric data per-
taining to one single person. It is envisaged
that to enhance security sometimes more
than one biometric feature of an individual
is checked, e.g. his fingerprint and his iris.
In that case the system would only recog-
nise the person if the cumulative check on
both features yields a positive result. The
result is yes or no, the match succeeds or
does not succeed. It is irrelevant whether
the enrolled data are only stored in an
individual storage medium (e.g. a smart
card), in a database or in both. The deci-
sive factor is that, in the case of an identity
check, the data of only a single data subject
are automatically processed. 
20. In the case of identification, the pre-
sented sample is not only matched with
the enrolled data of the allegedly same
person, but also with the biometric data of
other data subjects in the same database or
connected databases. This excludes the
possibility of having the enrolled data
solely stored on an individual storage
medium. It implies a search to establish a

possible hit between the presented sample
of the individual and the enrolled data of
(many) other individuals. It may thus
appear that the same biometric data are
attached to allegedly more individuals or
that allegedly the same person is con-
nected with different biometric character-
istics enrolled in the database. This would
mean that either one person uses more
than one identity or someone is trying to
hide his real identity under someone else’s
name. If so, that would constitute a case of
identity fraud.
21. In choosing the function of verifica-
tion or identification, much depends on
the purpose to be served by the biometric
system and the circumstances under
which it is to be applied. The function
must serve the purpose for which data
have been collected and not amount to an
overkill. The same statement would be, in
legal terms: the instrument should not be
disproportionate in relation to the pur-
pose it has to serve. The choice of an iden-
tification system in cases where a verifica-
tion system would be sufficient to serve the
envisaged purpose needs special justifica-
tion. Verification problems should not be
solved by identification solutions.
22. The use of biometrics in the issu-
ance of a passport, an identity card or a
visa aims at establishing that the person
has not already applied under another
name. The feature that is to be enrolled
should be compared with the data that are
already in the system. This purpose of
avoiding double entries entails a system of
identification. After enrolment however,
for the purpose of establishing whether
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the data subject is the rightful owner of the
document, it is sufficient to verify whether
the biometric data on it match with the
data submitted at a later stage.
23. The Committee acknowledges that
other purposes for checking passports
might be legitimate. If the purpose is not
only to check whether the user of the pass-
port is the rightful owner, but there is an
additional purpose, for instance to check
whether the data subject under another
name appears on a list of searched per-
sons, then mere verification does not suf-
fice. Checking on the biometrics database
whether somebody appears on a list
implies identification. This additional pur-
pose should be made explicit in order to
judge whether the chosen system of iden-
tification is necessary for this additional
purpose.
24. Another example is the issuing of a
bank card. Under normal circumstances it
would be feasible to identify the person on
the basis of a passport or other identity
document. Assuming these documents
are trustworthy, it is unnecessary to estab-
lish someone’s identity in yet another way.
The bank card could contain a person’s
biometric features in order to verify
whether, whenever it is used, it is used by
the rightful owner. This is done by veri-
fying whether the biometric feature of the
user matches the biometric feature on the
card. It is unnecessary for this purpose to
store any additional biometric data in a
database in addition to the data already
stored on the bank card itself. 

Human dignity
25. Biometric data are collected or
derive from the human body. Some claim
that there is nothing more personal than
one’s own body. Collection of such data
might be felt as an interference with
human dignity. Some people may not care,
others may experience psychological
resistance against the human body being
used as a source of data. Others again may
resist offering a part of their body, be it a
single finger, to a machine to be read.
Others express their worry about the
thoughtless trivialisation of the human
body. The resistance may depend on indi-
vidual, religious or socio-cultural differ-
ences amongst people. The attitude
towards the use of the human body in bio-
metrics might also change over time.
26. This does not imply that the use of
biometrics cannot be justified but it puts
limits to the areas in which it is applied. A
controller considering whether, for a spe-

cific purpose, to use biometrics or possible
alternative measures, should balance the
advantages of biometrics against the pos-
sible drawbacks. The balancing should
take place before a choice is made. Simple
convenience is insufficient justification for
choosing biometrics. The purpose for
which this instrument is called upon
should justify its use. The use of biometric
data should not be disproportionate to
that purpose, taking into account all the
relevant interests and values at stake. This
report intends to highlight some of these
interests. 

Lifelong uniqueness
27. The feature identifying a person
uniquely is not given by man but by nature,
in principle unalterable throughout life.
Whatever a person does to hide his iden-
tity, whether legitimately (e.g. pentiti who
wish to hide from criminals) or illegiti-
mately (e.g. criminals who wish to hide
from law enforcement), biometrics will
often permit lifelong identification. In the
future, biometrics might be generally used
to identify individuals for whatever pur-
pose during their whole life. There are,
however, exceptions that can cause prob-
lems to lifelong identification. Somebody’s
biometric features may change during his
lifetime, e.g. by ageing, surgery or an acci-
dent. A biometric system might not recog-
nise him any longer.

Probability
28. It has been mentioned that with
regard to biometrics two different
moments are important. The first is the
moment of enrolment with a view to intro-
ducing a person’s biometric data into the
system; the second, any subsequent gath-
ering of biometric data submitted for
matching with the first. An absolutely cer-
tain match or non-match between the
enrolled data and the data subsequently
submitted to the system is technically
unfeasible. The use of a system based on
biometric data relies inevitably on a mere
statistical certainty. There is no zero
default system. If the enrolled and sub-
mitted data match with a sufficient degree
of probability, the data subject will be ‘rec-
ognised’ by the system. Biometric systems
are thus inherently fallible.
29. The chance of a false recognition or
a false non-recognition can heave serious
consequences for the data subject. If, for
instance, he or she would falsely be ‘recog-
nised’ as appearing on a list of searched
criminals, the practical effect could be that

he or she has to prove his or her inno-
cence. The false acceptance rate and the
false rejection rate depend on many prop-
erties of the system, such as its quality and
reliability, the enrolment process etc. The
rates can be adjusted in such a way as to
obtain the security level required for the
purpose of the system. The efforts to pre-
vent false results should be proportionate
to this purpose.
30. The principle of fair processing of
personal data implies informing the data
subject about aspects of the processing
that are relevant for him or her. The prop-
erties of biometric systems, being inher-
ently probabilistic and therefore fallible,
constitute such a relevant aspect. It is
therefore incumbent on the controller to
inform the data subject of this and about
what the data subject can do if he or she is
the victim of it. Any presumption of infal-
libility is erroneous. 
31. The probabilistic character of bio-
metric systems can have opposite effects
for the data subject or the controller,
depending upon the way the system is set
up. Four situations can be distinguished:
a. A system filters unwanted persons,
e.g. a football stadium wants to keep out a
number of known hooligans listed with
their biometric data. A failure of the
system will be to the advantage of the data
subject. He or she is not recognized and
will therefore not be filtered. The hooligan
can enter the stadium.
b. The same system “recognises”
falsely the data subject. He or she will have
problems to prove that he is wrongly
labelled as hooligan.
c. A system allows only the persons
who are known, e.g. a smart card serves as
a key to the holder to enter secured
premises. A failure to recognize an author-
ized person will be to the disadvantage of
the data subject if there is no fall-back pro-
cedure to allow the person to enter other-
wise. 
d. The same system “recognises”
falsely a person that in fact is unauthor-
ised. This constitutes a security threat to
the controller. In practice, this threat can
be reduced to a perhaps acceptable min-
imum, it cannot, however, be excluded. 
32. It is the data controller’s responsi-
bility to deal with the inherently fallibility
of the biometric system he chose. It is up
to him to establish the adequate degree of
probability in relation to the purpose of
the system, e.g. is it adequate to accept an
error rate of one to ten thousand or should



Progress report on the application of the principles of Convention 108 to the collection and processing of biometric data (2005)

Compilation of Council of Europe texts 85

it be one to ten million? This will become
particularly relevant for large scale appli-
cations. It is up to him to test regularly
whether the system is still performing in
accordance with the degree of accuracy
that is needed for the purpose it has to
serve.
33. Questions may arise about accu-
rateness with regard to a possible sec-
ondary purpose that is incompatible with
the purpose of the system. It would be con-
trary to the principle of proportionality to
demand that a system using biometric data
be more accurate than necessary for the
original purpose of the system for the sole
reason that in exceptional cases the data
could be requested in accordance with
Article 9 of the Convention for a secondary,
incompatible purpose, e.g. for law enforce-
ment. For instance, in the case of a bio-
metric system for a specific purpose it
might be sufficient to enrol a template con-
sisting of twelve elements extracted from
the original biometric sample. For the sec-
ondary, incompatible purpose a template
consisting of at least fifty elements would
be desirable. This exceptional incompatible
use cannot justify the storage of these fifty
elements. If in exceptional cases the data
might be used for such secondary pur-
poses, their limited trustworthiness should
be taken into account. 
34. Biometric data have the reputation
of being highly reliable as they seem to be
linked to somebody’s real and physical
presence and therefore inalienable. There
is indeed in most systems a high proba-
bility that in using biometric data one is
dealing with the right person. Neverthe-
less falsifications are possible. For instance
fingerprints taken from a glass can be used
to create in wax a similar fingerprint on a
storage medium. More cumbersome is the
programming of computers in order to
artificially produce pictures as long as is
necessary to match the template on a
stolen data storage medium. That picture

(e.g. imprinted in wax) can be falsely used
as belonging to the stolen medium. This
form of identity theft is insensitive to any
encryption of the template stored on the
stolen storage medium. 
35. Even though biometric systems may
seem reliable, there is nevertheless a
danger in putting too much trust in these
systems. Mass scale applications are still
rare. The inherently probabilistic char-
acter of these systems implies that real
mistakes will occur even when the system
runs perfectly. There is little experience
yet about their effectiveness, reliability
and effects on private life. Even less is
known about the societal effects of a more
general introduction of all sorts of bio-
metric systems, cumulatively in both the
private and public sphere. This argues for a
not too rapid instalment of these systems
and for taking precautions. An all too
enthusiast rapid introduction may entail
unforeseen effects that are hard to reverse.
36. Depending on the circumstances,
one could think of using two or more bio-
metric features simultaneously. In theory
it would seem to depend on the architec-
ture of the system whether this increases
or diminishes the risk of errors. If there is
a double check on somebody’s identity
(e.g. the combination of fingerprint and
iris), it would seem to make the system
more secure. However, as errors are una-
voidable, the procedure has a double
chance of failing. The Committee wishes
to put these questions without giving the
answer. It can be assumed that final
answers to some questions are only pos-
sible in the course of concrete experi-
ments.

Interoperability
37. There is an understandable ten-
dency to collect and process biometric fea-
tures according to standardised proce-
dures. It serves the interoperability of dif-
ferent systems. Systems that allow for
interoperability recognise persons on the

basis of their biometric characteristics
irrespective of the controller that set up
the system and irrespective of the purpose
for which the data were collected. This
deepens the gap between conflicting inter-
ests: the increased usefulness of biometric
systems versus the threats of their being
used for incompatible purposes.
38. It cannot be excluded that ongoing
technological interoperability, in the long
run, might have the practical effect that
the use of certain biometric data come
close to a general unique identifier1. An
example of this is the personal identifica-
tion number (PIN).2 An aggravating cir-
cumstance would be that whereas a PIN-
number can be changed during lifetime
(e.g. following emigration), such a change
is not necessarily envisageable with bio-
metric data.
39. A new dimension is added with the
recommendations of the ICAO aiming at
international interoperability in order to
enhance transport security in civil avia-
tion. Without precise regulation this could
easily lead to a wide dissemination of bio-
metric data as some countries do not have
legislation with regard to personal data or
limit their protective legislation to their
own residents. The Committee is aware of
close cooperation between the Council of
Europe, ICAO, OECD and the European
Union to address some of these issues. It
awaits the results of this work.

Biometrics as privacy enhancing 
technology (PET)
40. Biometrics can be used as privacy
enhancing technology (PET). A biometric
feature on a bank card prevents the use of
the card by somebody other than the
rightful owner. Biometrics can also be
used to protect databases containing per-
sonal data against unauthorised access. If
the person accessing the personal data in a
database is identified by a biometric fea-
ture, it is probable that no unauthorised
person is seeking access.

III. Criteria to choose the system architecture
41. The use of biometrics is possible in
different system architectures. The sys-
tems can be distinguished with a view to
relevance for the protection of personal
data. From a data protection point of view
several criteria seem to be relevant. At
present, one can mention the picture or
template approach and the way enrolled

data are stored in relation to their accessi-
bility. However, evolving technology in the
near future might lead to systems and cri-
teria that cannot yet be thought of. 
42. The choice of whether to enrol the
complete picture of a biometric feature or
solely an extract of it in the form of a tem-
plate refers to the principle of not col-

lecting more data than is necessary for the
purpose for which data are collected. Tra-
ditionally the fingerprints and a photo-
graph of caught criminals are stored in
order to trace them more easily in case of a
relapse after conviction. They might then
leave fingerprints at the crime scene or
may be recognised by witnesses viewing

1. Reference is made here to Article 8, para. 7, of Directive 95/46.
2. See also the Council of Europe report on The introduction and use of personal identification numbers: the data protection issues (1991).
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the police photographs. The enrolment of
the complete picture is necessary, as it is
unknown beforehand which part of the
fingerprint might be left. The picture
might reveal sensitive data, like certain ill-
nesses or physical handicaps. These data
may not be necessary for the purpose; nev-
ertheless their storage is unavoidable. 

43. It is less evident that a complete pic-
ture needs to be stored in systems where
recognition with the help of biometric
data is effected by requiring during the
secondary collection the co-operation of
the data subject to submit the relevant bio-
metric sample. For many purposes a suffi-
cient degree of probability will be reached
by extracting a template from the sub-
mitted feature to compare it with the
enrolled one. 

44. A further relevant point is the way
the enrolled data, whether a picture or a
template, are stored as it has consequences
for their accessibility and possible dissem-
ination. The architecture of a biometric
system can be shaped in different ways.
The first possibility is that the enrolled
data can be stored solely on a secured indi-
vidual storage medium, for example a
smart card1. For verification purposes this
might suffice. The necessary data are avail-
able only on the card. If the data subject
looses his or her card, all the data are gone.
The card is comparable with a key. Until
recently it was assumed that the data sub-
ject thus keeps control over the use of the
data relating to him or her. It was thought
that when he or she does not use his or her
card, the data cannot be accessed. The
controller who established the purpose of
the system, its means and the categories of
data to be processed, would have no access
to the data unless the data subject himself
or herself submitted them to the system
knowingly and willingly. A new tech-
nology makes it possible to equip a smart
card to allow the contact less reading of
the enrolled data stored on it. Thus the
data subject loses the exclusive control
over the use of his or her data. This could
be compensated by additional security
measures. For instance, the principle of
fair processing could be given effect by
informing the card holder each time that
the data are read from his card. Surrepti-

tious reading of data, if necessary, should
be specifically provided for by law
including adequate guarantees against
abuse. Even so, if the data subject is not
within the ambit of a reader, the controller
does not have access to the data.

45. Another way to shape the architec-
ture of a biometric system is to store the
enrolled data in a local or regional data-
base, for instance under the sole control of
the municipal authorities responsible for
the issuance of a passport. The data can
also be additionally stored on an individual
storage medium for the data subject.
Through his or her database the controller
can check whether the biometric data of
an applicant already exist in the system.
Taking as an example the passport, the
municipal authorities can check whether a
local resident has perhaps already applied
for a passport under another name. If
there are other guarantees, this might be
regarded adequate to prevent the acquisi-
tion of a double identity. Thus the German
law on passports does not allow the crea-
tion of a federal database filled with bio-
metric data originating from local pass-
port issuing authorities. Neither can the
data be automatically searched by federal
authorities2. For some purposes it will be
necessary to store the enrolled biometric
data in a central database or make them
accessible through interlink age to a group
of related controllers3. 

46. The Committee noted that in dif-
ferent countries experiments are under
way to test the architecture that balances
best the needs to establish somebody’s
identity by verification or identification
against the legal demands to protect bio-
metric data in accordance with the princi-
ples of data protection. The Committee
does not feel able to exclude the possibility
that other relevant features of system
architecture are or might become legally
relevant from a data protection point of
view. 

47. The distinction between an indi-
vidual storage medium and a database
does not run parallel to the distinction
between the functions of verification and
identification. A system using the func-
tionality of verification can either be based
on the mere storage on an individual

storage medium or on a database. If there
is an individual storage medium, checking
the single individual holding the medium
is the only possibility. Although a database
can be made to perform only this sort of
check, there remains the possibility of
checking the submitted sample for the sec-
ondary collection with the enrolled bio-
metric data of other data subjects. The
functionality might change overnight. A
system for identification on the other hand
implies necessarily a database in order to
the check the submitted data with the
enrolled biometric data of more than one
individual. Implementing a database for
the functionality of verification requires,
however, special justification.

48. There may be exceptional circum-
stances where the ad hoc change of func-
tionality or the ad hoc linking of separate
databases may be deemed necessary, devi-
ating from the purpose for which the
system was originally set up. If so, article 9
of the Convention demands that the law
describes these circumstances precisely
beforehand. A procedure should further
describe who is to decide whether these
circumstances apply in a specific case and
provide for additional guarantees, e.g.
establishing the precise purpose of linkage
and a periodic review. The Committee has
discussed the question of whether there
might be cases where there is justification
for demanding that the architecture of the
system incorporates the technical facility
to collect more biometric or associated
data or a more detailed template than is
necessary for the purpose of the system.
These extra data could be considered to be
useful for the purpose of public safety or
law enforcement. The Committee did not
feel in a position to answer this question.
However, it stressed that if such collection
of extra data, incompatible with the pur-
pose of the system, is considered to be nec-
essary, this can only be based on a specific
law that meets all the requirements of
Article 8, paragraph 2, of the European
Convention on Human Rights and the
case-law of the European Court of Human
Rights relating thereto, in particular as
regards the requirement of proportion-
ality.

1. See the Council of Europe’s Guiding Principles for the protection of personal data with regards to smart cards (2004).
2. The European Parliament, in its opinion of 2 December 2004 on the European Commission proposal to include biometrics in the passport of EU

citizens, pleaded for a similar solution. This opinion was based on a report adopted in October 2004, in which the Committee on Liberty, Justice
and Home resisted plans to establish eventually a EU-centralised database of issued passports as it would enhance the risk of incompatible use.

3. An example is Eurodac, which aims to identify refugees or alleged refugees that have applied for asylum in one of the EU countries on the basis of
their fingerprints.
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49. Any database is under the risk of
being hacked or the data being compro-
mised whatever technical, organisational
or regulatory measures have been taken. A
hacker may cheat a system’s security from
outside. In the past decades many security

measures that were deemed to be ade-
quate have nevertheless been bypassed.
Encryption of the processed data helps to
heighten security but cannot guarantee
absolute security. Persons allowed access
can misuse the data from within in spite of

any regulation and supervision. Finally,
history has shown that regimes obeying
the rule of law can be succeeded by
regimes that do not.

IV. How to apply Convention 108 to biometric data
When does Convention 108 apply 
to biometric data?
50. The Convention applies to the auto-
matic processing of personal data (Article
1). Personal data are defined as data that
contain information about an identified or
identifiable natural person (Article 2, par-
agraph a). There are different views as to
whether biometric data constitute per-
sonal data. On the one hand it is argued
that it might be impossible to identify
somebody on the basis of, for example, an
incomplete fingerprint. Furthermore, one
could contend that biometric data as such
do not necessarily reveal any information
about an individual. On the other hand,
the idea can be defended that biometric
data by their very nature allow the identifi-
cation of an individual as biometric data in
general are lifelong unique to a person.
Future technologies might allow easy
identification where at present this might
seem to be an impracticable task. The
argument that biometric data would not
reveal any information about the person is
contradicted as this in any case is purely
theoretical. The collection of biometric
data can only take place under certain cir-
cumstances regarding, for example, the
time and the place of their collection.
These circumstances always reveal infor-
mation about the data subject being the
source of the biometric data. 
51. The Committee finds it unneces-
sary to decide whether biometric data are
personal data in themselves or whether
this is only the case under certain circum-
stances. It is of the opinion that as soon as
biometric data are collected with a view to
automatic processing there is the possi-
bility that these data can be related to an
identified or identifiable individual. In
those cases the Convention applies.

Who is the controller?
52. The controller is the person who
establishes the purpose of the data, the
categories of data to be collected and their
use (Article 2, paragraph d). When the
Convention applies, there must be some-

body who is responsible for compliance
with data protection rules. This person is
addressed as the controller even in cases
where this person only assumes the
responsibility of avoiding any actual iden-
tification. In the case of biometric systems
it is not always immediately evident who is
the controller. For example in the case of
databases with the biometric data of those
to whom a passport has been issued, it
might be the case that only the local pass-
port issuing authorities have access to
these data although the purpose, the cate-
gories of data to be stored and their use are
all established by the legislator. In these
cases the law should stipulate who is to
bear the relevant responsibilities.
53. There might be multiple control-
lers, each of them bearing the responsibil-
ities that the Convention assigns to them,
e.g. in case of decentralised databases.
Even more complex is the situation where,
though a controller defines the system, its
purpose etc., the data are only accessible to
the data subject because the data relating
to him or her are stored upon a smart card
in his possession. 
54. Sometimes there are sub-contrac-
tors who process biometric data on behalf
of the controller. The controller’s full
responsibility is not diminished in any
way. In EU Directive 95/46 such sub-con-
tractors are defined as “processor” in
Article 2, paragraph e. 
55. In all these complex situations it is
necessary to make explicit who the con-
troller is and to make this transparent for
the data subject. The data subject has the
right to know, without elaborate research,
whom to address in case of alleged contra-
ventions to the rules of data protection. It
is not up to him or her in such complex
cases to find out who is willing to or – after
being sued – is compelled to assume
responsibility.

Fair and legal processing
56. Personal data should be obtained
and processed fairly and lawfully (article 5,
paragraph a.). Fairness is a broad concept.

With regard to biometric data, this implies
in particular that the data subject is
informed on the collection of data about
him or her, unless he knows it already. The
data subject must be aware of the purpose
of the collection and of the identity of the
controller.

57. In theory the first collection of bio-
metric data (to be enrolled) will be either
compulsory, on the basis of a law, or volun-
tary. An example of compulsory collection
is the issuance by a public authority of an
identity document, e.g. a passport. If there
is a duty to show such a identity document
on request to any official and it is pre-
scribed that the document should contain
biometric features, the data subject does
not have any choice. In the area of private
law, it is often assumed that biometric data
are collected on a voluntary basis. It is said
that the data subject has a free choice, for
instance to get a bank card for with-
drawing money. The Committee notices
that similar systems started in the past
with a free choice for the client but evolved
through a mass application and the
acceptance of non-negotiable standard
contracts or clauses1 into a situation where
de facto there is no longer a choice for data
subjects that want to take part in ordinary
life. Although there is no law obliging citi-
zens, technology has become so pervasive
that for individuals that want to take part
in daily life a real choice is no longer avail-
able.

58. The second moment of processing
of biometric data is the actual use of the
system by submitting a biometric sample
for the secondary collection of biometric
data which are then matched with the
originally enrolled data. Many biometric
systems are designed to store additional
data about the use of the system. These are
referred to by different terms such as
“shadow data”, “traffic data” or “associated
data”. In general they indicate when and
where an individual contacted the system.
In this paper the term “associated data”
will further be used.

1. In French, contrats d’adhésion.
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59. A legitimate purpose for the
processing of associated data is to secure
the good functioning of the biometric
system. As a side-effect somebody’s
behaviour may be profiled. Each time the
data subject submits his or her biometric
features he or she may leave more or less
exact traces of where he or she was, when,
for how long, with whom etc. The prin-
ciple of fair processing would entail the
data subject being able to know of each
collection of associated data. Often it will
be evident to the data subject as he or she
has to submit his or her biometric data
deliberately. In other cases, it is because he
or she will need to be informed by the con-
troller. Depending on the circumstances, it
might be sufficient to give the information
in general terms. In cases where it is not
self-evident that in a concrete manner
associated data are collected, the principle
of “fairness” implies that information is
given to the data subject on each occasion
the data are collected. The associated data
should not be used for purposes incom-
patible with those for which they have
been collected.

Purpose specification and the 
choice for a specific technique
60. Personal data must be processed for
specific and legitimate purposes (article 5,
paragraph b.). Together with the choice to
use biometric data, the purpose of their
processing must be determined and made
explicit. A legitimate use of biometric data
could be as part of access control to a
country, protected areas or premises. A
further purpose of including biometric
data on passports or visas is to prevent the
use of false identities, the obtaining of a
second passport or the issuance of a pass-
port to an unauthorised person. There is
no exhaustive list of legitimate purposes.
61. Once the purposes are specified, the
technical system should exclude the col-
lection and processing of more personal
data than is necessary for those purposes,
whether biometric or associated data. This
points to the distinction between the dif-
ferent techniques of verification and iden-
tification1. These techniques are instru-
ments to serve these purposes. The pur-
poses that the system should serve are
relevant to the choice of whether or not to
install a system for identification or for
verification. The Committee cannot gen-
erally recommend choosing one or the
other system. It can only recall that if a ver-

ification process suffices to serve the
chosen purpose the instalment of an iden-
tification system needs special justifica-
tion.

Non-excessiveness
62. Specific to biometric data is the
possibility that they contain more data
than are necessary for the purpose of veri-
fying or identifying individuals (Article 5,
paragraph c). It is possible to avoid the
processing of unnecessary data by limiting
the storage and use of biometric data to an
extract that serves the specific purpose as
well, both in the phase of enrolment and
during secondary collection. The tech-
nical term for such an extract is “template”.
The extract should be made in such a way
that the resulting data do not reveal more
information than is necessary for the pur-
pose of the system. In particular it should
avoid any possible link with sensitive data.
An example might be useful. The picture
of an iris scan might reveal certain ill-
nesses. This information is not necessary
for the recognition of an individual. The
template should be made in a way that it
does not contain this unnecessary infor-
mation. 
63. A template can be compared to a list
of key words extracted from a text where
the text itself is not retained. The key
words suffice to match with the key words
generated after the subsequent gathering
of the same text. Thus, the template
extracted from the biometric picture
during the secondary collection can be
matched with the enrolled template each
time the system is effectively used. The
notion biometric data refers to either the
biometric picture or to the template
extracted from it.
64. From a data protection point of
view, this extract has the additional advan-
tage that the original picture of the bio-
metric feature cannot be reconstructed as
no text can be reconstructed from a list of
key words. If only part of a fingerprint is
found and this part does not contain all the
extracted features, the person cannot be
identified by means of a previously
enrolled template. For the purpose of
identifying possible perpetrators of crim-
inal offences, it will be necessary to have a
complete picture. For many other pur-
poses extracts will suffice. 
65. The notion of non-excessiveness is
also relevant for the collection and storage
of associated data. No associated data

should be stored – and if stored not longer
– than is necessary for the purpose for
which they are collected. The exact pur-
poses of processing associated data should
therefore be made explicit right from the
start of planning a system’s architecture.

Accuracy and probability
66. Personal data should be accurate
(Article 5, paragraph d). It has been men-
tioned that probability is an inescapable
element of processing of biometric data.
Although all the data involved are accu-
rate, the outcome of the processing might
be false. This might need explanation.
67. It is unavoidable, even if the system
functions perfectly, that once in a while the
enrolled data and the data of secondary
collection do not match. Somebody might
then be falsely rejected. Likewise, the
system might establish the similarity
between the two features although they
belong to different persons. Somebody is
then falsely accepted. 
68. It has been mentioned that bio-
metric data are in general lifelong unique
(cf. paragraph 28). Exceptions are possible.
People growing older may change bio-
metric features. Illnesses, accidents or sur-
gery may lead to a change of relevant bio-
metric features having the effect that the
biometric system fails to function well
with regard to the specific data subject.
The enrolled data can no longer be
regarded to be accurate in view of the pur-
pose they have to serve. 
69. If the data do not or no longer meet
the appropriate degree of exactness or
similarity, the data subject’s request for
rectification ought to be granted.

Preservation of data
70. Personal data should not be pre-
served for longer than is necessary for the
purpose for which they have been col-
lected (Article 5, paragraph e). For bio-
metric data this requirement does not
seem to be very problematic. As long as
the system fulfils its purpose, the enrolled
biometric data will be kept on one storage
medium or another. Article 5, paragraph e,
mentions in general the possibility to pre-
serve data in a such a form that the data
subject can no longer be identified. With
regard to biometric data the option of
making the data anonymous is not avail-
able as biometric data, by their very
nature, form an instrument to identify
individuals, particularly when they are
automatically processed.

1. For a description of the distinction between verification and identification see under § 2, Description of technicalities.
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71. The data of the secondary collec-
tion will be of no use once they have been
compared with the enrolled data. In prin-
ciple they will not be stored but deleted
immediately. The storage of the data sub-
mitted for the secondary collection could
only be justified in exceptional cases
where reasonable grounds for suspecting
identity fraud exist.
72. More problematic might be the
question of the preservation of associated
data (see para 57). They may serve dif-
ferent purposes. To protect highly secured
areas, e.g. a nuclear plant, it might be a
legitimate part of the system to know
exactly who entered certain areas, when
and for how long. These data serve this
primary purpose. Other systems may
serve another purpose, e.g. to establish
whether the owner of an identity docu-
ment is the rightful owner. These data may
be needed to check whether the system as
a whole functions well. One could think of
a design that automatically gives a signal if
the same biometric data are used within a
short period in geographically remote
areas. This may hint at a double entry, per-
haps fraud. Such secondary purpose could
be deemed compatible with the original
purpose. Article 5, paragraph b. allows the
preserving of associated data for such sec-
ondary purposes. In both cases of primary
and secondary use, the system design
should specify and make explicit the dura-
tion of preservation of the associated data
in relation to the purpose for which they
are to be collected. The preservation of
associated data for purposes that are
incompatible with the purpose of collec-
tion is not allowed. A derogation is only
possible if the requirements of Article 9
are met.

Sensitive data
73. Biometric data may reveal illnesses
or racial origin. Article 6 defines these as
“special categories of data” demanding
appropriate safeguards. In the doctrine of
data protection these data are referred to
as sensitive data. New developments may
lead to possibilities to infer more informa-
tion from biometric data than ever imag-
ined. In general, this new information will
not be relevant to the purpose for which
the data have been collected. The Com-
mittee acknowledges that under such cir-
cumstances the processing of biometric
data implies the unavoidable processing of
unnecessary data, comparable to the situ-
ation where a simple name reveals ethnic
origin. The choice of data to be extracted

in generating a template should avoid
revealing sensitive data as, in general,
these data will not be able to verify the data
subject’s identity or identify him or her.
The precautionary principle demands that
where new techniques may uncover unex-
pected new information one should be ret-
icent to start with systems where there can
be reasonable doubt that in the long run
unwanted and possibly irreversible side
effects may appear.

Data security
74. Article 7 deals with the duty to pro-
vide appropriate security measures to pro-
tect personal data. Standards for the
quality of software and hardware could be
established by the industry particularly in
relation to large scale applications and in
systems that demand a high level of secu-
rity. Data protection authorities should
stipulate that the technical standards
include the necessary aspects related to
the application of the Convention. The
training of the personnel using the system
and the equipment are other important
factors. The training should include the
raising of awareness of the responsibilities
of the personnel when operating the
system.
75. Subsequently the standards and the
systems applying them should be regularly
audited and evaluated, if appropriate, by
an independent body taking into account
all the elements of the system, such as the
enrolment, the stored data, the process of
matching of enrolled data with the sub-
mitted sample, the error rate, the encryp-
tion of the different phases, the personnel
operating it etc. 
76. A general measure of protection,
also applicable to biometric data, consists
of trustworthy algorithms to extract a tem-
plate from a biometric picture and to com-
pare the enrolled data with the subse-
quently submitted biometric data. The
transparency of these algorithms is pres-
ently under discussion, inter alia in view of
their interoperability. The use of encryp-
tion is recommended during the enrol-
ment process to prevent unauthorised
people having access to the raw data and
thus being able to use them to impersonate
the rightful user. Strong encryption of bio-
metric data during the enrolment process,
for storage and transmission over telecom-
munication lines enhances security and
makes the unauthorised use of biometric
data more difficult. Anybody who would
intercept the encrypted signal, not dis-
posing of the encryption key, should not

be able to reconstruct a signal to which the
biometric system would respond.

Transparency
77. The existence of a system using bio-
metric data, the purpose of the system and
the identity and residence of the controller
should be communicated, not only to the
data subject, but to the public in general
(Article 8, paragraph a). Particular prob-
lems may arise with regard to the notion of
purpose. It might be the case that a system
serves more than one purpose, some of
which are evident, while others are not.
Under these circumstances, the controller
should inform, on his own initiative, the
data subjects and the public about the
system, the purposes for which the per-
sonal data are used, the way they are used
and possible risks. In other cases the prin-
ciple of transparency can be served by
giving information upon request.
78. Any derogation from the transpar-
ency of all the purposes should, in accord-
ance with Article 9 of Convention 108, be
provided for by law and should be neces-
sary in a democratic society in the inter-
ests of, for example, public safety. 

Right of access
79. The data subject has access to the
biometric data about him or her (Article 8,
paragraph b). This right extends to the bio-
metric data themselves as well as to the
associated data that reveal – intentionally
or unintentionally – information about
him or her. A data subject might have an
interest in checking the biometric data
that the system links to his or her identity
as it cannot be excluded that they have
deteriorated or been falsified, yielding
false rejections. The biometric data
belonging to his name have to be searched
on his or her request.
80. The data subject might claim that
the enrolled biometric data or template do
not or no longer adequately represent the
biometric data that he or her submits on
each occasion he or she uses the system,
resulting in a higher rate of false rejections
than average. This might be the result of
biometric features changing as the data
subject ages, of surgical interventions or of
accidents, leading to a lasting change in
the relevant biometric features. The Com-
mittee thinks that the right of access
implies that such a claim be checked. The
data subject does not need to present a
probable cause.
81. The data subject has the right of
access to his or her data in an “intelligible
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form”. Granting the right of access to bio-
metric data will often imply that a machine
able to read the biometric data should be
available. Similarly an expert may be
required to interpret and check the data.
The Committee believes that the con-
troller cannot simply deny such requests
by stating that a machine or an expert is
not available.
82. The Committee discussed the pos-
sibility of an abusive exertion of the right
of access. To a certain extent Article 8, par-
agraph b deals already with this. Unrea-
sonably frequent requests for access can
be rejected as only requests “at reasonable
intervals” must be granted. Other forms of
abusive requests can also be imagined.
The Committee considered that general
principles of law, not limited to the field of
data protection, deal with the doctrine of
abuse in the exertion of rights or legal
claims.
83. In certain cases, where there is rea-
sonable cause to suspect identity fraud, the
data controller should do his best to inves-
tigate the situation.
84. In practice this search can only be
done to the extent that the controller him-
self has access to the biometric data. It is
possible that this is not the case (cf. §3
about the storage of data on a smart card)
but the data subject can present a probable
cause that somebody else fraudulently
uses his or her biometric data in relation to
the system. The Committee is of the
opinion that the controller should then
take the necessary measures to secure the
accuracy of the data. One could think of
the use of associated data to detect the
alleged fraud.

Right of rectification and erasure
85. Biometric data or associated data
may appear to be incorrect. The data sub-
ject can claim their rectification or erasure
(Article 8, paragraph c, of the Convention).
86. Whether data are correct or not has
to be judged against the background of the
purposes for which they have been col-
lected. If the data are used solely to grant
access to premises without the subsequent
storage of associated data related to indi-
viduals, a controller could legitimately
accept a greater degree of probability of a
false acceptance or a false rejection, e.g. to
prevent the system becoming dispropor-
tionately expensive.
87. The degree of probability plays a
role both in the enrolment procedure and
in the subsequent use of the system.
During the enrolment the algorithm to

extract the template from the biometric
feature can be more or less extensive
depending on the purpose of the system. A
less extensive algorithm will increase the
probability of false acceptances or rejec-
tions as the template will be less specific.
In subsequent use the system can be tuned
to allow a more or less strong coincidence
between the enrolled picture or template
with the presented biometric data. The
Committee is of the opinion that it is pri-
marily up to the controller to establish the
necessary degree of probability that the
system allows for. The data subject cannot
claim full certainty but as much as is tech-
nically possible. 
88. The inherently probabilistic char-
acter of the use and match of biometric
data makes it unavoidable that once in a
while associated data are linked to the
wrong data subject. As this might be the
case, the interpretation of these data with
regard to an individual should take this
fact into account. As a match (acceptance)
or a non-match (rejection) never yields full
certainty, neither can the associated data
be linked to a specific data subject with
absolute certainty. The same degree of
probability remains throughout. 
89. This raises special problems in sys-
tems where the data are used to systemat-
ically control somebody’s behaviour,
which could be justified for instance in a
highly secure area where it is necessary to
know who was where, when and for how
long. This demands a higher degree of
accuracy of the system. With regard to
biometric data this means that there
should be relatively little probability of a
false acceptance or false rejection. 
90. The certainty of the “recognition” of
the data subject should not be taken for
granted. Nor can the data subject claim
that they should be fully certain. A corol-
lary seems to be that if inaccurate associ-
ated data are found, this does not neces-
sarily imply that the controller has acted
illegally, thus giving ground for indemnifi-
cation. 
91. Linked to the right of rectification is
the right of erasure, in the case of bio-
metric data being stored contrary to the
law. 
92. With regard to biometric data, con-
flict could arise between the controller and
the data subject about the acceptable
degree of probability of false rejections. If
the data subject requests a new enrolment,
although the controller does not acknowl-
edge that the data are inaccurate, the right

of rectification could be assumed to entail
in principle the data subject’s right to a
new enrolment without excessive costs.
The same holds true if the enrolled data
were originally correct but the biometric
feature has changed by aging, an accident
or surgery. With the lapse of time the data
gradually may have become incorrect. 

Effective remedy
93. Everybody has the right to an effec-
tive remedy where the right to transpar-
ency, to access, to rectification or erasure
is not met (Article 8, paragraph d). With
regard to biometric data, a further specifi-
cation of this right could be thought of.
Several references have been made to the
fact that the probabilistic character of the
use of biometric data entails specific prob-
lems with regard to data protection. The
choice for the use of a biometric system is
the controller’s risk. It is not up to the data
subject to bear the possible drawbacks of
such systems. Depending on the circum-
stances, the data subject should have the
possibility of an immediate remedy being
sought or have, as soon as possible, access
to a review.
94. Somebody might not be “recog-
nised” by a biometric system. This can
have several causes, such as the following:
a. The person is not the same as the
one whose biometric data are enrolled.
The result is correct. The data do not
match and the system rejects the data sub-
ject. 
b. The system’s enrolled biometric
data are wrong. The data should be recti-
fied. 
c. The enrolled data are right but the
secondary collection does not function
well so the matching of biometric data
does not succeed. The machine should be
adjusted. 
d. The system works perfectly well and
the data are accurate; nevertheless the
probabilistic character of the matching
operation leads to the result that the
system does not find a match. 
95. Other cases can be thought of also,
where somebody is “recognised”. The
match between submitted data with the
originally enrolled data might wrongly be
indicated as successful. This might imply
that the data subject is recognised as
appearing on a list of unauthorised per-
sons whereas the opposite is the case.
96. In all these situations an individual
should, upon request, obtain a review. In
case (a) the rejection will be confirmed. In
all the other cases, the automated outcome
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should be corrected. In the end the data
subject ought to have recourse to a human
being who on behalf of the controller
decides whether the data subject is to be
rejected or accepted.1 The procedure for
this recourse should not be disproportion-
ately burdensome for the data subject. The
same applies to persons who cannot use
the system because of a physical handicap.
Somebody missing both hands cannot be
allowed in by a system that works on the
basis of fingerprints. The controller
should ensure that these persons dispose
of an alternative procedure without com-
promising the security level which is being
aimed at.
97. In the eventuality that the data sub-
ject and the controller have a lasting disa-
greement, they can address the supervi-
sory authority under the Additional pro-
tocol to Convention 108. 

The relevance of Article 9 of the 
Convention for biometric systems
98. Article 9, para 2, allows for deroga-
tions to the principles mentioned above.
The derogations are submitted to certain
limits. The paragraph resembles Article 8,
paragraph 2, of the European Convention
on Human Rights (ECHR).
99. The gathering of personal data,
whether biometric or associated data, and
their subsequent processing might inter-
fere with private life. Article 8, paragraph
1, ECHR, would forbid such interference
unless the interference is justified in
accordance with Article 8, paragraph 2. If
biometric data are automatically proc-
essed the principles of Convention 108
apply, whether or not private life is at
stake. The principles aim at avoiding inter-
ference with private life as much as pos-
sible. The principles apply equally to the
associated data generated by the use of a
biometric system as long as these data
permit identification of the data subjects.
Any interference with private life is only
allowed if the criteria of article 8, para 2
ECHR apply. A derogation from the prin-
ciples of Convention 108 is only allowed if
the criteria of its Article 9, paragraph 2,

apply. These criteria are similar to Article
8, paragraph 2, ECHR.
100. In the Rotaru v. Romania judgment
of May 2000, the European Court of
Human Rights decided that the secret col-
lection of personal data for state security
purposes amounted to an interference
with private life. The Court therefore
applied the criteria of Article 8, paragraph
2, ECHR. In its judgment, the Court
deemed necessary that the categories of
persons to whom such interference applies
and the data that can be collected about
them should be described beforehand by
law in a sufficiently precise and foresee-
able manner in accordance with legitimate
criteria. Sometimes it is contended that
the data subject’s private life is not is not
interfered with as long as he or she does
not notice anything. The Rotaru v.
Romania judgment makes clear that this
argument is not valid.
101. The Rotaru v. Romania judgment
with regard to Article 8, paragraph 2,
ECHR might have implications for the
interpretation of Article 9, paragraph 2,
Convention 108. The processing of bio-
metric data and the different categories of
associated personal data, the purposes of
their collection and the identity of the con-
troller should in principle be made trans-
parent to the data subject. New technolo-
gies such as face recognition and an on-
the-spot check with a list of searched
criminals would constitute a form of
processing without the storage of the data
of all the checked persons for any longer
than the few seconds necessary to perform
the match. Nevertheless, it is a form of
processing that would be covered by Con-
vention 108. The surreptitious processing
of these data would be contrary to the
principle of fair processing and would
therefore only be allowed if the criteria of
its Article 9 are fulfilled.
102. An example may illustrate this
point. In spite of unsuccessful experiments
so far, it cannot be excluded that in the
near future it will be technically possible to
identify people walking in the street by

comparing their faces with a list of wanted
persons. The technique is evolving to
extract digitised information from pic-
tures in order to compare them with data-
bases. The enrolment would consist of
taking a criminal’s picture after arrest.
These could be matched with pictures
resulting from the video surveillance of
citizens walking along the street. In prac-
tice this video surveillance could be car-
ried out secretly. As this would amount to
unfair processing, this would only be
allowed if the criteria of Article 9 of the
Convention are met. A law would be
needed describing the exact ambit of the
exceptions to the general rule of fair
processing.

103. Some advocate the secondary use of
associated data of existing systems using
biometric data where the compatibility
with the original purpose for which the
data have been collected is questionable.
For instance, intelligence services might be
interested in preserving these data for the
purpose of surveying people they deem
prone to terrorist attacks. Often this will
be incompatible with the original purpose
of collecting these data. Article 9 of the
Convention would demand that such a
measure be proved to be necessary in a
democratic society for the purpose of
public security. If so, the derogations to
the criterion of compatibility should be
laid down in a law specifying the way such
data can be preserved and used for this
new purpose.

104. Article 8, paragraph 2, ECHR and
Article 9 of Convention 108 are meant as
exceptions that justify an infringement to
the principles enshrined in both Conven-
tions. A limited interference with private
life or a limited derogation from the rules
of Convention 108 would not set aside the
principles in themselves. An overall secret
surveillance of the public in general, even
if provided for by law, would set aside the
entire principles as such and would there-
fore not meet the standards of either the
ECHR or Convention 108.

V. Conclusions of the progress report

105. The Committee has had a prelimi-
nary debate on some issues of biometrics
in its relation to the data protection prin-
ciples as these are enshrined in Conven-
tion 108. Many questions are still open. In

spite of big technological developments
since the Convention was drafted, the
Committee has found that its principles
are still relevant also for systems using bio-
metrics. The report reflects the relevance

of the legal principles to these new tech-
niques. It aims to contribute to the debate
about the relation between human rights
and biometrics that take place both at the
international and national level. The Com-

1. Cf. Article 15 of EU Directive 95/46 on the protection of personal data.
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mittee intends to update this report or
issue further reports or draw up new legal
instruments as soon as developments
require it.
106. At this stage the Committee under-
lines, in particular, that:
i. Biometric data are to be regarded as

a specific category of data as they
are taken from the human body,
remain the same in different
systems and are in principle inalter-
able throughout life. They might be
altered, however, for instance
through aging, illnesses or surgical
interventions.

ii. Before having recourse to biomet-
rics, the controller should balance
the possible advantages and disad-
vantages for the data subject’s
private life on the one hand and the
envisaged purposes on the other
hand, and consider possible alterna-
tives that are less intrusive for
private life.

iii. Biometrics should not be chosen for
the sole sake of convenience.
Human dignity might be affected by
the use of biometrics. Socio-
cultural aspects and possible reluc-
tance towards the instrumental use
of the human body, should be taken
into account.

iv. The biometric data and any associ-
ated data generated by the system
must be processed for specific,
explicit and legitimate purposes and
should not be processed further for
purposes that are incompatible with
these. 

v. The data should be adequate, rele-
vant and not excessive in relation to
these purposes. A technical system

using biometric data should be
configured to exclude the possibility
to collect more biometric or associ-
ated data than is necessary for the
purposes of the processing. Where
templates are sufficient, the collec-
tion or the storage of the picture
should be avoided. 

vi. In choosing the system architecture,
the controller should balance the
advantages and disadvantages for
the data subject’s private life on the
one hand and the envisaged
purposes on the other hand. A
reasoned choice should be made
between storage solely on an indi-
vidual storage medium, a decentral-
ised database or a central database,
bearing in mind the aspects relating
to data security.

vii. The architecture of a biometric
system should not be dispropor-
tionate in relation to the purpose of
the processing. Therefore, if verifi-
cation suffices, the controller
should not develop an identification
solution. Biometric data that are
solely used for verification purposes
preferably should be stored only on
a secured individual storage
medium, e.g. a smart card, held by
the data subject only.

viii. The data subject should be
informed about the purposes of the
system and the identity of the
controller unless he or she already
knows, and about the personal data
that are processed and the persons
or the categories of persons to
whom they will be disclosed as far
as the information is necessary to

guarantee the fairness of
processing.

ix. The data subject has a right of
access, rectification, blocking and
erasure of the data relating to him or
her. These rights extend to the
biometric data undergoing auto-
matic processing attached to his
identity, possibly associated data
(such as date and place of use of the
system) and to whom they have
been communicated.

x. The controller should foresee
adequate technical and organisa-
tional measures that aim to protect
biometric and associated data
against accidental or deliberate
deletion or loss, as well as against
illegal access, alteration or commu-
nication to unauthorised persons or
any other form of illegal processing.

xi. A procedure of certification and
monitoring and control, if appro-
priate by an independent body,
should be promoted, particularly in
the case of mass applications, with
regard to the quality standards for
the software, the hardware and the
training of the staff in charge of
enrolment and matching. A peri-
odic audit of the system’s perform-
ance is recommendable. 

xii. If, as a result of a biometric system,
a data subject is rejected, the
controller should, on his or her
request, re-examine the case and
should, where necessary, offer
appropriate alternative solutions.
Procedures should be in place and
made known to the data subject in
the case of an allegedly false result
of the system.
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Guiding principles for the protection of personal data with regard to smart 
cards (2004)

As adopted by the CDCJ at its 79th Plenary (11-14 May 2004)

Introduction

The Council of Europe’s data pro-
tection committees wished to draw atten-
tion to certain specific aspects of the
protection of personal data with regard to
the use of smart cards. The Project Group
on Data Protection (CJ-PD) of the Council
of Europe therefore requested a consult-
ant, Mr Karel Neuwirt (President of the
Czech Data Protection Authority), to write
a report on data protection with regard to
the use of smart cards. This report
acknowledged that any study on smart
cards would be linked to technological
developments and should thus be situated
in the historical context. The wish was
therefore expressed to draw up a list of
specific Guiding Principles to be taken
into account in relation to the use of smart
cards.

After examining Mr Neuwirt’s
report and guiding principles, the CJ-PD
agreed to revise and specify some of these
guiding principles, and prepared the fol-
lowing text.

For the purposes of these guiding
principles, a “smart card” is thought of as a
mobile carrier of personal data with auto-
matic processing functions, which is
issued to the data subject and processes
personal data in accordance with the pur-
poses and specifications of the issuer in
connection with an information system
related to it. The card can be used, for
example, for the purposes of identifying
the data subject, concluding transactions
that cannot be done anonymously or
allowing access to certain places and data-
bases. A smart card should be distin-
guished from a magnetic strip or a
memory card, which cannot be used for
autonomous logical and arithmetical
operations with data.

Smart cards are increasingly used
for various applications. The nature and
capability of smart cards create many data
protection issues and these new problems
need to be addressed, for example who
controls the personal data used in the sys-
tem? Who is responsible for the accuracy
and security of the data when the system is
accessible to a number of other entities?
How can the multiplication of risks of the

possible invasion of the privacy of citizens
due to the use of smart card technology be
countered? Who has access to the data
subject’s personal data and under what
conditions? etc.

Information systems which use
smart cards entailing the processing of
personal data fall within the scope of
application of the Council of Europe Con-
vention for the Protection of Individuals
with Regard to Automatic Processing of
Personal Data [ETS No. 108] (hereinafter
Convention 108). This Convention was
prepared when it became apparent that in
order to ensure the effective legal protec-
tion of personal data it would be necessary
to develop more specifically and systemat-
ically the general reference to respect for
private life in Article 8 of the Convention
for the Protection of Human Rights and
Fundamental Freedoms (hereinafter
ECHR).

Additional rights and safeguards are
laid down in various Council of Europe
recommendations, in particular:
a. Recommendation No. R (2002) 9 on
the protection of personal data collected
and processed for insurance purposes
b. Recommendation No. R (99) 14 on
universal community service concerning
new communication and information
services
c. Recommendation No. R (99) 5 for
the protection of privacy on the Internet
d. Recommendation No. R (97) 5 on
the protection of medical data
e. Recommendation No. R (95) 4 on
the protection of personal data in the area
of telecommunication services, with par-
ticular reference to telephone services
f. Recommendation No. R (90) 19 on
the protection of personal data used for
payment and other related operations
g. Recommendation No. R (89) 2 on
the protection of personal data used for
employment purposes
h. Recommendation No. R (86) 1 on
the protection of personal data used for
social security purposes
i. Recommendation No. R (85) 20 on
the protection of personal data used for
the purposes of direct marketing

A number of activities and instru-
ments of the Council of Europe, in partic-
ular the work of its expert committees
concerned with personal data protection,
indirectly relate to the issues raised by the
use of smart cards. In particular, as smart
cards may be used as a storage medium for
biometric data, attention is drawn to the
guiding principles on the protection of
personal data in the form of biometric
data, currently being prepared by the
T-PD. Modern technology brings a
number of advantages to the daily lives of
citizens, as well as risks due to the possibil-
ity of interfering in the privacy of individ-
uals. It is not, therefore, the objective of
this Council of Europe document to
describe the advantages of using smart
cards, but to specify the approach that
should be followed in order to improve
personal data protection when smart card
technology is used.

Collecting and processing personal
data in systems which use smart cards
should respect all the principles of per-
sonal data protection established by
national legislation.

The following guiding principles are
not intended to be an exhaustive solution
to all the data protection issues arising
with respect to the use of smart cards. A
smart card is always used as part of a wider
information system and the overall effec-
tive protection of personal data used in
such a system depends on many different
factors and circumstances. The security of
a system also greatly depends on the
behaviour of the people who come into
contact with it. Smart card technology is
undergoing very rapid development.
These guiding principles are intended to
set out basic principles that will not signif-
icantly change with innovations in the
technology. Nevertheless, it may be appro-
priate to supplement these principles in
the light of the continuing developments
in this field.

It should be recalled that, to the
extent that these guiding principles con-
tain safeguards for everyone’s rights and
fundamental freedoms, and in particular
the right to the respect for privacy, as
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established by Articles 5, 6 and 8 of Con-
vention 108 and Article 8 of the ECHR,
derogations from such rights, in accord-
ance with Article 9 of Convention 108,
which was elaborated on the basis of Arti-
cle 8 of the ECHR, are possible where they
are provided for by law and constitute a
necessary measure in a democratic society
in the interests of:

a. protecting state security, public
safety, the monetary interests of the state,
or the suppression of criminal offences;

b. protecting the data subject or the
rights and freedoms of others.

In relation to these derogations, it
might be underlined that they should be
interpreted in a restrictive manner and
they should be used only in exceptional
cases in accordance with the interpreta-
tion of paragraph 2 of Article 8 of the
ECHR in the case-law of the European
Court of Human Rights.

The guiding principles are primarily
aimed at the issuer of the card, who holds
primary responsibility for the protection

of personal data contained on the card.
They are also directed at all other partici-
pants involved in information systems –
project designers, managers, operators, as
well as the data subjects themselves – who
should take these principles into account.
The principles that have been laid out
should be applied as consistently as possi-
ble. Only thus will it be possible to contrib-
ute to the rise of internationally
interoperable and highly secure smart
card applications.

Guiding principles
1. The collection and processing of
personal data by means of smart cards
should be fair and lawful. Only the per-
sonal data necessary for the fulfilment of
the purposes for which the card is used
should be collected and stored on the card.
Systems using smart cards should be
transparent1 to the data subjects whose
personal data are processed.
2. Personal data should only be col-
lected and stored on a smart card for legit-
imate, specific and explicit purposes. They
should not be used subsequently in a way
which is incompatible with these pur-
poses. 
3. The obligations with regard to the
protection of personal data fall upon the
person who determines the purpose of the
system and the means that are used to
fulfil this purpose. This implies, in the case
of a multipurpose card, that different con-
trollers are each responsible for their part.
4. If a smart cart is used for different
purposes, the processing should be organ-
ised in such a way that the data are not
used for purposes other than those for
which they were collected. When the same
data are used for several purposes they

should be limited to what is strictly neces-
sary.2

5. Sensitive personal data3 to be
recorded in the card’s memory should only
be collected if provided for by law or if the
data subject has given his/her explicit con-
sent4. These data should only be processed
in accordance with appropriate safeguards
laid down by law.5 If the collection and
processing of such data are based on
explicit consent, the data subject should
have the right to withdraw consent at any
time. Refusal or withdrawal of consent
should not be sanctioned with any nega-
tive consequences for the data subject. 6

6. Data recorded on a card should be
protected against any unauthorised or
accidental access, alteration and/or
erasure. The card should offer an appro-
priate level of security given the state of
technology, the sensitive or non-sensitive
nature of the data recorded, the number
and type of applications and the evaluation
of possible risks.7 The conditions under
which third parties may have access to
data recorded on the card should be estab-
lished beforehand for each of the separate
purposes for which the card is used.8

7. Where personal data are collected
and stored on a smart card, the data sub-
ject should be informed of the purposes of
processing, the identity of the controller,
the categories of data concerned and the
recipients or categories of recipients of the
data that are stored. Other information9

should be provided to the data subject,
where this is necessary to guarantee fair
processing of personal data.

8. When a card is issued, the holder
should be properly informed about how to
use his/her card and what to do in case of
fraud or unauthorised disclosure10.

9. Whenever personal data are
exchanged between a smart card and the
system, the data subject should be alerted,
unless he/she already has this information.
This is particularly important in the case
of contact-less cards, that is to say if the
data subject does not insert or present the
card to the system him-/herself. 

10. Data subjects should have the right
of access to personal data relating to them
contained on the card and should have the
right to have them corrected or, where
necessary, updated11.

1. This notion of transparency implies that the data subject is informed about the data that are stored and the use that is made of them. 
2. For example, in the case of a smart card used by a school in both at the cafeteria and the library, only the data common to these two purposes,

such as the name of the child and his or her class, should be stored.
3. According to Article 6 of Convention 108, sensitive personal data include “personal data revealing racial origin, political opinions or religious or

other beliefs, as well as personal data concerning health or sexual life […] [and] personal data relating to criminal convictions”. Other data defined
as such in national law are also considered as sensitive data.

4. However, there may be cases in which national law provides that consent is not a sufficient basis for the lawfulness of collection or processing.
5. Such appropriate safeguards providing additional protection for the data can be implemented, for instance, by encryption of data, which is the

most sophisticated device at present. Account should be taken, however, of possible future technical developments.
6. If the recording of sensitive personal data is necessary to provide the data subject with a service, and he or she refuses to give explicit consent or

withdraws consent, the service will of course no longer be available to him or her. 
7. If, for example, cards with a memory chip are used, in principle only personal identification data may be recorded. There may also be other

criteria which should be taken into account, such as quantity of data, the number of potential readers, the purposes of processing, etc.
8. The risk of the data stored on the card being misused increases when it is equipped with payment functions. Combining the payment function of

the card with applications through which the cardholder’s sensitive personal data are recorded on the card is not recommended.
9. The information to be provided to the data subject may also include technical specifications of the system chosen.
10. In particular, the attention of the holder of the card should be drawn to the consequences that may result from misuse of the card, disclosure of

the way to access data (for example the code) or disclosure of the data, and to the fact that his/her liability may be engaged in some cases.
11. One way of guaranteeing access is by setting up card readers.
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11. Data resulting from the use of a
smart card1 should be deleted if they are

no longer necessary for the specific pur-
pose for which the card was used. 

1. An example of such data is data giving information about the date and place when the card was used.
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Guiding principles for the protection of individuals with regard to the 
collection and processing of data by means of video surveillance (2003)

As adopted by the European Committee on Legal Co-operation (CDCJ)
at its 78th meeting (20-23 May 2003)

Introduction
The Council of Europe’s data pro-

tection committees wished to draw atten-
tion to certain particular aspects of
surveillance. The Project Group on Data
Protection (CJ-PD) of the Council of
Europe therefore asked a consultant, Dr
Giovanni Buttarelli (Secretary General of
the Italian Data Protection Authority), to
write a report on data protection in rela-
tion to surveillance activities. This report
acknowledged that any study of surveil-
lance is linked to technological develop-
ments in the means of control and should
thus be situated in the historical context. It
was therefore agreed to highlight a list of
Guiding Principles specifically for video
surveillance, which ought to be taken into
account in relation to video surveillance.

After examination of Mr Buttarelli’s
report and guiding principles, the CJ-PD
agreed to re-elaborate and specify some of
these guiding principles, and prepared the
following text.

Many public and private entities
have increasingly been using surveillance
systems in different sectors for various
purposes, in particular in order to control
the movement of persons and goods and
access to property, as well as events, situa-
tions and conversations – whether by tele-
phone, over electronic networks or at a
physical location.

Surveillance systems often result in
the collection of personal data even
though their collection and/or storage is
sometimes not the aim of the surveillance
data controller.

A considerable portion of these
activities is performed by means of video
surveillance devices, which raises specific
issues as regards data protection.

Information collected during video
surveillance activities often includes data
(in the form of images and sounds) which
directly or indirectly permit the identifica-
tion of individuals, and the monitoring of
their conduct. Moreover, video surveil-
lance systems are increasingly converging
with other technologies that raise new pri-
vacy and data protection concerns. These
include the recording of sounds, wireless

and high-speed computer networks used
to transfer images; facial recognition sys-
tems integrated with computerised data-
bases which can identify and track
individuals; and devices that search under
clothing and through walls, for example
heat recognition devices or infrared
devices.

Video surveillance activities entail-
ing the processing of personal data fall
within the scope of application of the
Council of Europe Convention for the Pro-
tection of Individuals with Regard to
Automatic Processing of Personal Data
[ETS No. 108] (hereinafter Convention
108) –which was prepared when it became
apparent that in order to ensure the effec-
tive legal protection of personal data it
would be necessary to develop more spe-
cifically and systematically the general ref-
erence to respect for private life in Article
8 of the Convention for the Protection of
Human Rights and Fundamental
Freedoms (hereinafter ECHR).

Additional rights and safeguards are
laid down in various Council of Europe
recommendations, in particular:
• Recommendation No. R (87) 15 on

the use of personal data in the police
sector;

• Recommendation No. R (89) 2 on
the protection of personal data used
for employment purposes;

• Recommendation No. R (95) 4 on
the protection of personal data in
the telecommunications sector.
Various other recommendations

which – though not expressly referring to
video surveillance – include safeguards
and rules that are relevant in terms of per-
sonal data protection as also related to
data communication and transborder data
flows.

Video surveillance is not expressly
covered in these instruments. In view of
the increase in the use of and technologi-
cal developments in video surveillance,
this subject needs to be addressed.

These guiding principles, therefore,
expand and further specify the safeguards
applying to data subjects contained in the

provisions of those earlier instruments as
regards the processing of personal data
collected by video surveillance. They cover
any type of video surveillance activity
allowing (by means of technical equip-
ment) the systematic observation, collec-
tion and/or storage of personal data
relating to one or more individuals in par-
ticular in respect of their conduct, pres-
ence and/or movement. These guiding
principles should cover systematic obser-
vation, whether permanent or on the occa-
sion of a specific event, whether personal
data are processed wholly or partly by
automatic means, and whether they form
part of an archive system or constitute
non-automatic systematic processing. 

Some guidelines anticipate new
possibilities of information technology
that will allow easy access and correction
without revealing the personal data of
third parties.

Attention should be drawn to the
fact that, to the extent that these guiding
principles contain safeguards for every-
one’s rights and fundamental freedoms,
and in particular the right to the respect
for privacy, as established by Articles 5, 6
and 8 of Convention 108 and Article 8 of
the ECHR, derogations from such rights,
in accordance with Article 9 of Conven-
tion 108, which were elaborated on the
basis of Article 8 of the ECHR, are possible
where they are provided for by law and
constitute a necessary measure in a demo-
cratic society in the interests of:
• protecting state security, public

safety, the monetary interests of the
State or the suppression of criminal
offences;

• protecting the data subject or the
rights and freedoms of others.
These guiding principles are

intended for the widest possible dissemi-
nation among individuals who may be the
subject of video surveillance and the users
of video surveillance systems, devices and
techniques. They are also addressed to
member states, manufacturers, dealers,
service and access providers and research-
ers with a view to developing software and
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technologies that pay greater attention to
data subjects’ fundamental rights with
regard to video surveillance. Council of
Europe member States should ensure that

these guiding principles are applied as
consistently as possible.

These guiding principles could also
serve as a framework for other surveil-

lance activities that are not based on the
use of video surveillance devices.

Guiding principles
Any video surveillance activity

should be undertaken by taking such
measures as are necessary in order to
ensure that this activity complies with per-
sonal data protection principles, in partic-
ular:
1. by ensuring that it is carried out in a
fair and lawful manner for legitimate, spe-
cific, and explicit purposes. Personal data
collected by means of video surveillance
should not be further processed in a way
incompatible with the purposes for which
they were collected;
2. by only using video surveillance if,
depending on the circumstances, the pur-
pose cannot be attained by measures
which interfere less with privacy, provided
that the alternative measures would not
involve disproportionate cost.
3. by making use of video surveillance
in an adequate, relevant and non-excessive
way with regard to the determined and
specific purposes sought in the individual
cases where there is a demonstrable need,
in order to avoid any unintentional and
unjustified infringement of the data sub-
ject’s rights and fundamental freedoms,
for example, the freedom of movement,
and to ensure in particular respect of his
privacy, even in public places;1

4. Video surveillance should be car-
ried out in a way that does not make the
persons recorded recognisable if the pur-
pose of the processing does not require
their possible identification; 

5. by preventing the data collected
from being indexed, matched or kept
unnecessarily. When it proves necessary
to keep data, these data must be deleted as
soon as they are no longer necessary for
the determined and specific purpose
sought;
6. by refraining from video surveil-
lance activities where the processing of the
data would result in discrimination against
certain data subjects or groups of data
subjects exclusively on account of their
political opinions, religious beliefs, health
or sexual life, racial or ethnic origin;
7. by making clearly discernible in an
appropriate manner that video surveil-
lance is taking place, its purpose and the
identity of the controller2 or by informing
the data subject beforehand of the above.
Other information,3 having regard to the
specific circumstances, should be pro-
vided to the data subject, where this is nec-
essary to guarantee fair processing of per-
sonal data and does not jeopardise the
purpose of the surveillance;
8. by ensuring that during the storage
period, the right of access to the data, and,
where appropriate, the right of rectifica-
tion, blocking and/or erasure, is granted to
the data subject unless this would entail
disproportionate effort;
9. by taking all technical or organisa-
tional measures necessary to safeguard the
integrity of the collected information;4

10. In case of storage by the police of
personal data by automatic means
resulting from video surveillance, the
principles of Recommendation No. R (87)
15 on the use of personal data in the police
sector should furthermore be taken into
account;

11. by limiting the use of video surveil-
lance systems in the workplace to organi-
sational and production requirements or
to occupational safety purposes. This
system should not be aimed at the system-
atic surveillance of the quality and quan-
tity of individual performance in the work-
place.

12. Employees or their representatives
should be informed or consulted before
the introduction or adaptation of a video
surveillance system. Where the consulta-
tion procedure reveals a possibility of
infringement of employees’ right to
respect for privacy and human dignity
their agreement5 should be sought. In the
event of a lawsuit or counterclaim,
employees should be able to ground them
on the recording made. 

13. If personal data are recorded and
kept, this should be done as far as possible
in a way that allows data subjects to exer-
cise their right of access, in accordance
with data protection legislation, without
obtaining information about other people.

1. Therefore, those responsible for such systems are invited to assess to what extent the video surveillance systems are adapted to their information
requirements in relation to the geographical location of the cameras (which areas of the city, which streets and why), and to choose which
technology should be used according to these same requirements (image definition, zoom capacity, camera miniaturization...) without using
excessive measures.

2. In some cases the purpose and the identity of the controller are clear from the circumstances. However, in certain limited cases (e.g. traffic
management) it may not be feasible to make the identity of the controller available beforehand.

3. The information to be provided to the data subject may also include technical specifications of the chosen system.
4. This is of special importance in cases of digitising since the alteration of data cannot be easily detected. Collected information should only be

modified for adequate and justified reasons, the modified information collected should be labelled as such and the original information should be
retained.

5. For example, this agreement could be given, in accordance with the relevant domestic law procedures, by trade unions or labour councils.
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Report on the impact of data protection principles on judicial data in 
criminal matters including in the framework of judicial co-operation in 

criminal matters (2002)

Foreword

1. During its 74th meeting, the Euro-
pean Committee on Legal Co-operation
(CDCJ) adopted the draft revised terms of
reference of the Project Group on Data
Protection (CJ-PD) for 2001 and 2002. The
Committee of Ministers subsequently
adopted these revised terms of reference,
as they appear in document CJ-PD (2000)
3 rev 4, at its 740th meeting. According to
these adopted terms of reference, the CJ-
PD is instructed:

“to consider, before the end of 2001,
the impact of data protection prin-
ciples, on the one hand on judicial
co-operation, and on the other hand
on police co-operation, in criminal
matters, in particular, by the
Working Party on data protection
and police and judicial co-operation
in criminal matters (CJ-PD/GT-
CP).”

2. In order to specify and more clearly
define the subjects to be dealt with, taking
into account that exchanges of data by the
judiciary within the framework of judicial
co-operation in criminal matters by
mutual assistance are one particular
aspect of information processing and this
does not, therefore, cover all activities
involving the processing of personal data
in the judicial field, the CJ-PD decided to
slightly change the name of the new
working party to the “Working Party on
data protection and police and judicial
data in criminal matters” (CJ-PD/GT-PJ)
[see docs CJ-PD-GC (2001) RAP 7 and CJ-
PD (2001) RAP 39]. The CDCJ and its
Bureau were informed about this change
of name (see paragraph 35 of document
CDCJ-Bu (2002) 8) The CJ-PD also under-
lined that when the CJ-PD/GT-PJ exam-
ined the impact of data protection princi-
ples on judicial co-operation in criminal
matters, it should pay particular attention
to the common principles that should be
taken into account in answering mutual
legal assistance requests from countries

that do not have an adequate level of data
protection. 

3. According to the above-mentioned
terms of reference, the CJ-PD was also
instructed to “prepare the evaluation of
Recommendation No. R (87) 15 on the use
of personal data in the police sector, which
shall be transmitted to the Committee of
Ministers by 2002, at its request and
through the CDCJ”.

4. In view of the close links between
the tasks of the Working Party and the
content of Recommendation No. R (87)
15, the CJ-PD entrusted the CJ-PD/GT-PJ
with the preparation of a draft report on
the third evaluation of this Recommenda-
tion to be submitted to the CJ-PD at its
40th plenary meeting in 2002 for revision
and approval. The CJ-PD instructed its
Working Party to take account of the fol-
lowing in the preparation of this draft
report: the previous two evaluations; the
Regional Seminar on “Data Protection in
the Police Sector” organised by the
Council of Europe in 1999 in the frame-
work of its “Activities for the Development
and Consolidation of Democratic Sta-
bility” (ADACS) and as a contribution to
the Stability Pact for South-East Europe;
the results of the “Fight Against Crime and
Personal Data Protection Project” (FAL-
CONE Programme) which was launched
on the initiative of the Italian and Portu-
guese Data Protection Commissions and
approved and sponsored by the Commis-
sion of the European Communities; as well
as any developments since the last evalua-
tion, in particular with regard to the case
law of the European Court of Human
Rights in this matter.

5. In accordance with the above-
mentioned instructions, the CJ-PD/GT-PJ
prepared both the present draft report on
the impact of data protection principles on
judicial data in criminal matters, including
in the framework of judicial co-operation
in criminal matters, and the preliminary

draft report on the third evaluation of Rec-
ommendation No. (87)15 regulating the
use of personal data in the police sector.
Both reports were submitted to the CJ-PD
at its 40th plenary meeting from 7 to 9
October 2002 for examination and
approval. 

6. The CJ-PD examined and revised
the draft report on the impact of data pro-
tection principles on judicial data in crim-
inal matters including in the framework of
judicial co-operation in criminal matters
during its 40th plenary meeting. The CJ-
PD unanimously adopted this report,
except paragraph 34 (under the Principle
of Proportionality), where a dissenting
opinion was expressed by the Swedish del-
egation in relation to the deletion of the
excessive data which in its opinion are
contrary to the Swedish constitutional
rules on the rights of access to public doc-
uments. The CJ-PD invited the CDCJ to
approve, subject to any amendments it
might wish to make, the draft report on
the impact of data protection principles on
judicial data in criminal matters including
in the framework of judicial co-operation
in criminal matters and to authorise the
publication of this report on the Council of
Europe’s data protection website.

7. In view of the multidisciplinary
composition1 of the Working Party
(CJ-PD/GT-PJ) which prepared the draft
of this report, as well as the issues con-
cerned (police and judicial data in criminal
matters), the CJ-PD invited the CDCJ to
send the final version of this report for
information to the European Committee
on Crime Problems (CDPC) and, subject
to the agreement of the CDPC, to its rele-
vant subordinate committees, in partic-
ular the Committee of Experts on Police
Ethics and Problems of Policing (PC-PO)
and the Committee of Experts on the
Operation of European Conventions on
Co-operation in Criminal Matters (PC-
OC).
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Introduction

8. Twenty years after the opening for
signature of the Convention for the Protec-
tion of Individuals with regard to Auto-
matic Processing of Personal Data [ETS
No. 108] of the Council of Europe (hence-
forth Convention 108), questions arise
about the practical impact of data protec-
tion principles in the judicial context (the
processing of data by judicial authorities
including their processing in the context of
mutual co-operation). A recent institu-
tional reflection started within the Euro-
pean Union during the negotiations of the
Convention on Mutual Assistance in Crim-
inal Matters between the member States of
the European Union of 29 May 2000 (Offi-
cial Journal of the European Communities,
Series C 197, 12/07/2000). At the same
time, the seminars organised in the frame-
work of the “Fight Against Crime and Per-
sonal Data Protection Project” (FAL-
CONE Programme), which was launched
on the initiative of the Italian and Portu-
guese Data Protection Commissions and
approved and sponsored by the Commis-
sion of the European Communities, also
dealt with the impact of the data protec-
tion principles on data held by judicial
authorities. Furthermore, during the Con-
ference on protecting society from organ-
ised crime organised by the Council of
Europe, the Italian anti-Mafia Directorate
and the University of Naples II (8-10 Sep-
tember 2000, Caserta (Italy)), the Euro-
pean prosecutors stressed the need for
every European state to set up a central
data bank in matters of organised crime
where information supported by evidence
would be gathered; but they went on to
note that restrictions had to be imposed
on the exchange of information across
borders, in order to respect individual
rights, particularly concerning personal
data. They asked the Council of Europe to

establish a committee of experts to con-
sider these issues and make appropriate
recommendations. The need for specific
provisions in this field was also recalled
during the discussions setting up Eurojust
in the framework of the European Union.1

9. Therefore, the issue of the impact of
data protection principles on data held by
judicial authorities, including the
exchange of information across borders in
the framework of mutual legal assistance,
is at present a topical issue which needs
further examination. With this aim, the
Project Group on Data Protection (CJ-PD)
set up a working party to examine these
issues.
10. Under Article 3 of Convention 108
“The Parties undertake to apply this Con-
vention to automated personal data files
and automated processing of personal
data in the public and private sectors”.
Therefore, the Convention applies to the
personal data of persons involved in the
judicial procedure which are automatically
processed by the judiciary if the Party to
the Convention has not excluded these
categories of automated personal data files
from the scope of application of the Con-
vention in accordance with Article 3.2.a of
Convention 108. Furthermore, Conven-
tion 108 will also apply to the personal
data of persons involved in the judicial
procedure which are not processed auto-
matically by the judiciary if the Party to the
Convention has made the declaration
mentioned in Article 3, paragraph 2.c.
11. However, only recently has the pos-
sible application of the data protection
principles to personal data held by the
judiciary become an issue. This can be
explained in practical terms by the specific
rules of information management
observed in the judicial field for many
years and, more particularly, by the exist-

ence of national codes of criminal proce-
dure. Since the majority of these codes
were drafted at a time when computer sys-
tems were unknown or limited to tech-
nical sectors, the combination of national
rules on prosecution with respect for the
principle of a fair trial naturally led prose-
cutors, magistrates and judges of Euro-
pean countries to process data essentially
in manual files or dossiers. Convention
108, which was drafted to apply to the col-
lection and processing of information
which would be consulted frequently, was
not drafted in view of the classical “han-
dling” of information only on the occasion
of an investigation or a trial, above all
taking into account that the automatic
processing of personal data has only
recently been introduced in the judicial
field.
12. Even if Convention 108 was
intended to apply to the judicial field, it is
true that the data protection principles are
not often applied in this field. There are,
however, some specific legal provisions
that could serve the same aim, although
they are not data protection provisions per
se. For example, although national crim-
inal codes are not specifically designed
with data protection in mind, many of
their rules, such as safeguards for accused
persons, rules for collecting evidence, bal-
ance of interests in a fair trial, can have the
same effects as data protection principles.
Furthermore, when national codes of
criminal procedure have been adopted or
substantially reviewed during the last two
decades they have often included specific
provisions for protecting the personal data
held by judicial authorities.
13. For almost fifteen years, the devel-
opment of new information technologies
in every sector of society has increased
parallel to the interest of law enforcement

1. The following four experts were appointed by the CJ-PD:
Mr Marc Buntschu, Switzerland (Deputy Head of the Secretariat of the Swiss Data Protection Officer)
Mr Giovanni Buttarelli, Italy (Secretary General of the Garante per la Protezione dei Dati Personali)
Mr Alexander Patijn, Netherlands (Legal Adviser at the Ministry of Justice)
Ms Kinga Szurday, Hungary (Senior Legal Counsellor at the Ministry of Justice).
In accordance with the terms of reference from the CJ-PD, the European Committee on Crime Problems (CDPC) and its relevant subordinate
committees could also participate in the composition of the CJ-PD/GT-PJ. Therefore, the other three experts of the CJ-PD/GT-PJ were appointed
by the following committees:
The European Committee on Crime Problems (CDPC) appointed Mr Hughes BRULIN, Belgium (Deputy Legal Adviser, Directorate General on
Penal and Human Rights Legislation, Ministry of Justice).
The Committee of Experts on Police Ethics and Problems of Policing (PC-PO) appointed Ms Elenor GROTH, Sweden (Legal Adviser, Ministry of
Justice)
The Committee of Experts on the Operation of European Conventions in the Penal Field (PC-OC) appointed Mr Philippe BIJU-DUVAL, France
(Bureau de droit pénal européen et international, S.A.E.I., Ministry of Justice).

1. The Commission of the European Communities is currently considering bringing forward European Union legislation on the issue of data
protection in the context of police and judicial co-operation with a view to making a proposal.
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agencies in the prosecution of organised
crime at the international level. Conse-
quently, the judicial authorities of Euro-
pean states have created contacts and co-
operate by means of the new information
technologies: for instance, consulting legal
or case law databases; using ad hoc “para-
graph libraries” in order to draft judg-
ments and decisions; storing specific data
when conducting an investigation;
exchanging information (or even letters
rogatory) at international level by e-mail.
14. The above-mentioned reasons
underline the need to examine the impact
of data protection principles in the judicial
sector. This applies in particular to the
processing of information collected on the

basis of intrusive methods (such as tele-
communication interceptions) or using
methods facilitating the use of DNA tests.
15. Therefore, the Project Group on
Data Protection (CJ-PD) prepared this
report. The report is divided into two
main parts: the first part analyses the
impact of data protection principles on
data processed in the judicial field, in par-
ticular in relation to specific questions
raised in practice at a national level. The
second part analyses the impact of data
protection principles on international
judicial co-operation in criminal matters.
16. It should be remembered that, to
the extent that the report refers to safe-
guards for everyone’s rights and funda-

mental freedoms, and in particular the
right to the respect for privacy, as estab-
lished by Articles 5, 6 and 8 of Convention
108 and Article 8 of the ECHR, deroga-
tions from such rights, in accordance with
Article 9 of Convention 108, which were
elaborated on the basis of Article 8 of the
ECHR, are possible where they are pro-
vided for by law and constitute a necessary
measure in a democratic society in the
interests of:

a. protecting state security, public
safety, the monetary interests of the state
or the suppression of criminal offences;

b. protecting the data subject or the
rights and freedoms of others.

I. The impact of data protection principles on judicial data in criminal matters
Preliminary remarks

The approach of the Project Group

17. In accordance with its terms of ref-
erence, the CJ-PD was instructed “to con-
sider, before the end of 2001, the impact of
data protection principles, on the one
hand on judicial co-operation, and on the
other hand on police co-operation, in
criminal matters […]”. Taking into account
these terms of reference, the CJ-PD exam-
ined the impact of the data protection
principles in the judicial field and reached
some conclusions on this issue.
18. Under criminal procedure, the same
personal data may be processed, at the
same time, even in identical documents,
by the police and the judicial authorities.
Telephone tapping provides an illustration
of the mixed nature of some data: a judge
may authorise telephone tapping but the
data are then collected by the police before
the data are transferred again to a judicial
authority. In these cases there is the risk of
a grey area where some police data go to
the judicial sector and some judicial data
remain in the police sector. This can give
rise to confusion in qualifying data as judi-
cial or police data. This must not be used
as a loophole for not applying the data pro-
tection principles in these sectors, or for
avoiding determining who is controller of
the file or the degrees of responsibility for
each processing operation. It is however
clear that each level of authority must
respect its own rules.
19. Criteria must be found to determine
which specific rules are to be applied. To
this end, in accordance with Article 2, par-
agraph 2.d, of Convention 108, the con-
troller of the file “means the natural or

legal person, public authority, agency or
any other body who is competent
according to the national law to decide
what should be the purpose of the auto-
mated data file, which categories of per-
sonal data should be stored and which
operations should be applied to them”.
Therefore, national law should clearly
determine whether the controller of the
data file is the police or the judicial
authority. Furthermore, the purpose of
processing can also serve as a complemen-
tary criterion.

20. Taking the above considerations
into account, the following conclusion was
reached:

21. The CJ-PD also underlined that
exchanges of data by the judiciary in the
framework of judicial co-operation in
criminal matters by mutual assistance are
one particular aspect of the processing of

information and this does not therefore
cover all activities involving the processing
of personal data in the judicial field. The
principles below therefore also apply to
other activities involving the processing of
personal data by the judicial authorities.

22. The CJ-PD examined the applica-
tion of the main data protection principles
in the framework of mutual legal assist-
ance in criminal matters (see the second
part of this report).

23. The scope of application of this
examination is limited to the processing of
personal data in judicial procedures in
criminal matters and does not include the
processing of personal data in the frame-
work of civil or administrative judicial
matters. The impact of data protection
principles on the processing of informa-
tion by police services is contained in the
report devoted to the third evaluation of
Recommendation No. (87) 15 regulating
the use of personal data in the police
sector.

Data protection and criminal 
procedure: a common aim?

24. It is possible that the data protec-
tion principles are not yet fully applied in
the judicial field (since they may not be
applicable). As mentioned above, there
are, however, some specific legal provi-
sions that could serve the same aim,
although they are not data protection pro-
visions per se. For example, although
national criminal codes are not specifically
designed with data protection in mind,
many of their rules, such as safeguards for
accused persons, rules for collecting evi-
dence, balance of interest in a fair trial, can

In order to make a distinction between
judicial and police data, it should be advis-
able to make explicit who is the controller
of the file in the sense of Article 2, para-
graph 2.d, of Convention 108 with regard
to judicial data and police data. The con-
troller of the file in this sense need not
necessarily be the same as the authority
who, according to the code of criminal
procedure, is responsible for making deci-
sions on or conducting criminal investiga-
tions. Special care should be taken to
avoid loopholes in responsibility, in par-
ticular when personal data are collected
and used by the police following an order
from the judiciary to use intrusive surveil-
lance methods such as interception of tel-
ecommunications.
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have the same effects as data protection
principles.

Data protection principles

a. Principle of lawfulness of processing

“Personal data undergoing […] processing
shall be

a. obtained and processed fairly and law-
fully;”

(Convention 108, Article 5.a)

25. This principle requires that the
public authorities only process personal
data if they have been authorised to do so
by law. 

26. In relation to the processing of per-
sonal data by judicial authorities, it should
be taken into account that a complete reg-
ister of criminal convictions may only be
kept under the control of the official
authority.

27. Having in mind the possible impact
of data protection principles in the judicial
context, does this principle, combined
with the principle of transparency, require
that in every case judicial authorities
should have specific legal authorisation for
processing data in the pursuit of their
legitimate purposes?

28. In some countries, legislation on
data protection does not apply to pending
proceedings; instead there are specific
data protection provisions in the code of
criminal procedure. More generally, the
provisions of national codes of criminal
procedure require judicial authorities to
accomplish their missions of prosecution
or of judgment without explicit references
to data processing or to a complete listing
of specific purposes. In this respect, it
must be acknowledged that traditional
provisions in codes of criminal procedure
which were not drafted with data protec-
tion principles in mind can nevertheless
fulfil the data protection requirements of
Convention 108, in particular when they
specify the purposes of the activities of the
judicial authorities, or even when they
develop these activities more generally
without providing a specific authorisation
to set up data processing. Therefore, it
would be advisable that national legisla-
tors in all the Parties to Convention 108
examine this problem.

29. In relation to the application of the
data protection principle of lawfulness to

the processing to judicial data, the fol-
lowing conclusion was reached:

b. Principle of finality/purpose
“Personal data undergoing […] processing
shall be stored for specified and legitimate
purposes and not used in a way incompatible
with those purposes”
(Convention 108, Article 5.b)

30. This principle requires that data are
not processed subsequently for incompat-
ible purposes.
31. Having in mind the possible appli-
cation of this principle in the judicial con-
text, the problem is how to define what is
compatible and what is not (see for
instance Article 23.1.b of the Convention
on Mutual Assistance in Criminal Matters
between the member states of the European
Union of 29 May 2000). For example, can a
judge re-use data in civil proceedings (e.g.
divorce proceedings) that were initially
collected in relation to a criminal case on
assault between the same married couple?
32. Re-use for the purposes of civil pro-
ceedings could present some problems of
compatibility of purpose. In many of those
civil cases, parties will provide the relevant
data themselves. Re-use for administrative
purposes might be more problematic. The
re-use of data collected for a specific crim-
inal case in an administrative case (e.g.
customs, labour inspection and taxation
issues, etc.) should be considered incom-
patible if there is no concrete link. This
does not exclude that the exceptions and
the derogations of Article 9 of Convention
108 might apply. The Working Party
agreed to use the words “directly related”
which appear in Article 23.1.b of the Con-
vention on Mutual Assistance in Criminal
Matters between the member states of the
European Union of 29 May 2000.
33. In relation to the application of the
data protection principle of finality to the
processing of judicial data, the following
conclusion was reached:

c. Principle of proportionality
“Personal data undergoing […] processing
shall be adequate, relevant and not excessive
in relation to the purposes for which they are
stored”
(Convention 108, Article 5.c)

34. he need for each category of data to
be collected and further processed should
be examined according to the purposes for
which they will be processed. The prin-
ciple of proportionality, which is very
closely related to the principle of necessity,
implies that data undergoing processing
must not be excessive with regard to the
purposes for which they are collected and
used subsequently.
35. It is not advisable to transpose the
principles of necessity and proportionality
to collection of data by judicial authorities
without first clarifying the real meaning of
these terms. In the case law of some
national data protection commissions,
“necessary” is strictly interpreted as some-
thing which is indispensable (in order to
be collected, for instance). However, infor-
mation which may be considered neces-
sary at the time of its collection by a judi-
cial authority may subsequently be found
to be irrelevant in the light of develop-
ments of the inquiry.
36. These principles of necessity and
proportionality should then be assessed in
a global way, keeping in mind the different
processing operations performed during
the whole procedure (prosecution and
judgment of a criminal offence), with the
establishment of the truth during a fair
trial as the main goal. This includes the
preservation of possibly exculpatory evi-
dence and information about the process
of gathering data. In many cases, the deci-
sion on necessity or proportionality of
data can only be taken at a later stage, after
the data have already been collected. If the
judicial authority is of the opinion at the
time of collection that the data are exces-
sive they should be deleted; if not, they

There is no need to create specific legal
rules authorising the judicial authorities
to process personal data, in every case, in
order to fulfil the requirements of the law-
fulness principle when provisions in crim-
inal procedure codes already provide such
rules.

When considering if the re-use of per-
sonal data collected in the framework of a
judicial criminal case is compatible with
the original purpose, special considera-
tion could be given to whether:

1. the judicial criminal case and the judi-
cial civil case for which the data are re-
used are directly related;

2. the judicial criminal case and the
administrative case for which the data are
re-used are directly related.

If the purpose for which the data are to be
re-used is not compatible with the pur-
pose for which the data were collected, the
exceptions under Article 9 of Convention
108 could be applied.
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may be kept and the question of the length
of storage should then be examined.1

37. The question of the spontaneous
exchange of information between judicial
authorities (of the same country or of dif-
ferent countries) was raised as a particular
application of the principle of proportion-
ality. According to some opinions on
mutual judicial assistance in criminal mat-
ters, this principle was already presup-
posed on the basis of Article 21 of the
European Convention on Mutual Assistance
in Criminal Matters [ETS. No. 30] of 20
April 1959. The spontaneous exchange of
judicial information is explicitly men-
tioned in Article 7 of the Convention on
Mutual Assistance in Criminal Matters
between the member states of the European
Union of 29 May 2000.
38. In relation to the application of the
data protection principle of proportion-
ality to the processing of judicial data, the
following conclusion was reached:

d. Principle of the length of conservation
“Personal data undergoing […] processing
shall be preserved in a form which permits
identification of the data subjects for no
longer than is required for the purpose for
which those data are stored”

(Convention 108, Article 5.e)

39. According to this principle, data
must be kept for no longer than is neces-
sary. This does not mean the shortest
period in general but the shortest one in
accordance with the purposes of the data
collection.
40. Judicial authorities may process
personal data for prosecution purposes
when they are conducting inquiries with a
view to the suppression of criminal
offences. In this context, the nature of the
data processing (including the length of

conservation) is to a certain extent close to
that of police services and can follow the
common rules set out in Principle 7.1 of
Recommendation No. R (87) 15. However
the collection and processing of personal
data by judicial authorities is often
intended to be used as the basis for judicial
proceedings (trial) and judicial decision
(judgment). In this context, the Working
Party considered that files of the judicial
authorities could be kept for a longer
period because they might be necessary in
a review procedure. Where national law
provides a time limit for the institution of
these review proceedings, this period set
by law indirectly determines the length of
storage. If national law does not determine
any specific time limit, the extension of the
period of storage should be considered as
the question might always arise of the cor-
rection of miscarriages of justice. In this
connection, attention should be paid to
Committee of Ministers’ Recommenda-
tion No. R (84) 10 on the criminal record
and rehabilitation of convicted persons,
and in particular to its paragraph 13 which
provides that “rehabilitation implies pro-
hibition of any reference to the convictions
of a rehabilitated person except on com-
pelling grounds provided for in national
law”.

41. In relation to the application of the
data protection principle of length of con-
servation of data to the processing of judi-
cial data, the following conclusion was
reached:

e. Principle of transparency

“Personal data undergoing automatic
processing shall be […] obtained and proc-
essed fairly and lawfully”

(Convention 108, Article 5.a)

“Any person shall be enabled:

a. to establish the existence of a […] personal
data file, its main purposes, as well as the
identity and habitual residence or principal
place of business of the controller of the file;

b. to obtain at reasonable intervals and with-
out excessive delay or expense confirmation
of whether personal data relating to him are
stored in the […] data file as well as communi-
cation to him of such data in an intelligible
form”

(Convention 108, Article 8, paragraphs a and
b).

42. The principle of transparency can
be given effect by providing information to
data subjects about the collection and use
of their data unless they already know this
or it would involve disproportionate
effort. The CJ-PD noted that, in practice,
third parties are often not correctly
informed about their data mentioned in
judicial files.

43. This principle should also be
respected in the judicial context, and
therefore judicial authorities should
inform persons whose data are included in
a judicial file where this does not involve
disproportionate effort, especially where
intrusive methods, such as interception of
telecommunications or e-mail messages
and search and seizure of computer data,
have been used. In relation to the commu-
nication of this information, account
should be taken of the different degree of
infringement of the privacy of the different
persons involved (suspects, third parties,
etc.). Data subjects can be informed on the
initiative of a judicial authority, by the
notification of the competent data protec-
tion supervisory authority or even by pro-
viding clear information on the criteria for
collecting and processing information. It is
also assumed that after the conclusion of a
criminal investigation, the information of
data subjects can no longer be precluded
on the grounds that the investigation
might be jeopardised. Although the rules
of a fair trial may simultaneously safeguard
the data protection rights of the accused
person, they do not necessarily also safe-
guard the rights of other persons involved
in the case, such as witnesses or victims.

1. The CJ-PD could not reach a unanimous decision in relation to this paragraph. The Swedish delegation indicated a dissenting opinion because
they considered that the deletion of excessive data is contrary to the Swedish constitutional rules on the right of access to public documents. The
CJ-PD took an indicative vote on this issue. 14 delegations were in favour of keeping the text as it is and 10 delegations were in favour of changing
the text.

The principle of proportionality with
respect to the processing of data should
also be applied to the judicial field. How-
ever, this principle should be assessed
with due flexibility, with a global view of
all the processing operations performed
during the prosecution and judicial crimi-
nal proceedings. The exigencies of a fair
trial and the need to preserve possibly
exculpatory data put limits of predictabil-
ity on the need for information by the
authorities conducting these activities.

Personal data used as the basis for a judi-
cial decision may be stored in files of the
judicial authorities for as long as they are
necessary to fulfil the requirements of the
judicial procedure. When the data are no
longer necessary to fulfil the require-
ments of the judicial procedure for which
they were collected, they should only be
kept for the purposes of judicial review
procedures or for the purposes of histori-
cal, scientific or statistical research. Their
storage should be accompanied by appro-
priate safeguards and security measures
to prevent their use for other purposes.
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44. Taking into account the above-
mentioned considerations, the following
conclusion was reached:

f. Right of access
“Any person shall be enabled:
[…]
b. to obtain at reasonable intervals and with-
out excessive delay or expense confirmation
of whether personal data relating to him are
stored in the (…) data file as well as communi-
cation to him of such data in an intelligible
form;”
(Convention 108, Article 8.b).

45. The right of the data subject to have
access to his or her personal data is one of
the best-known data protection principles.
In the context of judicial data, access
should be granted to any data subject who
requests access to the judicial file, whether
on the basis of the provisions of criminal
procedure codes or on the basis of data
protection legislation.
46. Problems may arise when personal
data are transferred to other countries
because the same data would be held
under different national or international
legislation. The exchange of data in inter-
national information systems such as
Schengen or Europol has already demon-
strated the risk of “forum shopping” with
regard to this issue: data subjects are natu-
rally led to request access in the country
where the transparency of information is
the greatest. If national rules require
granting the right of access to data, the
information which is exchanged comes
under different access rules, taking into
account that the right of access must be
exerted in accordance with the law of the
country where access is requested. There-
fore judicial authorities should pay atten-
tion to the fact that, if data to which data
subjects might not have access in their
countries are communicated to another
country, the regime in that other country
might not necessarily be the same. In prin-
ciple the substantive criterion is the same:
the purpose for which the data have been
collected should not be jeopardised. How-
ever, the application of this principle dif-
fers in different countries. This problem
has been tackled in, for instance, Article
109, paragraph 1, of the Schengen Agree-

ment, where the authorities of the com-
municating country must have the oppor-
tunity to state their point of view on a
request by the data subject for access to his
data. This point of view will be taken into
account but is not necessarily decisive in
the country where the right of access is
exerted. Further international co-opera-
tion would be necessary if, in case of
doubt, this rule became a more general
practice. 
47. Taking the above considerations
into account, the following conclusion was
reached:

g) Principle of quality of data: right of 
rectification and erasure
“Personal data undergoing […] processing
shall be accurate and, where necessary, kept
up to date”
(Convention 108, Article 5.d)
“Any person shall be enabled:
[…]
c. to obtain, as the case may be, rectification
or erasure of such data if these have been
processed contrary to the provisions of
domestic law giving effect to the basic princi-
ples set out in Articles 5 and 6 of this Conven-
tion”
(Convention 108, Article 8.c)
48. This principle requires that the data
processed are accurate and, where neces-
sary, kept up to date, as well as the rectifi-
cation or erasure of incorrect data.
49. However, the collection of data for
criminal proceedings may result in police
reports or witness statements containing
inaccuracies (even though they respect
procedural rules), or even voluntary lies.
These reports or statements form an inte-
gral part of the proceedings file and,
according to national criminal procedure
codes, it would be inconceivable for them
to be rectified.
50. Such information can be considered
correct because the statement in the
report corresponds to what was really
declared, although it might be wrong in
that it refers to something which never
happened or is impossible. These data
must not be deleted for as long as the judi-
cial files are kept. Moreover, judicial files
can also include declarations by magis-

trates, representatives of law enforcement
agencies, witnesses or victims forming a
subjective assessment of the suspect.
Finally, if data were collected by a judicial
authority at a time when they were consid-
ered necessary, and have subsequently
been found irrelevant, they must also be
kept in the judicial dossier.
51. Personal data are also considered to
be inaccurate or incorrect in the case
where the data as such may be right but
nevertheless yield a false picture if they are
not completed by other relevant data. For
instance, if the data establish that a person
has been suspected of a crime, but was not
prosecuted because he/she had a valid
alibi, the data about the suspicion must be
regarded as incorrect if not completed by
the facts due to which he/she was subse-
quently not prosecuted.
52. It would be difficult to envisage cor-
rection of data with regard to the con-
victed person which are relevant for the
conviction. This does not affect the fact
that data about third persons are in the
file. These may not be relevant for the con-
viction. Their correction may nevertheless
be of interest to the data subject if, for
instance, the data were used for a directly
related administrative proceeding. More-
over, it must not adversely affect the final
court decision.
53. Taking the above considerations
into account, the following conclusion was
reached:

h. Principle of independent supervision
“Article 1
“1. Each Party shall provide for one or more
authorities to be responsible for ensuring
compliance with the measures in its domestic
law giving effect to the principles stated in
Chapters II and III of the Convention and this
Protocol.
2.a. To this end, the said authorities shall
have, in particular, powers of investigation
and intervention, as well as the power to
engage in legal proceedings or bring to the
attention of the competent judicial authori-

In principle, people whose data are
included in a judicial file should be
informed. Notification is particularly
important where measures which inter-
fere with privacy have directly affected the
data subject.

If a data subject requests access with
regard to data about him/her that have
been communicated by judicial authori-
ties of another country, the authorities of
the originating country should be given
the opportunity to state their point of view
before the request is granted.

Consideration should be given to whether
the data subject’s right of rectification and
erasure with regard to data contained in
judicial files can be granted in accordance
with the relevant rules of the criminal pro-
cedure legislation. If incorrect data
included in a judicial file are challenged by
the data subject, he or she should have the
right to add a statement to it stating the
corrections. This statement should form
an integral part of the judicial file.
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ties violations of provisions of domestic law
giving effect to the principles mentioned in
paragraph 1 of Article 1 of this Protocol.

b. Each supervisory authority shall hear
claims lodged by any person concerning the
protection of his/her rights and fundamental
freedoms with regard to the processing of
personal data within its competence.

3. The supervisory authorities shall exercise
their functions in complete independence.

4. Decisions of the supervisory authorities,
which give rise to complaints, may be
appealed against through the courts”

(Additional Protocol to Convention 108, Arti-
cle 1, paragraphs1-4)

54. National data protection supervi-
sory authorities have been set up in almost
every European country. They are empow-
ered to guarantee the respect of and to give
effect in their domestic law to the princi-
ples set out in Convention 108, as well as in
national data protection laws. They are,
therefore, also competent to supervise,
check and verify the proper implementa-
tion of these principles in different sectors.
However, in some countries specific inde-
pendent data protection supervisory
authorities have been set up to control the
exchanges of information between and the
processing of data by judicial authorities.
In these countries it was assumed, on the
one hand, that the data protection super-
visory authorities generally have no juris-
dictional competence and that the prin-
ciple of the separation of powers (legisla-
tive, executive and judicial) does not allow
for the control of the activities of the judi-
ciary. On the other hand, it was pointed
out that judicial authorities collect and
process personal data and this could also
be the object of control by the data protec-
tion supervisory authorities. Convention
108 and its Additional Protocol will apply
to the personal data of the persons
involved in the judicial procedure which
are processed by the judiciary unless Par-
ties to those international instruments
have made a declaration excluding these
categories of data from their scope of
application in accordance with Article
3.2.a of Convention 108.

55. Practice reveals an empirical sepa-
ration of competence. For instance, the
data protection supervisory authorities
are empowered to check the lawfulness of
the information systems and to submit
proposals or recommendations to the
judicial authorities, the former remaining
competent to check the content of the
information. In any case, both authorities
should lead their specific control in a spirit
of fair co-operation.
56. Moreover, national laws sometimes
grant national supervisory bodies judicial
powers equal to those of the judicial
authorities since they resolve disputes
between parties definitively. These laws
generally establish the judicial authorities
as appeal courts of the decisions given by
the data protection supervisory bodies.
Such provisions obviously reveal the limits
of the powers of the data protection
authorities with regard to the judicial
authorities.
57. If in accordance with national law,
due to the separation of powers, the gen-
eral data protection authority is not com-
petent with regard to judicial data pending
criminal proceedings, the supervisory
functions could be fulfilled by a judge.
58. Taking into account the above con-
siderations, the following conclusion was
reached:

i. Principle on security measures
“Appropriate security measures shall be taken
for the protection of personal data stored in

automated data files against accidental or
unauthorised destruction or accidental loss as
well as against unauthorised access, altera-
tion or dissemination”
(Convention 108, Article 7).
59. The principle of transparency
requires that details about a file should be
public, but this transparency does not nec-
essarily include the personal data con-
tained in the file. 
60. In relation to this principle, the
question of the publication of criminal
verdicts on the Internet and on CD-ROM
was raised. In some countries the names of
the persons concerned are published on
the Internet, in others they are made
anonymous to prevent them from being
digitally searchable. The new technolog-
ical possibilities provided by the informa-
tion society entail potential risks for the
rights and fundamental freedoms of indi-
viduals. It was considered that, even
though it may make people identifiable
from details in the verdict, at least the
compilation of verdicts should not enable
them to be digitally searchable on the
Internet or on CD ROM. Legislative meas-
ures are necessary if these precautions do
not flow from a general duty to protect
personal data.
61. Taking into account the above con-
siderations, the following conclusion was
reached:

II. The impact of data protection principles on mutual legal assistance in criminal matters
Preliminary provisions in mutual 
legal assistance treaties having an 
impact on data protection
62. Although the first explicit data pro-
tection provision in a treaty on mutual
assistance appears in the Convention on

Mutual Assistance in Criminal Matters
between the member states of the Euro-
pean Union of 29 May 2000 there are some
provisions in previous international
instruments on this matter that have an
impact on the protection of personal data.

63. In the context of the Council of
Europe, issues related to mutual assistance
are based on the European Convention on
Mutual Assistance in Criminal Matters
[ETS No. 30] of 20 April 1959 (henceforth
European Mutual Assistance Convention).

States are free to appoint different public
independent authorities to control and
supervise the proper implementation of
the rights set out in Convention 108 and in
national data protection law. The distribu-
tion of competence with regard to these
tasks between data protection supervisory
authorities and judicial authorities should
be left to national law.These authorities
should co-operate.

When data protection supervisory
authorities are empowered with judicial
powers by law, special attention should be
paid to respect of the individual’s rights, in
particular the right to a fair trial.

Judicial authorities should take into
account the increased risk of infringement
of the private life of data subjects when
publishing judgments on Internet or mak-
ing them available on CD ROM. The nec-
essary measures should be implemented
to prevent unlawful digital search.
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As there was no automated processing of
personal data at that time, it is under-
standable that this European Mutual
Assistance Convention contains no data
protection provision. Article 6, however,
reflects the understanding by the drafters
of an analogous situation: “[…] Any prop-
erty, as well as original records or docu-
ments, handed over in execution of letters
rogatory shall be returned by the
requesting Party to the requested Party as
soon as possible unless the latter Party
waives the return thereof”.

64. Recommendation No. R (85) 10
concerning the practical application of the
European Convention on Mutual Assist-
ance in Criminal Matters in respect of Let-
ters rogatory for the interception of tele-
communications of 25 June 1985 makes
explicit that “the evidence contained in the
records resulting from the interception
will not be used by the authorities of the
requesting Party for purposes other that
those underlying the letters rogatory in
respect of which assistance has been
granted” (item 4.d of the Appendix to this
Recommendation).

65. A third preliminary provision that
precedes explicit data protection provi-
sions is contained in Articles 8 and 9 of the
United Nations Model Treaty on Mutual
Assistance in Criminal Matters adopted by
the General Assembly on 14 December
1990 (A/RES/45/117). Article 8 deals with
limitation on use: the information or evi-
dence shall not be used for other investiga-
tions or proceedings than those stated in
the request. Article 9 deals with the pro-
tection of confidentiality which might also
have as a result the protection of personal
data. On 20 January 1999, the General
Assembly of the United Nations adopted
the Resolution on Mutual Assistance and
International Co-operation in Criminal
Matters (A/RES/53/112), which contains
complementary provisions for the Model
Treaty on Mutual Assistance in Criminal
Matters.

Explicit data protection provisions 
in the mutual legal assistance 
treaties
66. The Convention on Mutual Assist-
ance in Criminal Matters between the
member States of the European Union of
29 May 2000 contains the first explicit data
protection provisions. Article 23 of this
Treaty contains a data protection provi-
sion of a general nature:
“Article 23 – Personal Data Protection

1. Personal data communicated under this
Convention may be used by the member state
to which they have been transferred:
a. for the purpose of proceedings to which
this Convention applies;
b. for other judicial and administrative pro-
ceedings directly related to proceedings
referred to under point (a);
c. for preventing an immediate and serious
threat to public security;
d. for any other purpose, only with the prior
consent of the communicating member state,
unless the member state concerned has
obtained the consent of the data subject.
2. This article shall also apply to personal
data not communicated but obtained other-
wise under this Convention.
3. In the circumstances of the particular case,
the communicating member state may
require the member state to which the per-
sonal data have been transferred to give infor-
mation on the use made of the data.
4. Where conditions on the use of personal
data have been imposed pursuant to Articles
7 (2), 18 (5) (b), 18 (6) or 20 (4), these condi-
tions shall prevail. Where no such conditions
have been imposed, this Article shall apply.
[…]”

67. Specific data protection provisions
are contained in Article 7 (2) concerning
spontaneous exchange of information
(spontaneous exchange of information can
be subjected to conditions on the use of
such information by the receiving
authority); in Article 13 concerning joint
investigation teams (there is a limitation in
paragraph 10 on the use of information
gathered by a joint team to the purpose for
which the team was set up); in Articles 18
(5) and (6) and Article 20 on the intercep-
tion of telecommunications which allow
states to set conditions to the use of inter-
cepted materials.
68. In the context of the Council of
Europe, the Second Additional Protocol to
the European Convention on Mutual
Assistance in Criminal Matters [ETS No.
182] was opened for signature on 8
November 2001. This Second Additional
Protocol contains an explicit data protec-
tion provision in Article 26:
“Article 26 – Data Protection
1. Personal data transferred from one Party
to another as a result of the execution of a
request made under the Convention or any of
its Protocols, may be used by the Party to
which such data have been transferred, only:
a. for the purpose of proceedings to which
this Convention applies or any of its Protocols
apply;

b. for other judicial and administrative pro-
ceedings directly related to the proceedings
mentioned under (a), and
c. for preventing an immediate and serious
threat to public security.
2. Such data may however be used for any
other purpose if prior consent to that effect is
given by either the Party from which the data
had been transferred, or the data subject.
3. Any Party may refuse to transfer personal
data obtained as a result of the execution of a
request made under the Convention or any of
its Protocols, where 
a. such data are protected under its national
legislation, and 
b. the Party to which the data should be
transferred is not bound by the Convention
for the Protection of Individuals with regard
to Automatic Processing of Personal Data,
done at Strasbourg on 28 January 1981, unless
the latter Party undertakes to afford such pro-
tection to the data as is required by the former
Party.
4. Any Party that transfers personal data
obtained as a result of the execution of a
request made under the Convention or any of
its Protocols may require the Party to which
the data have been transferred to give infor-
mation on the use made with such data.
[…]”
69. Paragraph 1 of Article 26 is similar
to Article 23 of the Convention on Mutual
Assistance in Criminal Matters between
the member States of the European Union
of 29 May 2000. Paragraph 3 provides,
however, for the situation where a Party,
which has not ratified Convention 108,
requires mutual legal assistance. 
70. The Convention on Cybercrime
[ETS No. 185] which was opened for sig-
nature on 23 November 2001 was also pre-
pared in the context of the Council of
Europe. This Convention has already been
signed by thirty-three states, among them
four non-member states of the Council of
Europe: Canada, Japan, South Africa and
the United States of America. Taking into
account the worldwide scope of this Con-
vention an explicit data protection provi-
sion has not been included. However,
Article 28 reproduces the main contents of
the United Nations Model Treaty on
Mutual Assistance in Criminal Matters
mentioned above:
“Article 28 – Confidentiality and limitation
on use
1. When there is no mutual assistance treaty
or arrangement on the basis of uniform or
reciprocal legislation in force between the
requesting and the requested Parties, the pro-
visions of this article shall apply. The provi-
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sions of this article shall not apply where such
treaty, arrangement or legislation exists,
unless the Parties concerned agree to apply
any or all of the remainder of this article in
lieu thereof.
2. The requested Party may make the supply
of information or material in response to a
request dependent on the condition that it is:
a. kept confidential where the request for
mutual legal assistance could not be complied
with in the absence of such condition, or
b. not used for investigations or proceedings
other than those stated in the request.
3. If the requesting Party cannot comply with
a condition referred to in paragraph 2, it shall
promptly inform the other Party, which shall
then determine whether the information
should nevertheless be provided. When the
requesting Party accepts the condition, it
shall be bound by it. 
4. Any Party that supplies information or
material subject to a condition referred to in
paragraph 2 may require the other Party to
explain, in relation to that condition, the use
made of such information or material.”
71. This article allows states which have
ratified Convention 108 to limit the use of
transferred material to the individual case
for which it was communicated. In this
respect paragraphs 275 to 278 of the
Explanatory Report are relevant:
“Confidentiality and limitation on use (Arti-
cle 28)
275. This provision specifically provides for
limitations on use of information or material,
in order to enable the requested Party, in
cases in which such information or material is
particularly sensitive, to ensure that its use is
limited to that for which assistance is granted,
or to ensure that it is not disseminated
beyond law enforcement officials of the
requesting Party. These restrictions provide
safeguards that are available for, inter alia,
data protection purposes. 
276. As in the case of Article 27, Article 28
only applies where there is no mutual assist-
ance treaty, or arrangement on the basis of
uniform or reciprocal legislation in force
between the requesting and requested Par-
ties. Where such treaty or arrangement is in
force, its provisions on confidentiality and use
limitations shall apply in lieu of the provisions
of this Article, unless the Parties thereto
agree otherwise. This avoids overlap with
existing bilateral and multilateral mutual
legal assistance treaties (MLATs) and similar
arrangements, thereby enabling practitioners
to continue to operate under the normal well-
understood regime rather than seeking to
apply two competing, possibly contradictory,
instruments. 

277. Paragraph 2 allows the requested Party,
when responding to a request for mutual
assistance, to impose two types of conditions.
First, it may request that the information or
material furnished be kept confidential where
the request could not be complied with in the
absence of such condition, such as where the
identity of a confidential informant is
involved. It is not appropriate to require abso-
lute confidentiality in cases in which the
requested Party is obligated to provide the
requested assistance, as this would, in many
cases, thwart the ability of the requesting
Party to successfully investigate or prosecute
crime, e.g. by using the evidence in a public
trial (including compulsory disclosure). 

278. Second, the requested Party may make
furnishing of the information or material
dependent on the condition that it not be
used for investigations or proceedings other
than those stated in the request. In order for
this condition to apply, it must be expressly
invoked by the requested Party, otherwise,
there is no such limitation on use by the
requesting Party. In cases in which it is
invoked, this condition will ensure that the
information and material may only be used
for the purposes foreseen in the request,
thereby ruling out use of the material for
other purposes without the consent of the
requested Party. Two exceptions to the ability
to limit use were recognised by the negotia-
tors and are implicit in the terms of the para-
graph. First, under fundamental legal
principles of many states, if material fur-
nished is evidence exculpatory to an accused
person, it must be disclosed to the defence or
a judicial authority. In addition, most mate-
rial furnished under mutual assistance
regimes is intended for use at trial, normally a
public proceeding (including compulsory dis-
closure). Once such disclosure takes place,
the material has essentially passed into the
public domain. In these situations, it is not
possible to ensure confidentiality to the inves-
tigation or proceeding for which mutual
assistance was sought.”

72. The question has arisen whether
additional conditions could be put on the
basis that a transfer of personal data to a
country that has not ratified Convention
108 would be regarded by the requested
state as conflicting with its essential
interest. Article 27, paragraph 4, has been
identified as being relevant in this respect.
The provision allows states to refuse
mutual assistance if this would prejudice
their essential interests. Paragraphs 268
and 269 of the draft Explanatory Report
read as follows:

“268. Paragraph 4 provides for the possibility
of refusing requests for mutual assistance
requests brought under this Article. Assist-
ance may be refused on the grounds provided
for in Article 25, paragraph 4 (i.e. grounds
provided for in the law of the requested
Party), including prejudice to the sovereignty
of the State, security, ordre public or other
essential interests, and where the offence is
considered by the requested Party to be a
political offence or an offence connected with
a political offence. In order to promote the
overriding principle of providing the widest
measure of co-operation (see Articles 23, 25),
grounds for refusal established by a requested
Party should be narrow and exercised with
restraint. They may not be so expansive as to
create the potential for assistance to be cate-
gorically denied, or subjected to onerous con-
ditions, with respect to broad categories of
evidence or information. 

269. In line with this approach, it was under-
stood that apart from those grounds set out in
Article 28, refusal of assistance on data pro-
tection grounds may be invoked only in
exceptional cases. Such a situation could arise
if, upon balancing the important interests
involved in the particular case (on the one
hand, public interests, including the sound
administration of justice and, on the other
hand, privacy interests), furnishing the spe-
cific data sought by the requesting Party
would raise difficulties so fundamental as to
be considered by the requested Party to fall
within the essential interests ground of
refusal. A broad, categorical, or systematic
application of data protection principles to
refuse cooperation is therefore precluded.
Thus, the fact the Parties concerned have dif-
ferent systems of protecting the privacy of
data (such as that the requesting Party does
not have the equivalent of a specialised data
protection authority) or have different means
of protecting personal data (such as that the
requesting Party uses means other than the
process of deletion to protect the privacy or
the accuracy of the personal data received by
law enforcement authorities), do not as such
constitute grounds for refusal. Before invok-
ing “essential interests” as a basis for refusing
co-operation, the requested Party should
instead attempt to place conditions which
would allow the transfer of the data (see Arti-
cle 27, paragraph 6 and paragraph 271 of this
report).”

Consistent application of mutual 
legal assistance treaties
73. The application of the three legal
instruments (Convention on Mutual
Assistance in Criminal Matters between
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the member States of the European Union
of 29 May 2000, the Second Additional
Protocol to the European Convention on
Mutual Assistance in Criminal Matters
[ETS No. 182] and the Convention on
Cybercrime [ETS No. 185]) should be
done in a consistent manner.

74. The problem of this consistent
application appears when there are coun-
tries which although they have concluded
a mutual legal assistance treaty between
themselves, are not Parties to Convention
108 and therefore are not supposed to
have an adequate level of data protection.
In this respect, three situations would be
distinguished: a) there is a mutual legal
assistance treaty between countries which
have ratified Convention 108; b) there is a
mutual legal assistance treaty between
countries that have ratified Convention
108 and countries that have not ratified
the Convention or between countries that
have not ratified Convention 108; c) and
there is no mutual legal assistance treaty
between countries which have not ratified
Convention 108.

75. The first case presents no problem
because the transfer of personal data in the
context of mutual legal assistance treaties
will be made between countries which are
presumed to have an adequate level of data
protection. The third case presents no
problem because there is no international
legal obligation to transfer either under
the mutual legal assistance treaty or under
Convention 108 and therefore the notion
of adequate level of protection in the sense
of the Additional Protocol to Convention
108 will be relevant without limitations.
The main problem arises in the second
case, because states are obliged to transfer
data on the basis of the mutual legal assist-
ance treaties, but the problem arises
because if the requesting countries have
not ratified Convention 108 they are con-
sidered third countries and such transfers
can in principle only take place if an “ade-
quate level of protection” is ensured in the
third country. The problematic issue is to
define the meaning of an “adequate level of
protection”. The explanatory report of the
Additional Protocol to Convention 108 of
the Council of Europe on Supervisory
Authorities and Transborder Data Flows
[ETS 181], in particular the paragraphs
concerning Paragraph 1 of Article 2, gives
some indications of when it could be con-
sidered that an adequate level of data pro-
tection exists in a third country. This can

be established via a general assessment or
via an assessment on a case-by-case basis.
76. The adequacy of the level of data
protection can be established by a general
assessment: Paragraph 28 of the Explana-
tory Report of the Additional Protocol
states that “an assessment of adequacy can
similarly be made for a whole state or
organisation thereby permitting all data
transfers to these destinations. In that
case, the adequate level of protection is
determined by the competent authorities
of each Party”. In general, however, one
comes to the conclusion that the Explana-
tory Report sees the general assessment as
the exception rather than the rule. 

The adequacy of the level of data
protection can be established by an assess-
ment on a case-by-case basis. Paragraph
26 of the Explanatory Report states that
“the adequacy of the level of protection
must be assessed in the light of all the cir-
cumstances relating to the transfer”. Para-
graph 27 continues that “the level of
protection should be assessed on a case-
by-case basis for each transfer or category
of transfer made. Thus the circumstances
of the transfer should be examined and, in
particular: the type of data; the purposes
and duration of processing for which the
data are transferred; the country of origin
and the country of final destination; the
general and sectoral rules of law applicable
in the state or organisation in question and
the professional and security rules which
obtain there”.
77. However, according to Paragraph 2
of Article 2 of the Additional Protocol to
Convention 108 of the Council of Europe
on Supervisory Authorities and Trans-
border Data Flows, the transfer of personal
data to countries which do not ensure an
adequate level of protection is possible if
domestic law provides for it because of
specific interests of the data subject; or
legitimate prevailing interests, especially
important public interests; or if safeguards
are provided by the controller responsible
for the transfer.
78. In that context it is important to
examine what the “legitimate prevailing
interests, especially important public
interests” provided for by domestic law
could be. Paragraph 31 of the Explanatory
Report says that “The parties have discre-
tion to determine derogations from the
principle of an adequate level of protec-
tion. The relevant domestic law provisions
must nevertheless respect the principle
inherent in European law that clauses

making exceptions are interpreted restric-
tively, so that the exception does not
become the rule. Domestic law exceptions
can therefore be made for a legitimate pre-
vailing interest. That interest may be to
protect an important public interest, such
as is specified in the context of Article 8
paragraph 2 of the European Convention
on Human Rights and Article 9 paragraph
2 of Convention ETS No. 108; the exercise
or defence of a legal claim; or the extrac-
tion of data from a public register. Excep-
tions may also be made for the specific
interest of the data subject as for the fulfil-
ment of a contract with the data subject or
in his interest, or for protecting his vital
interest or when he has given his consent.
In this case, before consenting, the data
subject would have to be informed in an
appropriate way about the intended
transfer”.
79. The basis in domestic law (as
required by Article 2 (2) a) could be:

1. Provisions in national law
Here criminal procedural acts could

come to mind, but also specific legislation
outlining the powers of law enforcement
and judicial bodies, as well as implement-
ing legislation of international conven-
tions. The possibilities in national law,
particularly the possibility to derogate
from the principle of adequate protection
for reasons of protection of important
public interests, deserve closer scrutiny.
The prevention of a serious and imminent
danger and the suppression of a serious
criminal offence may fall under the legiti-
mate prevailing interests referred to in the
Additional Protocol, subject to the appro-
priate safeguards. It would therefore need
to be ensured that domestic law enables
law enforcement authorities to transfer
data in the pursuit of these tasks if the rel-
evant conditions are fulfilled.

2. Provisions in international law 
(that are applicable in domestic 
law)

These provisions could be embed-
ded in treaties on military co-operation
and assistance (e.g. the NATO treaty), in
agreements on international police co-
operation, in arrangements on co-opera-
tion in the field of intelligence services
and, last but certainly not least, in mutual
legal assistance treaties.
80. Another option for the situation
where the recipient does not ensure an
adequate level of data protection could be
safeguards provided by the controller, in
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particular such as those resulting from
contractual clauses. Paragraphs 32 and 33
of the Explanatory Report state “each party
may provide for the transfer of personal
data to a recipient which is not subject to
the jurisdiction of a Party and does not
ensure an adequate level of protection,
provided that the person in charge of the
transfer supplies sufficient safeguards.
These safeguards must be found adequate
by the competent supervisory authorities
according to domestic law. Such safe-
guards may in particular be the result of
contractual clauses binding the controller
who makes the transfer and the recipient
who is not subject to the jurisdiction of a
Party”. However, the contractual nature of
these clauses means that they cannot be
applied, in criminal cases, to transfers of
data about a given person that take place
between two law-enforcement agencies.
Agreements such as those prepared in the
framework of Europol concerning com-
munication of data to third states and third
bodies could be used. Sometimes partic-
ular conditions on data processing that
aim at a different objective (such as confi-
dentiality of information) might have
effects that are comparable to measures
taken for reasons of data protection. In
that case an examination of the transfer in
question could lead to the conclusion that
sufficient safeguards are provided.
Another possibility to create sufficient
safeguards in the meaning of paragraph 32
is any form of agreement between the pro-
vider and the recipient. The Explanatory

Report provides for Memoranda of
Understanding or specific agreements that
could be based on general conditions.
81. Despite the controversial issue of
the set of conditions to be met in order to
establish that a country has an adequate
level of data protection or the determina-
tion of cases where a transfer is possible
although an adequate level of data protec-
tion does not exist, the Working Party
underlined that the transfer of personal
data to third countries which do not have
an adequate level of protection but which
are bound by a mutual legal assistance
treaty could be allowed with certain limi-
tations. A solution for transfers to coun-
tries which do not have an adequate level
of protection could be examination of
transfers on a case-by-case basis and the
use limitation clause contained in the
mutual legal assistance treaties could be
invoked in the sense that the data shall not
be used in other cases than those for which
the mutual assistance request was made,
except with additional consent by the
requested state. Both the Second Addi-
tional Protocol to the European Mutual
Assistance Convention and the Conven-
tion on Cybercrime make this possible.
This limitation clause limits the use to the
individual case for which mutual legal
assistance is requested. The knowledge
that the personal data are only used for the
purposes that are known to the requested
country makes it possible to be less restric-
tive in transferring data. In other cases, the
existence of important public interests

would be the basis for allowing the
transfer, according to Article 2 of the
Additional Protocol to Convention 108.
Finally there are some cases where an ade-
quate level of protection does not exist and
where there is no important public interest
which justifies the transfers; however the
existence of a mutual legal assistance
treaty which obliges the transfers could be
considered as a legitimate prevailing
interest.

82. Taking into account the above-
mentioned considerations, the following
conclusions were reached:

An examination of Article 2 of the Addi-
tional Protocol shows that there are vari-
ous options foreseen that allow for the
transfer of personal data to third countries
which find a balance between data protec-
tion principles and other interests.

When Parties transfer personal data fol-
lowing a mutual legal assistance request to
a country that does not provide an ade-
quate level of protection, they should, in
particular, invoke a use limitation clause,
wherever possible, in the sense that the
data are not used for another purpose
than that for which they have been
requested, unless with the prior consent of
the transferring state if it is in accordance
with national law. It is not necessary to
invoke such a clause if the use limitation
stems directly from the relevant Treaty.
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Guide to the preparation of contractual clauses governing data protection 
during the transfer of personal data to third parties not bound by an 

adequate level of data protection (2002)

Prepared by the Consultative Committee of the Convention for the Protection of Individuals 
with regard to Automatic Processing of Personal Data (T-PD) in 2002

I. Background

1. Introduction
1. The Council of Europe’s Conven-
tion for the Protection of Individuals with
Regard to Automatic Processing of Per-
sonal data [ETS No.108] (hereinafter Con-
vention 108) was opened for signature on
28 January 1981 and has the purpose of
securing in the territory of each Party
respect for the rights and fundamental
freedoms of every individual, whatever
his/her nationality or place of residence,
and in particular his/her right to privacy,
with regard to automatic processing of
personal data relating to him/her.
2. In principle, it should make no dif-
ference to data subjects whether data
processing operations take place in one or
several countries. The same fundamental
rules should apply and data subjects
should be given the same safeguards for
the protection of their rights and interests.
In practice, however, the protection of an
individual’s data is weakened when the
geographic area is widened. Therefore it
became necessary to establish mecha-
nisms which provide an adequate protec-
tion to individuals when data concerning
them flow across borders. 
3. If any changes in the processing of
personal data deserve mention since Con-
vention 108 was adopted, they are those
that derive from the advances made in
information technology, combined with
the developments in telecommunications,
which have opened up new possibilities
for processing data on an international
scale. The developments in electronic data
processing and in the setting up of exten-
sive data banks have increasingly facili-
tated the dissemination of information in
several countries. They help to overcome
the various barriers to communication
between different States: distance, time,
language and cost. As a result, the free
international flow of information may
enhance cultural and economic relation-
ships worldwide.
4. Nevertheless, as the personal data
protection principles laid down in Con-

vention 108 are not yet enshrined in the
legislation, common law and social prac-
tices of the great majority of third coun-
tries, potential risks to the rights of data
subjects of the countries that are Party to
Convention 108 may arise when the
processing of personal data of those indi-
viduals is carried out in such third coun-
tries. Therefore, it is important to find spe-
cific legal solutions that seek to maintain
the balance between the requirements of
the effective protection of personal data
and the principle of free flow of informa-
tion, regardless of frontiers, notwith-
standing that the former is a fundamental
right of the individual and therefore
deserves specific legal protection.
5. These solutions may be of the
utmost importance where there is a con-
troller or a processor that is committed to
applying the data protection principles of
Convention 108 in a country that does not
yet recognise those principles as part of
their legal system; but this does not pre-
vent that controller or processor from vol-
untarily accepting to be bound by them.
This may also enhance social and com-
mercial respect for those principles, which
may be the source of customary law. How-
ever the use of contractual clauses should
not be seen as a long-term substitute for
domestic law protecting personal data.

2. The Convention for the 
Protection of Individuals with 
Regard to Automatic Processing of 
Personal Data
6. Article 12 of Convention 108 was
drafted with the aim of finding a balance
between the protection of personal data
and the free flow of information in the
context of transborder flows of these data:
“Article 12 – Transborder flows of personal
data and domestic law 

1. The following provisions shall apply to the
transfer across national borders, by whatever
medium, of personal data undergoing auto-
matic processing or collected with a view to
their being automatically processed.

2. A Party shall not, for the sole purpose of
the protection of privacy, prohibit or subject
to special authorisation transborder flows of
personal data going to the territory of another
Party.
3. Nevertheless, each Party shall be entitled
to derogate from the provisions of paragraph
2:
a. insofar as its legislation includes specific
regulations for certain categories of personal
data or of automated personal data files,
because of the nature of those data or those
files, except where the regulations of the other
Party provide an equivalent protection;
b. when the transfer is made from its terri-
tory to the territory of a non Contracting
State through the intermediary of the terri-
tory of another Party, in order to avoid such
transfers resulting in circumvention of the
legislation of the Party referred to at the
beginning of this paragraph.”

7. Article 12 specifies the notion set
out in the Preamble of Convention 108
which states “[…] Reaffirming at the same
time their commitment to freedom of
information regardless of frontiers; Recog-
nising that it is necessary to reconcile the
fundamental values of the respect for pri-
vacy and the free flow of information
between peoples […]”. In summary, this
provision on transborder data flows has as
its primary objective the protection of pri-
vacy without posing an excessive burden
on the free flow of information so as to
avoid negative effects on international
relations, be they cultural, economic or of
another kind. 
8. Therefore, Article 12 establishes the
principle of the free flow of personal data
between Contracting States, but goes on
to grant each Party to Convention 108 the
right to prohibit or restrict transfrontier
flows in respect of certain categories of
data covered by specific regulations,
except where the regulations of the recip-
ient state provide equivalent protection.
At the same time, it provides for the
restriction or prohibition of the flow of
personal data across national borders into
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non Contracting States passing through
the intermediary of a Contracting State.
9. However, this provision does not
provide a full solution to the need to pro-
tect the fundamental rights and freedoms
of the data subject as regards the
processing of his/her personal data in con-
nection with transborder data flows as the
spectacular increase in such data flows
which has occurred during the last decade
will probably increase in the near future.
The transfer of personal data across bor-
ders is facilitated by the existence of digital
communication systems and is rendered
inevitable by the internationalisation of
the economy.

3. The model contract of 1992 to 
ensure equivalent data protection 
in the context of transborder data 
flows
10. In order to prevent the level of pri-
vacy protection from being reduced as a
result of automated processing of personal
data in third countries, the Council of
Europe’s Consultative Committee of Con-
vention 108 started to reflect in 1989 on
the possibility of using contractual tech-
niques to ensure the protection of the indi-
vidual’s privacy in the context of trans-
border data flows. This contractual tech-
nique had already been referred to in
several sectorial recommendations on
data protection adopted by the Committee
of Ministers (e.g. Recommendation No R
(86) 1 on the protection of personal data
used for social security purposes; Recom-
mendation No R (89) 2 on protection of
personal data used for employment pur-
poses).
11. Taking into account the above men-
tioned considerations, the Council of
Europe jointly with the Commission of the
European Communities and the Interna-
tional Chamber of Commerce, prepared a
study in 1992 which contains a “model
contract to ensure equivalent data protec-
tion in the context of transborder data
flows” (see the data protection website of
the Council of Europe, http://
www.coe.int/dataprotection). As men-
tioned in this study, the obligations of the
licensor and licensee under the model
contract were based on the guarantees
established by the Council of Europe’s
Convention 108, which also appear in the
OECD Guidelines on the protection of pri-

vacy and transborder flows of personal
data. The objectives of the model contract
to ensure equivalent data protection in the
context of transborder data flows were as
follows:
• to provide an example of one way of

resolving the complex problems
which arise following the transfer of
personal data subjected to different
protection regimes;

• to facilitate the free circulation of
personal data in the respect of pri-
vacy;

• to allow the transfer of data in the
interest of international commerce;

• to promote a climate of security and
certainty of international transac-
tions involving the transfer of per-
sonal data.

12. The clauses of the model contract
were designed to allow the transfer of per-
sonal data between independent eco-
nomic entities and it was left to the Parties
whether to use the clauses or not; the
clauses were optional. Parties should adapt
the clauses to specific conditions. The
clauses could serve as a basis for the estab-
lishment and development of appropriate
rules e.g. for transfers within the same
group of firms or between a file controller
and a data processing service. The study
also mentioned that Parties were free to
choose the law applicable to the contract
between licensor and licensee. They
should always stipulate explicitly the law
which they have chosen. When the appli-
cable domestic law ensures a better pro-
tection of the personal data, the licensor
was recommended to check whether he/
she must complete the clauses accordingly.

4. The Additional Protocol to the 
Convention for the Protection of 
Individuals with Regard to 
Automatic Processing of Personal 
Data Regarding Supervisory 
Authorities and Transborder Data 
Flows
13. This “model contract” prepared in
1992 was the first step for the preparation
of similar model contractual clauses in
another international forum. However, the
need to improve “the application of the
principles set forth in the Convention
[which] has become necessary because of
the increase in exchanges of personal data
across national borders between states

which are Parties to the Convention and
states or entities which are not”1 was one
of the reasons for the preparation of the
Additional Protocol to the Convention for
the Protection of Individuals with Regard
to Automatic Processing of Personal Data
[ETS No.108] Regarding Supervisory
Authorities and Transborder Data Flows
[ETS No. 181] which was opened for sig-
nature on 8 November 2001.
14. The Explanatory Report of this
Additional Protocol to Convention 108
states that the “increase in the flow of data
across national borders is a consequence
of the ever-growing volume of interna-
tional exchanges on a global scale,
together with technological progress and
its numerous applications. At the same
time, therefore, a constant effort is needed
to improve the effective protection of the
rights guaranteed by the Convention.
Effective protection in turn requires inter-
national harmonisation not only of the
basic principles of data protection but
also, to a certain extent, of the means of
implementing them in such a rapidly
changing, highly technical field and of the
conditions in which the transfers of per-
sonal data can be made across national
borders. […] The flow of information is at
the very core of international co-opera-
tion. However, the effective protection of
privacy and personal data also means that
there should in principle be no trans-
border flows of personal data to recipient
countries or organisations where the pro-
tection of such data is not guaranteed”.2

15. As stated above, Article 12 of Con-
vention 108 establishes the principle of the
free flow of personal data between the Par-
ties subject to the possibilities for deroga-
tion provided for in sub-paragraph 3.
Article 2 of the Additional Protocol to
Convention 108 establishes the principle
that transborder flows of data to a recip-
ient which is not under the jurisdiction of
a Party to Convention 108 are subject to
the condition of an adequate level of pro-
tection in the recipient country or organi-
sation. However, Parties to Convention
108 have the possibility to determine der-
ogations from the principle of an adequate
level of protection. One of these deroga-
tions concerns the provision of safeguards
by the controller responsible for the
transfer and can in particular result from
contractual clauses (see Article 2, para-

1. See paragraph 3 of the Explanatory Report of the Additional Protocol to the Convention for the Protection of Individuals with Regard to
Automatic Processing of Personal Data [ETS No.108] Regarding Supervisory Authorities and Transborder Data Flows [ETS No. 181].

2. Ibid. paragraphs 4 and 6 of the Additional Protocol to Convention 108.
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graph 2, littera b. of the Additional Pro-
tocol of Convention 108).
16. The problematic issue is to define
the meaning of an “adequate level of pro-
tection”. The Explanatory Report of the
Additional Protocol to Convention 108, in
particular the paragraphs concerning Par-
agraph 1 of Article 2, gives some indica-
tions of when it could be considered that
an adequate level of data protection exists
in a third country. This can be established
via a general assessment or via an assess-
ment on a case-by-case basis.
17. The adequacy of the level of data
protection can be established by a general
assessment: Paragraph 28 of the Explana-
tory Report of the Additional Protocol
states that “an assessment of adequacy can
similarly be made for a whole state or
organisation thereby permitting all data
transfers to these destinations. In that
case, the adequate level of protection is
determined by the competent authorities
of each Party”.
18. The adequacy of the level of data
protection can be established by an assess-
ment on a case-by-case basis. Paragraph
26 of the Explanatory Report states that
“the adequacy of the level of protection
must be assessed in the light of all the cir-
cumstances relating to the transfer”. Para-
graph 27 continues “the level of protection
should be assessed on a case-by-case basis
for each transfer or category of transfer
made. Thus the circumstances of the
transfer should be examined and, in par-
ticular:
• the type of data, 
• the purposes and duration of

processing for which the data are
transferred, 

• the country of origin and the coun-
try of final destination, 

• the general and sectoral rules of law
applicable in the state or organisa-
tion in question and the profes-
sional and security rules which
obtain there.”

19. However, according to Paragraph 2
of Article 2 of the Additional Protocol to
Convention 108, the transfer of personal
data to countries which do not ensure an

adequate level of protection is possible if
domestic law provides for it because of
specific interests of the data subject; or
legitimate prevailing interests, especially
important public interests; or if safeguards
are provided by the controller responsible
for the transfer.
20. In that context it is important to
examine what the “legitimate prevailing
interests” especially important public
interests’ provided for by domestic law
could be. Paragraph 31 of the Explanatory
Report says that “The parties have discre-
tion to determine derogations from the
principle of an adequate level of protec-
tion. The relevant domestic law provisions
must nevertheless respect the principle
inherent in European law that clauses
making exceptions are interpreted restric-
tively, so that the exception does not
become the rule. Domestic law exceptions
can therefore be made for a legitimate pre-
vailing interest. That interest may be to
protect an important public interest, such
as is specified in the context of Article 8
paragraph 2 of the European Convention
on Human Rights and Article 9 paragraph
2 of Convention ETS No. 108; the exercise
or defence of a legal claim; or the extrac-
tion of data from a public register. Excep-
tions may also be made for the specific
interest of the data subject as for the fulfil-
ment of a contract with the data subject or
in his interest, or for protecting his vital
interest or when he has given his consent.
In this case, before consenting, the data
subject would have to be informed in an
appropriate way about the intended
transfer”.
21. Another option for the situation
where the recipient country does not
ensure an adequate level of data protection
could be safeguards provided by the con-
troller, in particular such as those resulting
from contractual clauses. Paragraphs 32
and 33 of the Explanatory Report state
“each party may provide for the transfer of
personal data to a recipient which is not
subject to the jurisdiction of a Party and
does not ensure an adequate level of pro-
tection, provided that the person in charge
of the transfer supplies sufficient safe-

guards. These safeguards must be found
adequate by the competent supervisory
authorities according to domestic law.
Such safeguards may in particular be the
result of contractual clauses binding the
controller who makes the transfer and the
recipient who is not subject to the jurisdic-
tion of a Party” and “The content of the
contracts concerned must include the rel-
evant elements of data protection. More-
over, in procedural terms, contract terms
could be such, for example, that the data
subject has a contact person on the staff of
the person responsible for the transfer,
whose responsibility it is to ensure compli-
ance with the substantive standards of
protection. The subject would be free to
contact this person at any time and at no
cost and, where applicable, obtain assist-
ance in exercising his or her rights”.

5. Contractual clauses for 
protection of personal data in the 
context of transborder data flows to 
third countries prepared by other 
international organisations

22. As mentioned above, the Commis-
sion of the European Communities partic-
ipated, together with the Council of
Europe and the International Chamber of
Commerce, in the preparation of the
model contract of 1992. Afterwards, the
Working Party on Protection of Individ-
uals with Regard to the Processing of Per-
sonal Data established under Directive 95/
46/EC issued guidelines in order to aid
with the assessment of the adequate level
of protection required in the transfer of
personal data to third countries.1 Fol-
lowing these guidelines, the European
Commission adopted Decision 2001/497/
EC of 15 June 2001 on standard contrac-
tual clauses for the transfer of personal
data to third countries. This Commission
Decision sets out “standard contractual
clauses ensuring adequate safeguards for
personal data transferred from the Euro-
pean Union to countries outside the
Union. The Decision obliges member
states to recognise that companies or
organisations using such standard clauses
in contracts concerning personal data

1. WP 4 (5020/97) “First orientations on transfers of personal data to third countries working document — possible ways forward in assessing
adequacy”, a discussion document adopted by the Working Party on 26 June 1997.
WP 7 (5057/97) “Judging industry self regulation: when does it make a meaningful contribution to the level of data protection in a third country?”,
working document: adopted by the Working Party on 14 January 1998.
WP 9 (3005/98) “Preliminary views on the use of contractual provisions in the context of transfers of personal data to third countries”, working
document: adopted by the Working Party on 22 April 1998.
WP 12: “Transfers of personal data to third countries: applying Articles 25 and 26 of the EU data protection directive”, working document
adopted by the Working Party on 24 July 1998, available, in the web-working document site europa.eu.int/comm/internal_markt/en/
media.dataprot/wpdocs/wp12/en hosted by the European Commission.
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transfers to countries outside the Euro-
pean Union are offering “adequate protec-
tion” to the data. […] Use of these standard
contractual clauses will be voluntary but
will offer companies and organisations a
straightforward means of complying with
their obligation to ensure “adequate pro-
tection” for personal data transferred to
countries outside the European Union
which have not been recognised by the
Commission as providing adequate pro-
tection for such data”.1 This Commission
Decision covers only the transfer of per-
sonal data between data controllers. Com-

mission Decision 2002/16/EC of
27 December 2001 on Standard Contrac-
tual Clauses for the Transfer of Personal
Data to Processors Established in Third
Countries is intended to cover the transfer
to data processors.
23. Other international organisations also
examined this issue, for instance the
Working Party on Information Security
and Privacy of the OECD prepared a
Report on Transborder Data Flow con-
tracts in the Wider Framework of Mecha-
nisms for privacy Protection in Global
Networks in 2000.

24. In 1999, the International Chamber of
Commerce prepared a Model Clauses for
Use in Contracts Involving Transborder
Data Flows. The International Chamber of
Commerce and other business organisa-
tions are currently preparing a set of pro-
posed standard clauses for the transfer of
personal data from the European Union to
third countries. These proposed standard
clauses are currently being discussed with
the Commission of the European Commu-
nities.

II. Guide to the preparation of contractual clauses governing data protection during the transfer 
of personal data to third parties not bound by an adequate level of data protection
25. In view of the legislative and tech-
nological developments which have
occurred in the field of data protection
since the preparation of the “Model Con-
tract” in 1992, the Council of Europe’s
Consultative Committee of the Conven-
tion for the Protection of Individuals with
Regard to Automatic Processing of Per-
sonal Data (T-PD) decided to re-examine
the issue of the contractual clauses to be
used when transferring personal data to
third countries which do not ensure an
adequate level of protection. The T-PD
instructed an independent expert to pre-
pare a report on this issue. Professor
Jérôme Huet prepared a study on “Con-
tracts involving the transfer of personal
data between parties to Convention ETS
No. 108 and third countries not providing
and adequate level of protection” as well as
some recommendations made in the light
of this study. This study is available on the
data protection website of the Council of
Europe, http://www.coe.int/
dataprotection/.
26. On the basis of this study as well as
the new international instruments
recently adopted, in particular the Addi-
tional Protocol to Convention 108 and the
two Commission decisions mentioned
above, the T-PD decided to prepare the
present Guide. The T-PD agreed that it
would not be appropriate at present to
revise the “Model Contract to ensure
equivalent data protection in the context
of transborder data flows” which the T-PD
had drafted in co-operation with the Com-
mission of the European Communities
and the International Chamber of Com-

merce in 1992, since to do so might dupli-
cate the European Commission’s work on
drafting model clauses for the transfer of
personal data to third countries under
Directive 95/46/EC (cf. Commission Deci-
sion of 15 June 2001 and Commission
Decision of 27 December 2001).
27. The purpose of this Guide is to
assist parties in the drawing up of contrac-
tual clauses conforming to the protection
requirements deriving from Convention
108 and inform data controllers and data
subjects concerned by transborder flows
of what they need to look out for as well as
to provide assistance for data subjects
seeking to assert their rights in the data
protection field.
28. The main objective of the principles
contained in this guide is to contribute to
ensuring an adequate level of protection
when processing personal data in cases of
transfer to countries which do not ensure
this level.
29. These principles could also supply a
useful tool and a supplementary guarantee
for specific transfers between countries
which ensure an adequate level of protec-
tion (e.g. the transfer of a specific category
of data or in other cases for specifying the
purposes of the processing).
30. Therefore the present guide does
not replace the contractual clauses
included in the model contract of 1992 but
instead completes or specifies the 1992
contractual clauses and therefore both
documents should be read together.
31. The principles contained in this
guide, which are based on the principles of
Convention 108, should be primarily taken

into account in cases where in the state
where the importer is established there is a
lack of legislation or other regulations
deemed satisfactory to provide an ade-
quate level of personal data protection.
This means that they are intended to be
applied where the recipient of data (the
importer):
• is established in a state which has

not ratified Convention 108 and
lacks the legislation providing the
adequate level of protection that is
envisaged in Article 2, paragraph 1
in fine, of the Additional Protocol to
Convention 108 regarding supervi-
sory authorities and transborder
data flows; or

• operates in a sector of activity that is
not subject to other regulations
deemed satisfactory as regards per-
sonal data protection in a state
which has not ratified Convention
108;2 or

• is established in a state that has rat-
ified Convention 108 in cases where
the state where the exporter of data
is established may have applied the
derogations referred to in Article
12.3.a of Convention 108 to certain
kinds of transfers.

32. The parties to these transfers are
encouraged to apply these principles to
any transfers of personal data other than
those mentioned above in order to supple-
ment the legal provisions on data protec-
tion which govern them. For example,
these principles could be useful for speci-
fying the purposes of the processing in
cases of data transfers between countries

1. See http://europa.eu.int/comm/internal_market/en/dataprot/modelcontracts/.
2. Such as, e.g., the Safe Harbour system recognised by the EU as offering an adequate level of protection (Commission Decision 2000/520/EC, of 26

July 2000).
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which have ratified Convention 108 or
which have an adequate level of protec-
tion.

33. This Guide applies to transfers of
personal data between controllers. It will
be periodically evaluated by the T-PD. 

III. Principles to be taken into account when preparing contractual clauses governing data 
protection during the transfer of personal data to third parties not bound by an adequate level of 
protection

For the purposes of these principles
the terms below will be understood as fol-
lows:

Personal data means any informa-
tion relating to an identified or identifiable
individual (“data subject”).1 An individual
shall not be regarded as “identifiable” if the
identification requires an unreasonable
amount of time and manpower. 

Sensitive data means personal data
revealing racial origin, political opinions,
religious or other beliefs, as well as per-
sonal data concerning health, sexual life or
criminal convictions, and other data
defined as sensitive by domestic law in the
exporter’s country.

Processing means any operation or
set of operations applied to personal data,
such as storage, conservation, adaptation
or alteration, extraction, consultation, uti-
lisation, communication, matching or
interconnection and erasure or destruc-
tion.

Data exporter means the controller
who transfers the personal data.

Data importer means the controller
who receives personal data from the data
exporter.

Controller means the natural or
legal person, public authority, agency, or
any other body which, alone, or in collabo-
ration with others, determines the pur-
poses of and means used in the collection
and processing of personal data.

The reference to “contract” in this
guide refers exclusively to the relevant
contractual clauses for the protection of
personal data.

Principle 1 – General provision
Data transfers are a form of process-

ing personal data within the meaning of
Convention 108. They may go ahead only
if processing is carried out as specified in
the data protection legislation to which
the exporter is subject and, in particular, if
the planned transfer is lawful under the
terms of that legislation. 

The contract should be drawn up
taking account of the legal situation (con-
cerning the general legislation and, where

applicable, any specific legislation on data
protection) of the country in which the
data importer is located. To enable the
exporter to make sure that the importer
continues to be able to honour the con-
tract, the contract should include an obli-
gation for the importer to inform the
exporter of any relevant legal change in his
or her country subsequent to the conclu-
sion of the contract which may signifi-
cantly adversely affect the safeguards
afforded by the contractual clauses.

Explanatory note

The importer should inform the
exporter of the changes about which he/
she could reasonably be expected to know.

Principle 2 – Information to the 
data subject

The exporter of data should take
appropriate measures to inform data sub-
jects, before the data transfer takes place,
of the identity of the importer, the pur-
poses for which the data are to be proc-
essed and any other information insofar as
it is necessary to ensure fair processing,
unless this information has already been
provided by the exporter of the data. In
addition, the data subject should, at his/
her request, be informed about the exist-
ence of a contract. If data subjects so
request, the exporter of data should give
data subjects a copy of the contractual
clauses relating to data protection.

Explanatory note

Article 5.a (fair collection and
processing of data) of Convention 108 sets
out the general principle of transparency
in data processing. Article 8 sets out the
individual’s right to know about the exist-
ence of processing of personal data, its
principal purposes, as well as the identity
and habitual residence or principal place
of business of the controller of the file. The
principle of transparency is particularly
important in connection with personal
data transfers to countries that do not offer
an adequate level of protection. The
domestic law of some Parties to the Con-

vention and certain Council of Europe rec-
ommendations require information to
data subjects on the possibility of transfer
of their data to a third country. Further-
more, some Parties provide for an obliga-
tion to notify the transfer and/or the
contractual clauses to the national data
protection authority. When carrying out
this obligation to inform data subjects,
account should be taken of the specific cir-
cumstances.

Principle 3 – Details of the transfer
The contract should specify all rele-

vant details of the transfer and, in particu-
lar:
• the identity of the exporter and im-

porter of data;
• the categories of personal data to be

transferred (sensitive data should be
specified);

• the purposes for which the personal
data are transferred;

• the categories of data subjects
whose personal data are trans-
ferred;

• the recipients of the data (where
necessary, this should be specified
for each category of data);

• the storage limit applicable to the
data transferred.

Principle 4 – Obligations of the 
data importer

The contract should specify that the
importer undertakes in particular:
• to process the data transferred fairly

and lawfully; 
• to process the data only for the pur-

poses for which they have been
transferred;

Explanatory note

The contract should list all the
purposes for which the exporter
authorises the importer to process
the data transferred. “Process”
comprises subsequent use and
further transfer.

• to make sure that the data trans-
ferred remain accurate, adequate,

1. Personal data may be not only texts, but also images, photographs, sound, etc.
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relevant and not excessive in rela-
tion to the purposes for which they
have been transferred and that they
are updated where necessary;

Explanatory note

The data importer will be able to
guarantee that the data are accurate
only in relation to the form in which
he/she receives them.

• to keep the data for no longer than is
necessary for the purposes for
which the data have been trans-
ferred;

• to give data subjects a copy of the
contractual clauses relating to data
protection if they so request.

Principle 5 – Sensitive data
The contract should provide all the

appropriate additional safeguards when
sensitive data are to be transferred.

Explanatory note

Sensitive data should be transferred
only where this is necessary to meet the
purposes of the processing. Such transfer,
moreover, should be accompanied by
additional protective measures, including
appropriate security measures such as
encoding the data for transfer or listing the
conditions governing access to sensitive
data.

Principle 6 – Security of the data
The contract should require the

importer to take all appropriate technical
and organisational security measures for
protection of the personal data transferred
to him or her, in order to prevent their
accidental or unauthorised destruction, as
well as to prevent unauthorised access,
modification or diffusion of the data.
These measures should ensure a level of
security appropriate to the potential risks
and should take account of the state of
technology and the costs involved.

Principle 7 – Rights of access, 
rectification, erasure and blocking 
of data

The contract should define the obli-
gations of the exporter and the importer
towards the data subject. In particular, the
importer of the data should respond to
reasonable inquiries regarding the data
processing made by the data subjects and
should ensure that data subjects have the
right of access to data concerning them,
including the right of rectification and
erasure or the right to block personal data
processed in breach of the contract. In

relation to these rights, the exporter and
the importer should inform each other of
requests by data subjects and of the man-
ner in which they have been dealt with.

Principle 8 – Third-party 
beneficiary clause

The contract should include a third-
party beneficiary clause enabling data sub-
jects to assert their rights vis-à-vis the
exporter and/or the importer.

Principle 9 – Liability
The contract should provide for

compensation for data subjects who suffer
damage when their data are processed in
breach of the contract.

Explanatory note

An effective compensation system
is one which provides for joint and several
liability of the importer and the exporter;
other systems, such as a system of insur-
ance, may also be effective. Claims for
compensation must arise from a breach of
the contractual data protection clauses.
Compensation may be sought not only for
pecuniary damage but also for non-pecu-
niary damage. 

Principle 10 – Applicable law
The contract should stipulate that

the law governing relations under the con-
tract is the law in the exporter’s country,
provided that the law provides for a third
party beneficiary clause. Where such a
clause is not permitted by the law of the
exporter’s country, the contract should
stipulate that the law applicable to rela-
tions under the contract is the law of a
country which is a party to Convention
108 for the protection of individuals with
regard to automatic processing of personal
data, whose law provides for the inclusion
of a third party beneficiary clause.

Principle 11 – Jurisdiction and 
mediation

The contract should afford data
subjects the right to bring any dispute
regarding performance of the contract
with the exporter and/or the importer of
the data before the competent courts of
the country where the exporter is estab-
lished, without prejudice to the data sub-
ject’s procedural or substantive right to
obtain compensation according to other
provisions of national or international law.
The contract should also make provision
for data subjects, in the event of a dispute
not resolved by friendly settlement, to seek
an extra-judicial mechanism for settle-

ment of disputes (such as arbitration or
mediation).

Explanatory note

Mediation could also be provided
by the competent data protection author-
ity. Data subjects should be able to retain
the possibility of recourse to the courts,
irrespective of agreements between the
parties on the settlement of disputes.

Principle 12 – Disclosure of data
The contract should limit disclo-

sures to third parties of the data trans-
ferred to those which are necessary to
meet the purposes of the transfer. Such
disclosures should be subject to condi-
tions guaranteeing an equivalent level of
data protection to that offered by the
clauses of the original contract. The trans-
fer could also be made if the data subject
gave his or her consent. If such disclosure
concerns sensitive data, the explicit con-
sent of the data subject should be required.

Explanatory note

The disclosure should be made only
for the purposes for which the data were
transferred. The new importer could
accede to the original contract with the
original exporter.

Principle 13 – Control and co-
operation with supervisory 
authorities

The contract should authorise the
exporter to check compliance with the
contractual clauses on data protection or
to have it checked. The contract could also
provide for the possibility for the importer
to supply information concerning the
processing of the transferred data to the
data protection authority of the exporter’s
country upon request, as well as the obli-
gation to abide by the opinion of this same
authority as regards the processing of the
data transferred. 

Explanatory note
The exporter may carry out a check

himself or herself. He or she may also
entrust this task to an independent and
qualified third party. In order to ensure
that the data protection authority does not
order the contract to be suspended, it is
preferable that the importer agree to fol-
low the instructions of this authority with
a view to improving compliance with the
contractual clauses. Data protection
authority means the supervisory authority
responsible for ensuring compliance with
the measures in its domestic law giving
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effect to the principles stated in Conven-
tion 108 and its Additional Protocol.

Principle 14 – Termination of the 
contract

Termination of the contract should
be possible, in particular where:
• changes in the importer’s national

law or any serious event occurring

in his or her country make it impos-
sible to abide by the contractual
clauses;

• the data protection authority of the
exporter’s country orders cessation
of the data transfer to the importer; 

• the importer is insolvent or de-
clared bankrupt.

The contract should provide that
when it expires or is terminated, the
exporter and the importer remain bound
by the obligations and the conditions pro-
vided for in the contract with regard to the
processing of the data which have been
transferred.




