
Data Protection Day 2014    
Full speed on the EU Data Protection reform -  
A framework for the 21st century 
 
Copenhagen, 28/1/2014 

Thomas Zerdick, LL.M. 
Head of Sector "Data protection reform" 



Presentation overview   
 

•  Why change our data protection 
rules? 

•  The Data Protection Reform Package 
•  EU – US relations 
•  Next steps 



Why change the rules on data protection? 

•  New challenges for the protection of personal 
data (globalisation, new technologies) 

•  Problems for individuals 
•  Problems for business 



New challenges for EU data protection 
Globalisation  

Internet 
Online social networking 

E-commerce 
Online databases 

Electronic health records 
Cloud computing 

RFID 
Face recognition 

Role of Data protection 
authorities (DPAs) 

Geo-location 
Video surveillance 

Profiling 
Behavioural advertising  

Biometric data 
Genetic data  

Law enforcement 
Security breaches 

Identity theft 
Nanotechnology 

Governance 



Problems for citizens 
•  Insufficient awareness, loss of control and trust, 

particularly in the online environment:  
Ø  75% of respondents in recent Eurobarometer say they have only 

partial or no control of their data online.  

Ø  2 in 3 citizens say they are worried about this. 

Ø  92% of Europeans are concerned about mobile apps collecting 
their data without their consent  

•  Difficulties in exercising data protection rights:  
Ø  difficulties to exercise right of access to one’s personal data, e.g. 

when asking for deletion;  

Ø  difficulties to access effective remedies;  

Ø  difficulties to withdraw and transfer personal data from an 
application or service (“data portability”) 



2 in 3 citizens are concerned about what 
companies do with the date they give them 



Specific ‘digital’ problems for citizens 
•  Insufficient control and awareness over personal data(e.g. 

targeted adverts)  

•  Inadequate access to personal data, including the right to 
be forgotten (e.g. on search engines) 

•  Frequent breaches of data security (e.g. recent high profile 
cases involving millions of individuals) 

•  Inconsistent enforcement of Data Protection rules across 
the EU (e.g. case of online mapping service and Google 
privacy policy) 

•  Lack of clarity on whether an individual is protected if data is 
processed by company/authority outside the EU (e.g. cloud 
computing; counter-terrorism) 



Lack of confidence - ecommerce 
Reasons for not buying online (% of individuals that have not ordered online during last year), 2009
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 Others

 Speed of the Internet connection is too slow

 delivery of goods ordered over the Internet is
a problem

 Don't have a payment card allowing to pay
over the Internet

 Relevant information about goods and
services difficult to find on website

 lack of skills

 Trust concerns

 Privacy concerns

 Payment security concerns

 I prefer to shop in person, like to see
product, loyalty to shops, force of habit

 I have no need



Problems for business 
•  Fragmentation and legal uncertainty: costs of legal 

fragmentation within Internal Market estimated to almost 
EUR 3 billion per annum for businesses trading cross-
border. 



Problems for business 
•  Red tape: rules which add little value in terms of data 

protection (e.g. notifications to national data protection 
authorities) 

 
•  Inconsistent enforcement of DP rules across the EU: 

lack of level playing field on compliance and enforcement 
between MS, accentuated by divergences in powers and 
resources in national DP authorities, and lack of effective 
co-operation between them. 



The Data Protection Reform 
Package 

•  1. Communication 

•  2. “General” Data Protection Regulation 

•  3. “Police” Directive 



Data Protection Regulation 

•  Replaces the current 1995 Data Protection 
Directive, which is the centrepiece of EU legislation on 
personal data protection  

•  Objectives: protect the fundamental right to data 
protection and to guarantee the free flow of personal 
data between Member States 

Ø Regulation maintains the same two objectives 



Data Protection Regulation – Main Changes 

PUTTING CITIZENS IN CONTROL OF THEIR DATA 

•  An enhanced “right to be forgotten” 

•  More transparency about data processing 

•  Consent to be given explicitly, whenever required 

•  Notifications of data breaches and stronger data 
security 

•  Strengthened national DPAs 

•  Sanctions with teeth 



Data Protection Regulation – Main Changes 

A 'Think Small First' Approach for SMEs 

•  Every penny counts: SMEs will not be fined for a first 
and non-intentional breach of the rules. 

•  Data Protection Officers: SMEs are exempt if data 
processing is not their core business activity. 

•  No more notifications: Notifications to supervisory 
authorities are a formality and red tape that represents a 
cost for business of 130 million euro every year. The 
reform will scrap these entirely. 

•  Impact Assessments: SMEs will have no obligation to 
carry out an impact assessment unless there is a specific 
risk. 



Data Protection Regulation – Main Changes 

 RULES FIT FOR THE DIGITAL SINGLE MARKET 

•  Regulation is directly applicable and removes 
fragmentation, saving business EUR 2,3 billion/year 

•  Cutting red tape (e.g abolishing notifications, savings of 
EUR 130 million/year) 

•  One-stop shop system for data protection in the EU: only 
one DPA checks compliance of a business, regardless of how 
many countries the business may be active in. 

•  Better enforcement and more level playing field through 
stronger national DPAs  



DATA PROTECTION IN A GLOBALISED WORLD 
 1.   FACILITATING LEGITIMATE INTERNATIONAL TRANSFERS OF 

PERSONAL DATA 

•  Easier international transfers through streamlined rules (e.g. 
extending the use of tools such as Binding Corporate Rules) 

•  Clearer rules and criteria for "adequacy decisions" 

•  Dialogue with third countries and relevant international 
organisations to promote high and interoperable data 
protection standards worldwide.  
 



U.S. surveillance programmes: 

•  Their large-scale collection and processing of 
personal data raises serious concerns about: 

Ø  impact on the fundamental rights of Europeans 

Ø  proportionality and necessity 

Ø  the protection (not) afforded to EU citizens. 
Europeans who do not reside in the U.S. do not 
enjoy the same rights and procedural safeguards as 
Americans 
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EU response to surveillance revelations 
 

•  27 November 2013: Commission reaction 
Ø  "Mass surveillance mass surveillance of citizens is 

unacceptable" 

Ø  "Trust in EU-US data flows needs to be rebuilt" 

Ø  Making Safe Harbour Safer à 13 Recommendations 

Ø  Findings of EU-US working group on PRISM 
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EU response to surveillance revelations 
 

•  17 January 2014: U.S. Reaction: Obama speech on the 
reform of US surveillance 
Ø  Willingness to address concerns on large-scale data collection by 

NSA 

Ø  Extend  some protection currently available only to U.S. 
citizens to non- U.S. citizens when it comes to data collection 

Ø  Open way for EU-U.S. discussion on better use of existing legal 
assistance treaties  

Ø  Announcement of broad review of U.S. data protection norms 
applying to 'Big Data' 
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The new DP rules and foreign surveillance 
 
5 reasons why the Data Protection reform is Europe's best 
response to fears of surveillance. 

1.   Non-European companies must respect EU data protection 
law, when offering goods and services to European consumers, or 
monitor their behaviour  

2.   Sanctions for abuses up to 2% of the annual worldwide turnover 

3.   International transfers: clear conditions under which data can 
be transferred outside the EU.  

4.   Cloud computing: the Regulation sets out clear rules on the 
obligations and liabilities of data processors such as cloud 
providers, including on security. 

5.   Law Enforcement: the data protection package will lead to the 
establishment of comprehensive rules for the protection of 
personal data processed in the law enforcement sector. 
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The way forward 

•  EP: LIBE committee backed the Commission's proposals 
with an overwhelming majority and even reinforced 
them in certain areas; Vote in Plenary expected in April 
2014 

•  Council: discussed repeatedly by national Ministers in 
the Justice Council, most recently in Athens earlier this 
month. An agreement on the reform is possible before 
the end of this year. 

•  European Council: "timely adoption" (October 2013) 

•  Roadmap between the three institutions agreed in 
Athens: adoption of the data protection reform before 
the end of this year.  



Summing up 
•  The EU data protection reform package aims to build a 

modern, strong, consistent and comprehensive data 
protection framework for the European Union.  

•  Data protection rights will be reinforced, particularly in 
terms of fostering trust in the digital environment.  

•  It will simplify the legal environment for businesses, 
stimulating the development of the digital economy 
across the EU's Single Market and beyond.  



 
 

Tak for din opmærksomhed!  
ec.europa.eu/justice  

ec.europa.eu/justice/data-protection-reform  
Twitter: @EU_Justice - #EUdataP  

 


